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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting
TO:
Wholesale Gas Quadrant (WGQ) Electronic Delivery Mechanisms (EDM) Subcommittee and Retail Markets Quadrant (RMQ) Information Requirements and Technical Electronic Implementation Subcommittee (IR/TEIS) Members and Interested Industry Parties
FROM: 
Elizabeth Mallett, NAESB Deputy Director
RE:
WGQ EDM Subcommittee and RMQ IR/TEIS Draft Meeting Minutes – June 17, 2021
DATE:

June 21, 2021
WHOLESALE GAS QUADRANT
RETAIL MARKETS QUADRANT

Electronic Delivery Mechanisms Subcommittee
Information Requirements and Technical Electronic Implementation Subcommittee

Conference Call with Webcasting

Thursday, June 17, 2020 from 1:00 PM to 3:00 PM Central
DRAFT MINUTES
1.
Welcome
Ms. Do and Mr. Spangler opened the meeting and welcomed the participants.  Ms. Mallett provided the Antitrust and Other Meeting Policies reminder and conducted the introductions.  Mr. Spangler reviewed the draft agenda. Mr. Burden moved to adopt the draft agenda and Ms. Do seconded the motion.  The motion passed without opposition.

The participants reviewed the September 28, 2020 draft meeting minutes.  Minor edits were made to the participant list.  Mr. Burden moved to adopt the revised draft minutes as final.  Mr. Lander seconded the motion and the revised draft minutes were adopted as final.
The September 28, 2020 final meeting minutes are available at the following link: https://www.naesb.org/pdf4/wgq_edm_retail_ir_teis092820fm.doc. 
2.
Discussion on the May 12, 2021 Executive Order, Improving the Nation’s Cybersecurity

Mr. Spangler stated that the Board Strategy Committee met on May 20, 2021 and discussed the May 12, 2021 Executive Order, Improving the Nation’s Cybersecurity.  During the meeting, the Board Strategy Committee members discussed the response to the Sandia National Laboratories (Sandia) Surety Assessment proposal to utilize multifactor identification in the RMQ and WGQ standards.  Mr. Burden explained that the Committee asked whether NAESB should reevaluate the decision to retain single factor authentication.

The participants reviewed the recommendation from Sandia National Laboratories to consider employing two-factor authentication on an individual user level for secure websites and the WGQ EDM response – “NAESB agrees with Sandia’s findings that secure web sites should employ individual user credentials and have modified standards to comport with the finding. However, we find that the current standard of user IDs and passwords maintains the security of web sites without complicating the login process, especially for users that access multiple web sites.”
Mr. Lander asked whether a standard that is permissive of multifactor authentication should be considered.  Ms. Van Pelt stated that exceeding the standard is permissible.  Mr. Gracey stated that, when a standard is incorporated by reference into the FERC regulations, and is exceeded, entities are still required to support the minimum standard.  He asked how a customer would log onto a Customer Activities website if they did not want to use two-factor authentication.  Mr. Gracey asked whether systems that have two-factor authentication provide an alternative.  The participants discussed an opt-in multifactor authentication. Ms. Crockett asked whether she would be able to meet her internal company mandates under the opt-in if her company is required to have the two-factor authentication.  She stated that she would like comments and feedback from the group on that question.  The participants noted that regulatory groups that may weigh in with sector-specific requirements, such as FERC, TSA, etc. 

Mr. Spangler suggested that the following response be included in the draft minutes:

The subcommittees met to discuss multifactor authentication and determined that the participants:

1.
will continue to monitor the current regulatory environment, and

2. 
are available to pursue additional standards development, under a standards request or annual plan item, that support multifactor authentication.

Ms. Van Pelt stated that she would support including a multifactor authentication in the standards.  Mr. Gracey stated that he did not know of a good argument against multifactor authentication.  Mr. Young stated that he supports moving forward with multifactor authentication.    He stated that security is the main focus that needs to be taken into account.  Mr. Burden agreed.  Mr. Gracey suggested that entities that already utilize the multifactor authentication should submit a standards request to begin the standards development effort.  Ms. Van Pelt stated that Boardwalk Pipeline will have multifactor authentication in the future, and, should the company feel that the standard is violated by exceeding single factor authentication, it would submit the standards request.  Mr. Gracey stated that it is better to make the modifications to the standard sooner, rather than later.  Mr. Burden stated that anyone is welcome to submit a request to begin the standards development effort.  
3.
Other Business

There was no other business discussed.
4.
Adjourn
Mr. Lander moved, seconded by Mr. Burden, to adjourn the meeting at 2:03 PM Central.  The motion passed with no opposition.
5.
Attendees
	First Name
	Last Name
	Organization

	Drake
	Bettis
	Golden Pass Pipeline

	Michelle
	Brocklesby
	Latitude Technologies

	Christopher
	Burden
	Enbridge (U.S.) Inc.

	Pete
	Connor
	Rep. American Gas Association

	Valerie
	Crockett
	Tennessee Valley Authority

	Mary
	Do
	Agility CIS

	Paul
	Etherington
	Energy Services Group

	Mark
	Gracey
	Kinder Morgan Inc.

	Jonathan
	Harrison
	

	Roy
	Hiller
	Southern Company

	Joel 
	Hindman
	Golden Pass Pipeline

	Micki
	Hoffee
	Northern Natural Gas

	Rachel
	Hogge
	Dominion Energy Transmission, Inc.

	Justin
	Kessler 
	Boardwalk Pipeline

	Greg
	Lander
	Skipping Stone

	Nichole
	Lopez
	Kinder Morgan Inc.

	Elizabeth
	Mallett
	North American Energy Standards Board

	Toni
	McEntire
	Boardwalk Pipeline

	Sarah
	Myrick
	Southern Company

	Leigh
	Spangler
	Latitude Technologies

	Kim
	Van Pelt
	Boardwalk Pipeline

	Randy
	Young
	Boardwalk Pipeline
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