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3.  RECOMMENDATION
SUMMARY:	
Add new standard, 12.3.z, to the WGQ Cybersecurity Related Standards.

4.  SUPPORTING DOCUMENTATION
a.	Description of Request:
Pipelines have observed a sustained increase in high volume and automated activity affecting both public Informational Postings websites and password protected Customer Activities portals. This activity includes repetitive, rapid, and resource intensive access patterns that exceed typical user interaction and is resulting in measurable performance degradation, reduced availability, and increased operational risk. While these behaviors may not be attributed to any specific market participant, they highlight a growing need to address how modern access methods, such as automated data harvesting, bulk polling, and scripted interactions, interact with existing systems. Pipelines are requesting a proposed WGQ Cybersecurity standard to balance transparency, access, cybersecurity, and system reliability for all users.

b.	Description of Recommendation:
The recommendation proposes to add the following new standard, 12.3.z, to the WGQ Cybersecurity Related Standards.
WGQ Standard No. 12.3.z
Providers of Customer Activities and Informational Postings Web sites should monitor inbound traffic and user interactions to detect, analyze, and manage abnormal usage patterns, traffic spikes, or abusive behaviors that could degrade service availability, responsiveness, or integrity.
Providers should implement and maintain proportional protective controls when predefined thresholds or risk indicators are exceeded. Such controls may include, but are not limited to, traffic throttling, request rate limiting, temporary blocking, connection queuing, or other mechanisms designed to preserve system performance and equitable access for legitimate users.  Monitoring and protective measures should be applied in a manner that balances system availability, security, operational performance, and non discriminatory access, and should be periodically reviewed and adjusted based on observed usage trends, threat conditions, and operational experience.
c.	Business Purpose:

Tangible Benefits
Improved System Availability and Performance
Reduced Operational Risk and Incident Response Burden
Enhanced Cybersecurity and System Integrity
Lower Infrastructure and Support Costs
Consistency with Regulatory and Governance Expectations

Intangible Benefits
Clarity and Industry Consistency
Improved Confidence Among Market Participants
Balanced Transparency and Access

d.	Commentary/Rationale of Subcommittee(s)/Task Force(s):
See the minutes from the following WGQ EDM Subcommittee meetings:
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