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Midcontinent Independent System Operator, Inc. (MISO)
Comments Submitted to the North American Energy Standards Board (NAESB)

Subject Matter:

Review and discussion of comments and proposals regarding potential approaches and methods to mitigate excess traffic and automated data scraping activity on public Informational Postings websites
MISO appreciates the opportunity to share its operational experience with excess traffic and automated data scraping on its public Informational Postings website (www.misoenergy.org) and offers the following observations for the Committee's consideration as it evaluates industry approaches to this issue.
1. Background and Scale of the Issue
MISO's website hosting agreement is structured around an annual allotment of 10-million-page views; traffic beyond that threshold results in overage charges to cover the additional hosting resources consumed. Under normal conditions, MISO's public website receives approximately 700,000 views per month, with expected increases to over 1 million views per month during extreme heat or cold weather events, when stakeholder interest in system conditions naturally rises.
In April 2026, MISO's public website received over 5-million-page views within a two-day period. A volume of traffic that would ordinarily accumulate over approximately six months of normal usage. This spike was well outside any weather-driven or market-driven pattern MISO has historically observed, and was consistent with automated, non-human traffic rather than legitimate stakeholder access.
2. Nature of the Traffic
MISO has observed sustained bot activity scraping specific categories of content, including news center postings and published charts and graphs pages that carry time-sensitive market and system information. MISO has also identified individual pages that accumulate disproportionately high view counts with no clear operational explanation, suggesting scraping activity is not always limited to obviously high-value content and can be difficult to anticipate in advance.


3. MISO's Mitigation Approach
MISO's initial response relied on its hosting provider, submitting support tickets to request configuration changes as traffic spikes occurred. After several months of iterative, ticket-based troubleshooting that addressed symptoms rather than the underlying issue, MISO procured a dedicated Cloudflare instance to gain direct, real-time control over its traffic management. This gives MISO the ability to:
1. Monitor traffic to any or every page on the website in real time
1. Create rules to throttle, slow, or fully block traffic from specific users or patterns of activity
1. Respond quickly to sudden traffic surges through both automatic and manually triggered controls

4. Results, Lessons Learned, and Data Exchange
Since implementation, MISO has been able to identify and slow down high-volume scraping activity, including on pages that had not previously been flagged as high-risk. MISO's experience has been positive overall and Cloudflare's support has been responsive. MISO views this as a powerful tool that it is still learning to use to its full potential. That said, MISO continues to encounter actors that are sophisticated enough to circumvent existing rules, underscoring that traffic-management tooling alone is not a complete or permanent solution and requires ongoing tuning as scraping techniques evolve.
 
The Data Exchange is all API based; meaning it's much easier to automate against & doesn't hit our website with inefficient scrapers. Retrieving files on a website is great, but there are boundaries around how a user can interact with the page to get what they want. Using an API enables MISO to define how users interact, and provides an easier route that lessens the burden of folks flocking to the website for the same file every day.

5. Recommendation to the Committee
Based on its experience, MISO recommends that the Committee consider highlighting content-delivery-network-based traffic management (such as Cloudflare or comparable services) as a viable, entity-controlled mitigation approach for Informational Postings website operators facing excess automated traffic. MISO would support this being framed as one recommended practice among several potential approaches, rather than a mandated solution, given that individual entities' hosting arrangements, budgets, and technical environments vary and that no single tool has proven to fully eliminate scraping activity.
MISO welcomes the opportunity to discuss this experience further with the Committee or other industry participants evaluating similar traffic-management challenges on their own Informational Postings websites.

Appendix: Traffic Data Summary
	Metric
	Value

	Annual hosting allotment
	10 million page views/year

	Typical monthly traffic
	 700,000 views/month

	Elevated (weather event) monthly traffic
	1,000,000+ views/month

	Anomalous spike (April 2026)
	5,000,000+ views in 2 days

	Equivalent normal-usage period for that spike
	 6 months
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