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September 10, 2018
TO:  
NAESB Wholesale Electric Quadrant (WEQ) Cybersecurity Subcommittee (CSS) Participants and Interested Parties
FROM: 
Elizabeth Mallett, NAESB Deputy Director
RE:  
Draft Minutes for the WEQ CSS Conference Call – September 10, 2018
WHOLESALE ELECTRIC QUADRANT
Cybersecurity Subcommittee

Conference Call with Webcasting
September 10, 2019
9:00 AM to 11:00 AM Central

DRAFT Minutes
1. Administrative Items
Mr. Buccigross opened the meeting and welcomed the participants to the conference call.  Ms. Mallett provided the Antitrust and Other Meeting Policies reminder.  The participants introduced themselves.  Mr. Buccigross reviewed the agenda with the participants.  The participants agreed to review the draft minutes during the next meeting.  The revised agenda was adopted by consensus.
2. Discussion on 2019 WEQ Annual Plan Item 6.b.i – Develop and/or modify WEQ-012 and/or the NAESB Accreditation Requirements for Authorized Certification Authorities as needed to address Security Issues identified by Sandia National Laboratories
The participants reviewed the WEQ Cybersecurity Subcommittee Assignments rev. 8.29.19 (Assignments Document) that combines the Sandia National Laboratories (Sandia) recommendations from the four parts of the Surety Assessment – Public Key Infrastructure Report, OASIS Report, Business Operations Practices and Standards Report, and the Addendum Report. 
The Assignments Document, as revised during this meeting, is available by clicking here.  The ACA Requirements document as revised during this meeting is available by clicking here. 
Public Key Infrastructure Report

1.) Discrepancy between NAESB Standards and Certification Practice Statements Mr. Buccigross stated that the participants previously reviewed this item and revised the NAESB Accreditation Requirements for Authorized Certification Authorities (ACA Requirements) to indicate that the document contains the minimal requirements that ACAs must meet.
2.) Possible Incomplete Enforcement of NAESB Standards Assurance Levels Mr. Buccigross noted that this item was also previously addressed by the participants.  The subcommittee decided to leave in the “high” assurance levels in case the level is needed in the future.  Mr. Buccigross explained that, at that time, the document retention policies should also be reconsidered.  Ms. Kee stated that Global Sign addressed this advice regarding high assurance.
OASIS Standards Report
2.)
Significant Amounts of Sensitive Information are Posted on OASIS Mr. Buccigross stated that this item was jointly assigned to the WEQ CSS and the WEQ OASIS Subcommittee.  The subcommittees will hold a joint conference call on September 19, 2019 and October 3, 2019.
3.)
Significant Amounts of Sensitive Information are Posted on OASIS Mr. Buccigross stated that this item was jointly assigned to the WEQ CSS and the WEQ OASIS Subcommittee.  The subcommittees will hold a joint conference call on October 3, 2019 from 9:00 AM to 4:00 PM Central.  Ms. Lee noted that the Federal Information Processing Standards (FIPS) 140-2 will be updated with 140-3, effective September 27, 2019.  The subcommittee reviewed the ACA Requirements and replaced “FIPS 140-2” with “Federal Information Processing Standards Security Requirements for Cryptographic Models” throughout the document, including 5.1.1, 5.1.2, 5.2.1, and 5.2.7.
5.)
Implementation Details for OASIS Nodes Unspecified Ms. Kee stated that the subcommittee decided not to get to the level of specificity that this item addresses.  Mr. Buccigross stated that NAESB may have to change its current practices to include a response to this recommendation.  
Public Key Infrastructure Report (Additional Findings and Considerations)
4.)
Review of X.509 Security Mr. Buccigross stated that the subcommittee will incorporate this item into its annual review under 2019 WEQ Annual Plan Item 4.a and 4.b.
5.)
Review of X.509 Security Mr. Buccigross stated this item was addressed in the last update of the ACA.  The subcommittee noted that it believed that no additional WEQ-012 PKI Business Practice Standards are necessary, based on the current versioning requirements in the ACA Requirements document.  Mr. Brooks stated his support for the comment.
Business Operations Practices and Standards Report

7.)
Use of Human Control and Review in Operations The subcommittee agreed that this item will need to include input from other subcommittees and the WEQ Executive Committee, as it may take a substantial effort to address during standards development.

9.)
Continued Use of Different Security Paradigms Ms. Lee noted that she updated Section 5.1.6 of the ACA Requirements to replace SHA 224 with SHA 256.  Mr. Brooks stated that most certificates issued are for access control and asked whether this item was relevant to the subcommittee.  Ms. Kee agree that all of the certificates are for keys.  The subcommittee document noted that it changed the key lengths and encryption methods, and the remaining legacy issues have never been utilized.  Mr. Buccigross added that the timelines are no longer valid.
12.)
Continued Use of Different Security Paradigms The participants agreed that this item should be marked completed, as the subcommittee made changes to the specification document during the August 29, 2019 WEQ CSS conference call. 

13.) Continued Use of Different Security Paradigms The subcommittee agreed that this issue may take a substantial effort to address through standards development and require coordination with the WGQ and RMQ for consistency.
Addendum Report
4.) The Ukrainian Power Grid Attack The participants agreed to discuss this item with the WEQ OASIS Subcommittee.
9.) Recommended Future Assessments The participants agreed to discuss this item with the WEQ OASIS Subcommittee.
Mr. Buccigross stated that he will write a recommendation for 2019 WEQ Annual Plan Item 6.a.  Mr. Wood noted the expansion of 2019 WEQ Annual Plan Item 6 since the Board of Directors meeting. 
3. Other Business
There was no other business discussed.
4. Adjourn
The meeting adjourned by consensus at 10:23 AM Central.
5. Attendees 
	Name
	Organization

	Dick Brooks
	ISO New England

	Jim Buccigross
	8760, Inc.

	Michelle Coon
	OATI

	David Crabtree
	Tampa Electric Company

	Lila Kee
	GlobalSign

	Chris Kemmerer
	SSL.com

	Annabelle Lee
	Nevermore Security

	Elizabeth Mallett
	North American Energy Standards Board 

	Ken Quimby
	Southwest Power Pool

	Keith Sappenfield
	Cheniere Corpus Christi Liquefaction

	Paul Sorenson
	OATI

	JT Wood
	Southern Company
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