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North American Energy Standards Board

1415 Louisiana, Suite 3460, Houston, Texas 77002

Phone: (713) 356-0060, Fax: (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting
TO:  
NAESB Cybersecurity Subcommittee participants and interested parties
FROM: 
Caroline Trum, NAESB Director of Wholesale Electric Activities 
DATE:

August 11, 2025
RE:  
Draft Minutes of the NAESB WEQ Cybersecurity Subcommittee Meeting – August 8, 2025
Wholesale Electric Quadrant

Cybersecurity Subcommittee Meeting

August 8, 2025 from 10:00 AM – 12:00 PM Central

Draft Minutes
1. Administrative Items
Mr. Brooks opened the meeting and welcomed the participants.  Ms. Trum provided the Antitrust and Other Meeting Policies reminder.  Mr. Brooks reviewed the agenda with the participants.  Mr. Sappenfield moved, seconded by Ms. Lee, to adopt the agenda as final.  The motion passed a simple majority vote without opposition.  
The participants reviewed the draft minutes from the July 24, 2025 meeting.  No changes were offered.  Mr. Sappenfield moved, seconded by Ms. Lee, to adopt the draft minutes.  The motion passed a simple majority vote without opposition.  The final minutes for the meeting can be viewed at the following hyperlink: https://naesb.org/pdf4/weq_css072425fm.doc. 
2.
Review Proposed Revisions to NAESB Accreditation Requirements for ACAs and Potentially Vote on a Recommendation to Support 2025 WEQ Annual Plan Item 3.a – Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions
Mr. Brooks stated Mr. Rendon submitted additional proposed revisions to the NAESB Accreditation Requirements for ACAs on behalf of SSL.com.  He asked Ms. Kelley and Mr. Rendon to review the work paper. 
Ms. Kelley stated that as part of SSL.com’s internal review of the NAESB Accreditation Requirements for ACAs, they are proposing minor revisions to add further specificity to Section 5.1.1 Certificate Authority Key Pair Generation.  She explained that in July 2025, the CA/B Forum issued Version 2.1.6 of its Baseline Requirements for the Issuance and Management of Publicly-Trusted TLS Server Certificates (CA/B Forum BR).  She noted that NAESB requirements substantially align with the CA/B Forum BR but that parts of Section 5.1.1 are broader than similar requirements included in CA/B Forum BR Section 6.1.1.1 CA Key Pair Generation.
The participants discussed CA/B Forum BR Section 6.1.1.1.  Ms. Kelley noted that the CA/B Forum BR includes requirements to generate a key pair in a secure environment and within cryptographic modules meeting the applicable technical and business requirements.  She stated that NAESB Accreditation Requirements for ACAs Section 5.1.1 specifies use of FIPS validated cryptographic modules and suggested participants consider revising the requirement to reference FIPS 140-3 Security Requirements for Cryptographic Modules.  Ms. Coon explained that while FIPS-140-3 is available for use, FIPS 140-2 is more commonly used and may be more appropriate to reference.  
Mr. Rasmussen asked if referencing FIPS-140-2 would prevent use of newer FIPS-140-3 cryptographic modules for validations.  He noted that NIST’s implementation for the transition to FIPS-140-3 will be completed in September 2026, at which time NIST will move the FIPS 140-2 modules to the historical list.  Mr. Brooks asked when the new requirements would become effective for NAESB ACAs, if approved by the WEQ Executive Committee.  Ms. Trum stated that as the document is a specification and not a WEQ Business Practice Standard, revisions to the NAESB Accreditation Requirements for ACAs do not require membership ratification.  She explained that upon WEQ Executive Committee approval, the previous version of the document is replaced and any updated requirements are effective as part of the current version posted to the NAESB Certification Program for Standards.  
Ms. Coon proposed a second sentence be added to the first bullet in Section 5.1.1 to specify that the cartographic modules used for CA key pair generation validation must meet or exceed Security Level 3 in FIPS 140-3 after September 22, 2026.  She explained that this is the specific date identified by NIST in its transition schedule for FIPS 140-2 modules to become inactive.  Ms. Kelley, Mr. Rasmussen, and Ms. Lee agreed with Ms. Coon’s proposal.  The participants included the additional language.
Mr. Rendon noted that the first, third, and fifth requirements in CA/B Forum BR Section 6.1.1.1 specify that certain processes must be documented in a certificate authority’s certificate policy or certificate practice statement.  Mr. Brooks stated that as part of NAESB Accreditation Requirements for ACAs Section 1.1, NAESB ACAs are expected to maintain a Certification Practice Statement to demonstrate compliance with the accreditation requirements.  He explained that this is an overarching requirement that would be applicable to all aspects of the document, including Section 5.1.1.  The participants agreed that there was not a need add redundant requirements in each section for NAESB ACAs to document their practices in a Certification Practice Statement.

Mr. Rendon stated that the CA/B Forum BR requires qualified audits conducted in accordance with WebTrust.  He noted that SSL.com did not identify any conflicts between WebTrust requirements and the NAESB Accreditation Requirements for ACAs that would pose an issue for NAESB ACAs also seeking WebTrust approval.  Mr. Brooks noted that an auditing process is part of the certification requirements for the NAESB Certification Program for ACAs.  He explained that the requirements include verification of the NAESB ACA’s WebTrust seal.  Ms. Trum stated that the process for certificate authorities to certify and maintain certification as a NAESB ACA is documented in the NAESB Board Certification Committee ACA Process.  
Mr. Brooks asked if there were other proposed modifications to Section 5.1.1. based on the CA/B Forum BR.  Ms. Kelley stated that the second requirement in CA/B Forum BR Section 6.1.1.1 likely does not need to be considered as part of the discussion.  Mr. Rendon stated that the current version of NAESB Accreditation Requirements for ACAs Section 5.1.1 includes requirements that align with the fourth and fifth requirements of the CA/B Forum BR Section 6.1.1.1.  
The participants reviewed Section 5.1.6 Key Sizes and Strengths.  Mr. Rendon stated that the comment from SSL.com regarding the addition of the use of Diffie-Hellman algorithm for Subscriber Certificates that expire after December 31, 2030 can be disregarded.

Ms. Trum stated that during the previous meeting, participants agreed to add security strength references.  She noted that these changes were only made to the first bullet as well as the initial bullet that identifies requirements for Subscriber Certificates.  Mr. Rendon stated that these are the only two bullets where the references are needed, noting that the first bullet is an overarching requirement for all Certificate Authority Certificates regarding the hash algorithms that must be used.  He explained that Subscriber Certificates are a distinct subset of certificates and suggested that including security strength as part of the first bullet where referenced provides additional clarity, especially as the minimum key sizes and strengths differ from other certificate types.

Mr. Brooks asked if there were any other revisions to Section 5.1.6 or other NAESB Accreditation Requirements for ACAs that should be discussed.  None were offered.  Mr. Brooks suggested that participants review the changes made during the call and come prepared to vote as part of the next meeting.
The proposed modifications to the NAESB Accreditation Requirements for ACAs as revised during the meeting is available at the following link: https://naesb.org/member_login_check.asp?doc=weq_css080825a1.docx. 
2. Discuss and Potentially Vote on a No Action Recommendation to Support 2025 WEQ Annual Plan Item 3.b –Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Brooks suggested the participants postpone consideration of the no action recommendation until the next meeting.  There was no objection. 
4.
Identify Next Steps and Discuss Action Items

Mr. Brooks proposed meet again on Wednesday, August 27 to consider a vote on the proposed modifications to the NAESB Accreditation Requirements for ACAs in support of 2025 WEQ Annual Plan Item 3.a and on the proposed no action recommendation in support of 2025 WEQ Annual Plan Item 3.b.  There was no objection.
5.
Adjourn
The meeting adjourned at 10:57 AM Central on a motion by Ms. Lee.
6.
Attendees 
	Name
	Organization

	Dick Brooks
	Business Cyber Guardian

	Michelle Coon
	OATI

	Jeremiah Doyle
	SSL.com

	Rebecca Kelley
	SSL.com

	Annabelle Lee
	Nevermore Security

	Eric Mauser
	MISO 

	Amrit Nagi
	NAESB

	Corey Rasmussen
	OATI

	Daniel Rendon
	SSL.com

	Cory Samm
	Hoosier Energy

	Keith Sappenfield
	KS Energy Consultant

	Caroline Trum
	NAESB
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