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via posting
TO:  
NAESB CSS Subcommittee participants and interested parties
FROM: 
Caroline Trum, NAESB Deputy Director
DATE:

July 16, 2021
RE:  
Draft Minutes of the NAESB WEQ CSS Meeting – July 13, 2021
Wholesale Electric Quadrant

Cybersecurity Subcommittee (CSS)
Conference Call

July 13, 2021 from 9:30 AM – 11:30 AM Central

Draft Minutes
1. Administrative Items
Mr. Buccigross welcomed the participants to the meeting.  Ms. Trum provided the antitrust guidelines reminder.  The participants introduced themselves.  Mr. Buccigross reviewed the agenda with the participants.  Ms. Crockett moved, seconded by Ms. Lee, to adopt the agenda.  The motion passed a simple majority vote without opposition.
The participants reviewed the draft minutes from the June 15, 2021 meeting.  No modifications were offered.  Ms. Lee moved, seconded by Ms. Crockett, to adopt the draft minutes as final.  The motion passed a simple majority vote without opposition.  The final minutes from the meeting are available at the following link: https://naesb.org//pdf4/weq_css061521fm.doc 
2. Discuss and Potentially Vote on Recommendation to Address 2021 WEQ Annual Plan Items 4.a and 4.b - Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions and Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Buccigross reviewed the draft recommendation with the participants.  He stated that the recommendation incorporates the proposed modifications to the NAESB Accreditation Specification for Authorized Certificate Authorities to address code signing certificate requirements.  The participants reviewed the proposed modifications to Section 2.2.4 Validation of Organization Name.
Mr. Buccigross asked if there were any other revisions that would be needed or other issues which should be discussed as part of the annual plan items.  None were offered.

Mr. Brooks moved, seconded by Ms. Crockett, to adopt the recommendation.  The motion passed a simple majority vote without opposition.  Mr. Buccigross stated that the recommendation would be posted for a formal comment period and be considered by the WEQ Executive Committee at its meeting on October 5, 2021.
3. Discuss and Potentially Vote on Recommendation to Address 2021 WEQ Annual Plan Item 3.a.iv – Review WEQ-012 and make modifications as needed for consistency in the use of defined terms, acronyms, and abbreviations
Mr. Buccigross reviewed the draft recommendation with the participants.  He stated that the recommendation proposes minor, non-substantive modifications for consistency to WEQ-012 Public Key Infrastructure Business Practice Standards as well as a new defined term, Entity Code, the definition of which was coordinated with the WEQ Coordinate Interchange Scheduling Subcommittee (CISS).  Ms. Trum stated that the WEQ CISS voted out a recommendation that included the new defined term and identical definition at its meeting on June 23, 2021.
Mr. Brooks moved, seconded by Ms. Crockett, to adopt the recommendation.  The motion passed a simple majority vote without opposition.  Mr. Buccigross stated that the recommendation would be posted for a formal comment period and be considered by the WEQ Executive Committee at its meeting on October 5, 2021.

4. Other Business

Mr. Buccigross stated that if needed, an additional meeting of the WEQ Cybersecurity Subcommittee would be scheduled to review any formal comments submitted in response to the recommendations.  He stated that the subcommittee would reconvene as necessary to discuss any arising cybersecurity issues or address assigned annual plan items.
5. Adjourn
The meeting adjourned at 9:51 AM Central on a motion by Mr. Brooks.
6. Attendees 
	Name
	Organization

	Jim Buccigross
	Group 8760, Inc.

	Dick Brooks
	Reliable Energy Analytics

	Michelle Coon
	OATI

	Valerie Crockett
	TVA

	Patrick Foley
	NV Energy

	John Galloway
	ISO-New England

	Bryan Kelly
	PCI

	Annabelle Lee
	Nevermore Security

	Trinh Ly
	Tampa Electric

	Elizabeth Mallett
	NAESB

	Nick Quinata
	BPA

	Byron Reischl
	Arizona Public Service Company

	Caroline Trum
	NAESB
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