[image: image1.png]0

I

0




North American Energy Standards Board

1415 Louisiana, Suite 3460, Houston, Texas 77002

Phone: (713) 356-0060, Fax: (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting
TO:  
NAESB Cybersecurity Subcommittee participants and interested parties
FROM: 
Caroline Trum, NAESB Director of Wholesale Electric Activities 
DATE:

July 1, 2025
RE:  
Draft Minutes of the NAESB WEQ Cybersecurity Subcommittee Meeting – June 30, 2025
Wholesale Electric Quadrant

Cybersecurity Subcommittee Meeting

June 30, 2025 from 9:00 AM – 11:00 AM Central

Draft Minutes
1. Administrative Items
Mr. Brooks opened the meeting and welcomed the participants.  Ms. Trum provided the Antitrust and Other Meeting Policies reminder.  Mr. Brooks reviewed the agenda with the participants.  Mr. Sappenfield moved, seconded by Mr. Kloster, to adopt the agenda.  The motion passed a simple majority vote without opposition.
The participants reviewed the draft minutes from the June 5, 2025 meeting.  Minor modifications were made to correct the participant list.  Mr. Sappenfield moved, seconded by Mr. Mauser, to adopt the revised draft minutes.  The final minutes for the June 5, 2025 meeting can be viewed at the following hyperlink:  https://naesb.org/pdf4/weq_css060525fm.doc 
2.
Continue to Discuss 2025 WEQ Annual Plan Items 3.a and 3.b – Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions; Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Brooks stated that during the previous meeting, the participants revised NAESB Accreditation Requirements for ACAs Section 5.1.6 Key Sizes.  He explained that the changes are intended to provide additional clarity to the requirements, create consistency within the document, and remove references to DSA as NIST has recommended this algorithm be deprecated for certificate signing.  
The participants reviewed the proposed revisions.  Mr. Brooks asked if participants had any additional changes to propose for consideration.  Ms. Lee stated that the second bullet references 256 bits for ECDSA, which is an elliptic curve algorithm.  She noted that during the previous meeting, it had been suggested that “bits” was an outdated reference for elliptic curve algorithms and revisions were made to update the reference in the sixth and seventh bullets.  She suggested that similar changes may be needed in the second bullet as well.  

Mr. Kloster stated that the second bullet requires the use of at least 4096 bits for RSA and 256 bits for ECDSA.  He noted that these are not consistent levels of security as 256 bits for ECDSA is equivalent to 3027 bits for RSA.  He suggested that the subcommittee consider if the difference between RSA and ECDSA was intentional or if modifications are needed to ensure that the ECDSA requirement matches the RSA requirement.  Ms. Lee volunteered to provide proposed revisions for consideration during the next meeting.  Mr. Brooks asked participants to submit for discussion any other proposed modifications to the NAESB Accreditation Requirements for ACAs.
Ms. Lee stated that the document she submitted, the NIST Post Quantum Deprecation Work Paper, contains excerpts from the initial public draft of NIST Internal Report 8547 Transition to Post-Quantum Cryptography Standards.  She reviewed the work paper, which included tables that identify post-quantum security categories, algorithms, and key establishment schemes as well as recommendations for when quantum vulnerable algorithms and key establishment schemes should be deprecated and disallowed.  Mr. Brooks noted that participants had agreed that immediate changes are not needed and to continue to evaluate how the NIST guidance may impact the WEQ Business Practice Standards and NAESB Accreditation Requirements for ACAs.  He stated that the work paper will be helpful as part of these discussions.  

Mr. Brooks stated that on June 26, 2025, FERC issued Order No. 907 approving NERC Reliability Standard CIP-015-1 Cyber Security – Internal Network Security Monitoring.  He noted that the subcommittee had previously reviewed the NOPR as well as the NERC Reliability Standard.  The participants discussed the FERC Order and agreed that there was not a need for consistency changes to the WEQ Business Practice Standards or new or revised standards to support the reliability requirements.  The 2025 WEQ Annual Plan Assignments Work Paper as revised during the meeting is available at the following hyperlink: https://naesb.org/pdf4/weq_css063025a1.docx 
Mr. Brooks asked if there were any other areas of discussion related to the annual cybersecurity review that participants would like to propose for subcommittee consideration.  None were offered.

4.
Identify Next Steps and Discuss Action Items

Mr. Brooks stated that during the next meeting, the participants will review the proposed revisions provided by Ms. Lee and consider if additional modifications are needed.  He suggested that if there are no other proposals for consideration, the participants may want to consider developing and voting on a recommendation to address 2025 WEQ Annual Plan Items 3.a and 3.b.  Mr. Kumar asked if a vote must be taken during the next meeting.  Mr. Brooks responded that the recommendation would need to be voted on by September 17, 2025 for consideration at the upcoming meeting of the WEQ Executive Committee.  He stated that as part of the next meeting, participants can discuss if additional time is needed to review the proposed changes prior to voting on a recommendation.

5.
Adjourn
The meeting adjourned at 9:34 AM Central on a motion by Mr. Mauser.
6.
Attendees 
	Name
	Organization

	Dick Brooks
	Business Cyber Guardian

	Michelle Coon
	OATI

	Kate Daley
	American Electric Power

	Jeremiah Doyle
	SSL.com

	Alan Kloster
	Evergy Companies 

	Mohit Kumar
	GMO GlobalSign

	Annabelle Lee
	Nevermore Security

	Eric Mauser
	MISO

	Amrit Nagi
	NAESB

	Keith Sappenfield
	KS Energy Consultant

	Daniel Rendon
	SSL.com

	Caroline Trum
	NAESB
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