2026 Annual Plan Items 3.a and 3.b Work Paper

2026 WEQ Annual Plan Item 3.a – Review annually, at a minimum, WEQ-012 and the accreditation requirements for Authorized Certification Authorities to determine if any changes are needed to meet market conditions
2026 WEQ Annual Plan Item 3.b – Evaluate and modify standards as needed to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
NERC Activities
Current Efforts Underway
· NERC Project 2023-06 CIP-014 Risk Assessment Refinement
· High Priority
· Standard(s) Impacted: CIP-014 Physical Security
· Purpose/Industry Need: As the intent of CIP-014-3 is to identify and physically protect those Transmission stations, Transmission substations, and their associated primary control centers that are critical to the reliable and secure operation of the BPS, registered entity approaches for the risk assessment must be reasonably consistent and substantiated with sufficient technically based rationale.  There continues to be confusion within the industry as to how to adequately evaluate instability. Therefore, this project includes refinement of CIP-014 risk assessments to assure critical sites are identified and physically protected.
· Status: Draft 4 of CIP-014-4 posted for comment period ending May 14, 2026

· Project 2023-09 Risk Management for Third-Party Cloud Services
· High Priority
· Standard(s) Impacted: CIP-002 through CIP-014
· Purpose/Industry Need: The project purpose is to establish risk-based, outcome-driven requirements that place cloud services on par with other third-party resources already used for CIP-regulated systems including for BES operations and supporting cyber assets. This project will allow, but not require, use of cloud services for CIP-regulated systems including BES operations and supporting cyber assets.  The goals are to develop specific modifications to the CIP Standards, or create a new standard(s), to add clarity in allowing for the adoption and auditability of cloud services used for the BES. These revisions will increase reliability and security to the Bulk Electric System (BES) by allowing the use of advanced technologies that support Entities in managing grid modernization and the changing grid landscape as well as making available to security teams all resources that can reduce potential impact and speed recovery from security events.
· Status: Standards Authorization Request accepted December 2024
· Virtualization and Future Technologies White Paper posted for informal comment ending February 2, 2026

· Project 2025-02 Internal Network Security Monitoring Standard Revision
· High Priority
· Standard(s) Impacted: CIP-015 Internal Network Security Monitoring
· Purpose/Industry Need: On June 26, 2025, the Federal Energy Regulatory Commission (FERC) approved proposed Reliability Standard CIP-015-1 and issued Order No. 907 directing NERC to develop certain modifications to Reliability Standard CIP-015-1 to extend Internal Network Security Monitoring (INSM) to include Electronic Access Control or Monitoring Systems (EACMS) and Physical Access Control Systems (PACS) outside of the Electronic Security Perimeter (ESP).
· Status: Final ballot on draft CIP-015-2 ended March 5, 2026
· Participants reviewed FERC Order No. 907 in 2025; discussed likely no impact to WEQ standards

· Project 2025-06 Supply Chain Risk Management
· Priority: High
· Standard(s) Impacted: CIP-005 Electronic Security Perimeter, CIP-010 Configuration Change Management and Vulnerability Assessments, and CIP-013 Supply Chain Risk Management
· Purpose/Industry Need: FERC Order No. 912 directs NERC to submit new or modified Reliability Standards that address ongoing risks to the reliability and security of the Bulk-Power System posed by gaps in the Critical Infrastructure Protection (CIP) Reliability Standards related to supply chain risk management (SCRM). The new or modified Reliability Standards must address the: (A) sufficiency of responsible entities' SCRM plans related to the identification of and response to supply chain risks and (B) applicability of SCRM Reliability Standards to protected cyber assets.
· Status: Informal comment period on SAR ended November 21, 2025

· Project 2021-03 CIP-002 Transmission Owner Control Centers (Phase 2)
· Priority: Medium 
· Standard(s) Impacted: CIP-002 BES Cyber System Categorization and CIP-014 Physical Security
· Purpose/Industry Need: Revise CIP-002 and CIP-014 to clarify the responsibility of Reliability Coordinators, Planning Coordinators, and Transmission Planners in identifying Facilities that warrant consideration under these Reliability Standards (Phase 2)
· Status: CIP-002-5.1a – Criterion 1.3 Revised SAR and CIP-002 – ID of EACMS, PACS, and PCA SAR

· Project 2022-05 Modifications to CIP-008 Reporting Threshold
· Priority: Low
· Standard(s) Impacted: CIP-008
· Purpose/Intent: In Q3 2021, NERC initiated a study to better understand how registered entities have implemented Reliability Standard CIP-008-6; specifically, how the registered entities have interpreted Reportable Cyber Security Incidents and defined attempt(s) to compromise.  The resulting white paper concluded that​ Reliability Standard CIP-008-6, or definitions, will be modified to provide a minimum expectation for thresholds defining attempt to compromise.
· Status: SAR accepted July 2023

Filed with FERC
· None since last met
FERC Action
· FERC Order No. 919 Virtualization Reliability Standards
· March 19, 2026 in Docket No. RM24-8-000
· FERC approves 18 modified definitions in NERC Glossary of Terms and modifications to 11 CIP Reliability Standards that “will allow responsible entities the opportunity to adopt virtualization, improving the reliability of the Bulk-Power System by providing significant cyber security benefits and flexibility in responding to cyber threats.”
· Additionally, to address concerns regarding a proposed self-implementing exception phrase (“per system capability”) that appears in multiple provisions of the modified CIP Reliability Standards, the Commission directs NERC to develop a clear set of criteria that satisfies the fundamental needs for oversight, consistency, and alternative mitigation when a responsible entity invokes the per system capability exception. Specifically, the Commission directs NERC to
· (1) develop a clear set of criteria that promote consistency and ensure that responsible entities understand the parameters for invoking the per system capability exception and the obligation to implement alternative mitigation, 
· (2) develop mandatory reporting requirements to the ERO Enterprise for responsible entities that invoke the per system capability language, and
· (3) submit an annual report to the Commission that includes anonymized, aggregated data that indicates how entities are utilizing the exception language
· “leave to NERC’s discretion the mechanism for development of the required criteria, i.e., through changes to the NERC Rules of Procedure, changes to the NERC guidance documents, modifications to the Reliability Standards, or some other mechanism”
· FERC Order No. 918 Critical Infrastructure Protection Reliability Standard CIP-003-11 Cyber Security – Security Management Controls 
· March 19, 2026 in Docket No. RM25-8-000
· FERC approves CIP-003-11 “because it improves the reliability of the bulk electric system (BES) by strengthening the cyber security protections for low impact BES Cyber Systems to reduce the risk of compromise.”
· Specifically, the standard: 
· “specifies security management controls that establish responsibility and accountability to protect low impact BES Cyber Systems against compromise that could lead to misoperation or instability in the bulk electric system
· “mitigate[s] the risks posed by a coordinated attack utilizing distributed low impact BES Cyber Systems by adding controls to authenticate remote users, protecting authentication information in transit, and detecting malicious communications to or between assets containing low impact BES Cyber Systems with external routable connectivity
· Letter Order approving Reliability Standard CIP-002-8
· March 19, 2026 in Docket No RD25-8-000
· “the purpose of proposed Reliability Standard CIP-002-8 is to identify and categorize bulk electric system (BES) cyber systems and their associated BES cyber assets for the application of cyber security requirements commensurate with the adverse impact that loss, compromise, or misuse of those BES cyber systems could have on the reliable operation of the BES”
· Approves revisions to NERC Glossary of Terms definition for Control Center
· FERC Order No. 912 Supply Chain Risk Management Reliability Standards 
· September 18, 2025 in Docket Nos. RM24-4-000 and RM20-19-000
· Directs NERC to submit new or modified Reliability Standards that address ongoing risks to the reliability and security of the Bulk-Power System posed by gaps related to supply chain risk management (SCRM). The new or modified Reliability Standards must address the: (A) sufficiency of responsible entities' SCRM plans related to the identification of and response to supply chain risks and (B) applicability of SCRM Reliability Standards to protected cyber assets.
· “… in response to concerns raised in NOPR comments and a Commission staff-led workshop, we decline to direct NERC to require responsible entities to validate data received from vendors. However, we encourage entities to voluntarily implement this security practice as appropriate.”
· WEQ CSS previously reviewed NOPR and discussed potential need to (1) evaluate any resulting directives/requirements to determine impact to the WEQ Business Practice Standards and NAESB Accreditation Requirements for ACAs and ensure supportive/complementary, and (2) explore how digital certificates could be used to help ensure secure communications with vendors
· FERC NOPR re: Virtualization Reliability Standards
· September 18, 2025 in Docket No. RM24-8-000
· FERC proposes to adopt four new definitions and 18 modified definitions in NERC Glossary of Terms and approval of eleven modified CIP Reliability Standards submitted by NERC to enable te application of virtualization and other new technologies in a secure manner. 
· FERC NOPR re: CIP-003-11 Cyber Security – Security Management Controls
· September 18, 2025 in Docket No. RM25-8-000
· FERC proposes to approve CIP-003-11 which specifies security management controls that establish responsibility and accountability to protect low impact bulk electric system cyber systems against compromise that could lead to mis-operation or instability in the bulk electric system
Other Cybersecurity Activities
· U.S. DoE Office of Cybersecurity, Energy Security, and Emergency Response Strategic Plan
· CA/B Forum activities 
· Changes to the acceptance of code-signing certificates 
· Google Public Trust Infrastructure announcement 
· NIST Post-Quantum Encryption Algorithms; need to evaluate potential changes related to 2030 deprecation of RSA as part of 2026 review
· FIPS 203 Module-Lattice-Based-Key Encapsulation Mechanism
· FIPS 204 Module-Lattice-Based Digital Signature 
· FIPS 205 Stateless Hash-Based Digital Signature
· FIPS 186-5 Digital Signature Standard
· NIST SP 800-57 Recommendation for Key Management: Part 1
· NIST SP 800-57 Recommendation for Key Management: Part 3 Application-Specific Key Management Guidance
· NIST SP 800-186 Recommendation for Discrete Logarithm-based Cryptography: Elliptic Curve Parameters 
· Executive Order 14412: https://www.whitehouse.gov/presidential-actions/2026/06/securing-the-nation-against-advanced-cryptographic-attacks/ 
· OMB M-26-15: https://www.whitehouse.gov/wp-content/uploads/2026/06/M-26-15-Execution-of-the-Migration-to-Post-Quantum-Cryptography.pdf 
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Reliability Standards Subject to Enforcement 
· CIP-002-5.1a Cyber Security – BES Cyber System Categorization
· CIP-002-8 Effective July 1, 2028
· CIP-003-9 Cyber Security – Security Management Controls
· CIP-003-10 Effective July 1, 2028
· CIP-003-11 Effective July 1, 2029
· CIP-004-7 Cyber Security – Personnel & Training
· CIP-004-8 Effective July 1, 2028
· CIP-005-7 Cyber Security – Electronic Security Perimeter(s)
· CIP-005-8 Effective July 1, 2028
· CIP-006-6 Cyber Security – Physical Security of BES Cyber Systems
· CIP-006-7.1 Effective July 1, 2028
· CIP-007-6 Cyber Security – System Security Management
· CIP-007-7.1 Effective July 1, 2028
· CIP-008-6 Cyber Security – Incident Reporting and Response Planning
· CIP-008-7.1 Effective July 1, 2028
· CIP-009-6 Cyber Security – Recovery Plans for BES Cyber Systems
· CIP-009-7.1 Effective July 1, 2028
· CIP-010-4 Cyber Security – Configuration Change Management and Vulnerability Assessments
· CIP-010-5 Effective July 1, 2028
· CIP-011-3 Cyber Security – Information Protection
· CIP-011-4.1 Effective July 1, 2028
· CIP-012-1 Cyber Security – Communications between Control Centers
· CIP-012-2 Effective July 1, 2026
· CIP-013-2 Cyber Security – Supply Chain Risk Management
· CIP-013-3 Effective July 1, 2028
· CIP-014-3 Cyber Security – Physical Security
· CIP-015-1 Cyber Security – Internal Network Security Monitoring
· Effective October 1, 2028
