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TO:  
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Jonathan Booe, NAESB Executive Vice President & COO 
DATE:

June 30, 2026
RE:  
Draft Minutes of the NAESB WEQ Cybersecurity Subcommittee Meeting – June 29, 2026
Wholesale Electric Quadrant

June 29, 2026 from 1:00 PM – 2:30 PM Central

Draft Minutes
1. Administrative Items
Mr. Brooks opened the meeting and welcomed the participants.  Mr. Booe provided the Antitrust and Other Meeting Policies reminder.  Mr. Brooks reviewed the agenda with the participants.  Ms. McKeever made a motion to adopt the agenda as drafted, and the motion was seconded by Mr. Ochester. The motion passed without opposition.
The participants reviewed the draft minutes from the May 29, 2026 meeting.  Minor modifications were made to correct the attendee list and the numbering of items.  Ms. Lee moved, seconded by Mr. Ochester, to adopt the revised draft minutes.  The motion passed a simple majority vote without opposition.  The final minutes for the meeting can be viewed at the following hyperlink: https://naesb.org/pdf4/weq_css052926fm.doc. 

2. Discuss 2026 WEQ Annual Plan Items 3.a and 3.b – Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions; Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Brooks noted the purpose of annual review for the WEQ, and stepped through the 2026 WEQ Annual Plan Assignments Work Paper.  The participants verified that all items had been reviewed in the work paper except for one, and they discussed the one item that remained unresolved concerning revocation.  Mr. Brooks reviewed Executive Order 14412 and the Memorandum on Migration to Post-Quantum Cryptography (PQS) from the Office of Management and Budget that defines that the timeline and requirements required to comply with the Executive Order (EO).  Ms. Lee noted that France had not altered its mandatory transition deadline for PQS readiness.  Mr. Brooks stated that because the EO will have an impact on the Public Key Infrastructure (PKI) moving forward, the WEQ-012 Business Practice Standards will likely need to be updated, as the transition from RSA algorithms to PQC algorithms seems apparent.  Mr. Brooks asked the participants what they were doing within their own organizations to address PQC and the EO.  Mr. Uber stated that MISO has developed a white paper regarding the transition to PQC algorithms and noted that there is a divergence on the when people believe the PQC event, or Q-Day, will take place.   He stated that he would provide the white paper with the subcommittee, if allowed.  Mr. Anglin stated that ISO New England is not as far along as MISO, but they are likely to follow the path undertaken by New York ISO, which has fully developed plan.  Mr. Rasmussen stated that OATI is in the process of developing a list of the products from their vendors that will have to be updated for PQC and that once that is done, they will determine what they will need to do for their services/products that they offer to clients.  He also noted that the CA/Browser (CA/B) Forum is beginning to develop updates and new definitions for PQC, but that the timeline is not defined at this time.
Mr. Brooks noted that Internet Engineering Task Force (IETF) has been debating the use of a Merkle tree-based trust registry as opposed to certification revocation lists (CLRs), and asked if the CA/B Forum was doing the same.  Mr. Rasmussen responded that Google recently submitted a ballot that module lattice-based cryptography be utilized rather than the Merkle trust registry.  Mr. Brooks noted that Google also announced the use of a new transparency ledger and asked if any of the Authorized Certificate Authorities (ACAs) or any of the certificate users were considering trust registries or transparency ledgers.  Mr. Ochester stated that MISO has internal discussions underway concerning enhancements beyond X.509 certificate encryption that could deployed to respond to PQS such as zero trust principals, adaptive authentication and conditional access validation.  He expressed concern with amount of time that may be required to implement changes to all market interfaces should PQS be realized sooner that predicted.  
Mr. Brooks proposed that an item be added to the 2026 WEQ Annual Plan Assignments Work Paper noting the changes that will be needed for certificate verification and validation of trust PSQ.  Mr. Uber suggested that it be expanded to note adherence to OCSP in addition to CLR, and that significant planning will be needed.  Mr. Brooks asked Mr. Booe to display the WEQ-012 Business Practice Standards and the ACA Specification and search for requirements related to revocation. The participants reviewed the standards and determined that WEQ-012-1.4.4 and ACA Requirement 3.3.2 should be added to the parking lot work paper to consider for modification.  Mr. Rasmussen noted that the CA/B Forum have come out strongly against using OCSP because of privacy concerns, and that they are in favor of shorting the validity periods of certificates to seven days as an alternative. The participates reviewed the two items related to revocation. Mr. Rasmussen confirmed that a CRL only identifies revoked certificates and not whether the certificate is valid.  Mr. Brooks suggested that the subcommittee review the language of these two requirements and asked if there is any need for further review of   WEQ-012-1.1.  Mr. Uber asked if the requirement concerning integrity was intended to apply to the digital certificate itself or also to transactions signed by an end user using an X.509 certificate within a market portal.  Mr. Brooks stated that he does not know, and that the question should be presented to subject matter experts on the OASIS Subcommittee.  
The participants discussed the priority that should be assigned to the each of the identified standards for review and decided to take them in order.   

3.
Identify Next Steps and Discuss Action Items

Mr. Brooks reviewed the timeline to ensure that any changes are included in the next version of standards and cited September 15, 2026 as the deadline for subcommittee action.  Mr. Booe confirmed and stated that he would reach out to the OASIS Subcommittee for participation.  Mr. Brooks asked if the next meeting could be held in two weeks to continue the review, and Mr. Booe responded that he would check what is available on the NAESB calendar.
4.
Adjourn
The meeting adjourned at 2:25 PM Central.
6.
Attendees 
	Name
	Organization

	Cameron Anderson
	OATI

	Matt Anglin
	ISO New England

	Dick Brooks
	Business Cyber Guardian

	Michelle Coon
	OATI

	Mike Fones
	Manitoba Hydro

	Dan Ford
	MISO

	Regina Jang
	NAESB

	Annabelle Lee
	Nevermore Security

	Eric Mauser
	MISO

	Debbie McKeever
	Oncor

	Jeffrey Ochester
	MISO

	Corey Rasmussen
	OATI

	Keith Sappenfield
	KS Energy Consultant 

	Dan Uber
	MISO
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