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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002
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via posting
TO:  
NAESB CSS Subcommittee participants and interested parties
FROM: 
Caroline Trum, NAESB Deputy Director
DATE:

July 12, 2021
RE:  
Final Minutes of the NAESB WEQ CSS Meeting – June 15, 2021
Wholesale Electric Quadrant

Cybersecurity Subcommittee (CSS)
Conference Call

June 15, 2021 from 9:30 AM – 11:30 AM Central

FINAL Minutes
1. Administrative Items
Mr. Buccigross welcomed the participants to the meeting.  Ms. Trum provided the antitrust guidelines reminder.  The participants introduced themselves.  Mr. Buccigross reviewed the agenda with the participants.  The agenda was adopted by consensus.
The participants reviewed the draft minutes from the May 25, 2021 meeting.  No modifications were offered.  The draft minutes were adopted as final by consensus.  The final minutes from the meeting are available at the following link: https://naesb.org//pdf4/weq_css052521fm.doc 
2. Discuss 2021 WEQ Annual Plan Items 4.a and 4.b - Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions and Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Buccigross stated that in response to discussions on 2021 WEQ Annual Plan Items 4.a and 4.b, revisions had been proposed to the NAESB Accreditation Requirements for Authorized Certificate Authorities to require code signing certificates to include the organization name in the organization field of the certificate and that ACAs follow CA/Browser Forum requirements for the issuance and management of code signing certificates.  Mr. Brooks stated that these requirements are supportive of NERC Reliability Standard CIP-010-4, Requirement R1 which requires entities have to verify the identity of the software source.  He stated that code signing certificates is one manner for verifying the origination of a software product.
Mr. Buccigross noted that the FERC had also recently approved NERC Reliability Standards CIP-005-7 and CIP-013-2.  Mr. Brooks stated that these standards also address cybersecurity supply chain requirements.  The general consensus of the participants was that no further modifications or additions were needed to the standards or the NAESB Accreditation Requirements for Authorized Certificate Authorities based on these NERC CIP Reliability Standards.
Mr. Buccigross stated that on May 12, the President issued the Executive Order on Improving the Nation’s Cybersecurity.  The participants discussed the requirements.  Mr. Buccigross stated that in part, the Executive Order directs government agencies to take certain reporting and information gathering actions, but that the Executive Order also lists certain actions that must be taken by the federal government, such as maximizing early detection of cybersecurity vulnerabilities, maintaining network and system logs, adopt multi-factor authentication and encryption for data at rest and in transit, follow NIST cybersecurity best practices, and adopt zero trust architecture.  The participants discussed the potential impact of the Executive Order for the wholesale electric industry.  It was noted that the WEQ Business Practice Standards already require two-factor authentication for OASIS and that the NAESB EIR also uses two-factor authentication.  Mr. Buccigross stated that as part of modifications to the standards to address recommendations from Sandia National Laboratories as part of the surety assessment, applicable NIST cybersecurity best practices were reviewed by the WEQ and updates were made to the standards to incorporate recommended encryption levels.  Mr. Brooks stated that a number of the requirements included in the Executive Order, as applied to the wholesale electric industry, would likely relate to operational requirements that may be better addressed through reliability standards as opposed to business practices.  Ms. Lee agreed and suggested that no modifications be made to address the Executive Order at this time.  She recommended that the participants continue to evaluate the impact of the Executive Order on the industry to determine what future changes may be needed to the standards.  There was general consensus to proceed in this manner.
Mr. Buccigross asked the participants if any further revisions are needed to the standards at this time or if there are any additional cybersecurity related issues the participants should discuss.  None were offered.  Mr. Buccigross suggested the participants vote on a recommendation for the annual plan items at the next meeting.
3. Discuss 2021 WEQ Annual Plan Item 3.a.iv – Review WEQ-012 and make modifications as needed for consistency in the use of defined terms, acronyms, and abbreviations
Mr. Buccigross reviewed the draft recommendation.  No questions, comments, or further revisions were offered.  Mr. Buccigross suggested that the participants vote on the recommendation during the next meeting.
4. Other Business

Mr. Buccigross stated that the next meeting of the WEQ CSS was scheduled for Tuesday, July 13, 2021.  He stated that during the meeting, the participants would consider recommendations for 2021 WEQ Annual Plan Items 4.a and 4.b and 2021 WEQ Annual Plan Item 3.a.iv.
5. Adjourn
The meeting adjourned at 10:31 AM Central by consensus
6. Attendees 
	Name
	Organization

	Dawna Aragon
	TVA

	Krystal Brandenburg
	TVA

	Jim Buccigross
	Group 8760, Inc.

	Dick Brooks
	Reliable Energy Analytics

	Valerie Crockett
	TVA

	Patrick Foley
	NV Energy

	Annabelle Lee
	Nevermore Security

	Trinh Ly
	Tampa Electric

	Elizabeth Mallett
	NAESB

	Jerrod Montoya
	OATI

	Nick Quinata
	BPA

	Keith Sappenfield
	Cheniere Creole Trail Pipeline

	Caroline Trum
	NAESB
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