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Cybersecurity Subcommittee Meeting

June 5, 2025 from 10:00 AM – 12:00 PM Central

FINAL Minutes
1. Administrative Items
Mr. Brooks opened the meeting and welcomed the participants.  Ms. Trum provided the Antitrust and Other Meeting Policies reminder.  Mr. Brooks reviewed the agenda with the participants.  Mr. Sappenfield moved, seconded by Ms. Duffley, to adopt the agenda.  The motion passed a simple majority vote without opposition.
The participants reviewed the draft minutes from the May 7, 2025 meeting.  No modifications were offered, and the draft minutes were adopted as final by consensus.  The final minutes for the May 7, 2025 meeting can be viewed at the following hyperlink:  https://naesb.org/pdf4/weq_css050725fm.doc. 
2.
Continue to Discuss 2025 WEQ Annual Plan Items 3.a and 3.b – Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions; Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Brooks stated that during the previous meeting, the participants had agreed to include the NIST Post-Quantum Encryption Algorithms as an area of continued future discussion to evaluate any possible impact to the WEQ Business Practice Standards or NAESB Accreditation Requirements for ACAs.  He noted that as part of the discussion, Mr. Rendon had volunteered SSL.com to provide a work paper to help further discussions on the new guidance.  Mr. van Brouwershaven reviewed the Post-Quantum Cryptography work paper submitted by SSL.com.  
Mr. Brooks asked if participants had suggested ideas for next steps that should be considered.  Ms. Lee noted that implementation guidance of the NIST recommendations may differ dependent on if the application is for government or commercial purposes and the industry category.  Mr. van Brouwershaven stated that NIST released a draft internal report in November 2024 that included recommendations to support the transition to post-quantum cryptographic algorithms and that there are cybersecurity industry groups, such as the PKI Consortium, that are discussing this issue as well.  He suggested that it may be beneficial to wait until additional guidance is available before considering post-quantum cryptography specific changes to the NAESB requirements to help ensure interoperability.  
Mr. Brooks noted that the draft NIST report includes a proposal to deprecate RSA after 2030 and disallow after 2035.  He stated that NAESB Accreditation Requirements for ACAs Section 5.1.6 Key Sizes references RSA.  The participants reviewed the section.  
Mr. Kloster suggested the subcommittee consider if there are any revisions to this section that are needed to remove outdated references.  Mr. van Brouwershaven noted that the first bullet includes references to the use of SHA-1 and SHA-224 but that the next sentence includes the requirement to use, at a minimum, SHA-256 after December 31, 2013.  The participants agreed to revise this bullet to better clarify that only SHA-256, SHA-384, or SHA-512 should be used by NAESB ACAs.
Mr. Kloster proposed that a similar change be made to the second and fourth bullets.  The participants agreed to change the word “should” to “shall” in the second bullet to better clarify the intent of the original requirement that certificates be signed with the specified key lengths after December 31, 2012.  Mr. van Brouwershaven stated that use of the word “should” could mean that the language could have been interpreted as an option instead of a requirement.  He suggested that a specific date be added to support any implementation cut-over period if there are certificates that do not use at least 4096 bits for RSA or DSA and at least 256 bits for ECDSA.  Ms. Coon stated support for adding a specific date.  Mr. van Brouwershaven suggested December 31, 2025.  

Ms. Lee noted that NIST no longer recommends the use of DSA for certificate signing.  She proposed that the references to DSA in Section 5.1.6 be struck.  Mr. Brooks suggested that the fourth bullet be updated to include SHA-384 and SHA-512 for consistency with the first bullet.  There was general support for these changes.
Mr. Brooks stated that the fifth, sixth, and seventh bullets appear to make a distinction between the requirements for Subscriber Certificates that do and do not include a keyUsage extension but that the actual language seems to include identical requirements.  He suggested participants consider if the bullets can be condensed into a singular requirement to provide clarity and avoid any potential confusion.  Mr. van Brouwershaven noted that these bullets also reference 256 bits for elliptic curve algorithms and suggested this may be an outdated reference and overly broad.  He stated that other requirements in Section 5.1.6 reference specific algorithms and suggested that the reference be changed from “256 bits” to “NIST P-256, NIST P-384, or NIST P-521” for consistency and to add specificity.  There was no object to these modifications.  Participants agreed to make conforming changes to the elliptic curve algorithms language as part of the seventh bullet.
Mr. Brooks requested that participants review the discussed draft changes within their companies and provide any alternative language proposals or additional revisions for consideration at the next meeting.  The draft revisions are available at the following hyperlink: https://naesb.org/member_login_check.asp?doc=weq_css060525a1.docx. 
4.
Identify Next Steps and Discuss Action Items

Mr. Brooks stated that the intention is to vote out a recommendation on the annual plan items for consideration at the next WEQ Executive Committee meeting.  Ms. Trum noted that the recommendation would need to be voted out of subcommittee by September 17, 2025.  Mr. Brooks suggested that the subcommittee hold an additional meeting to review the draft changes proposed to the NAESB Accreditation Requirements for ACAs and discuss if there are any other revisions needed to the requirements or WEQ Business Practice Standards at this time.  He requested participants review the revised 2025 WEQ Annual Plan Assignments Work Paper and be prepared to offer any recommendations for subcommittee consideration regarding potential modifications based on previously identified or new areas.  
5.
Adjourn
The meeting adjourned at 11:53 AM Central on a motion by Mr. Sappenfield.
6.
Attendees 
	Name
	Organization

	Dick Brooks
	Business Cyber Guardian

	Michelle Coon
	OATI

	Jeremiah Doyle
	SSL.com

	Kim Duffley
	NARUC

	Zeenath Fernandes
	PJM

	Rebecca Kelley
	SSL.com

	Alan Kloster
	Evergy Companies 

	Annabelle Lee
	Nevermore Security

	Trinh Ly
	Tampa Electric Company

	Eric Mauser
	MISO

	Amrit Nagi
	NAESB

	Cory Rasmussen
	OATI

	Keith Sappenfield
	KS Energy Consultant

	Lisa Sieg
	LG&E and KU Services

	Caroline Trum
	NAESB

	Paul van Brouwershaven
	SSL.com

	Thomas Zermeno
	SSL.com
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