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Cybersecurity Subcommittee (CSS)
Conference Call

May 4, 2021 from 9:30 AM – 11:30 AM Central

Draft Minutes
1. Administrative Items
Mr. Buccigross welcomed the participants to the meeting.  Ms. Trum provided the antitrust guidelines reminder.  The participants introduced themselves.  Mr. Buccigross reviewed the agenda with the participants.  The agenda was adopted on a motion by Ms. Crockett, seconded by Mr. Brooks.
The participants reviewed the draft minutes from the August 25, 2020 meeting.  No modifications were offered.  The draft minutes were adopted as final on a motion by Ms. Crockett, seconded by Mr. Brooks.  The final minutes from the meeting are available at the following link: https://naesb.org//pdf4/weq_css082520fm.doc 
2. Discuss 2021 WEQ Annual Plan Items 4.a and 4.b - Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions and Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Buccigross stated that asked if there were any modifications to the WEQ-012 Public Key Infrastructure Business Practice Standards or the NAESB Accreditation Specification for Authorized Certificate Authorities that the subcommittee should be considering based on NERC activity, FERC activity, or emerging cybersecurity threats.
Ms. Kee stated that the participants should discuss if the standards or specification need to be revised to address code signing.  She stated that within the cybersecurity supply chain, vendors rely on code signing to verify software and other executables.  Mr. Brooks stated that the NERC Critical Infrastructure Protection (CIP) Reliability Standard CIP-010-3 and NIST requirements address this issue but there may be gaps in current guidance that will verify the accuracy of a digital signature but not that the signing party is the intended signor.  Ms. Kee stated that this gap is likely best addressed through requirements for tool owners and users of the software.  Mr. Buccigross noted that WEQ-012-1.4.4 contains requirements for relying parties but that there are focused on digital certificates.  Ms. Trum stated that the subcommittee can develop any standards necessary to address commercial cybersecurity needs.  Mr. Buccigross stated that relying party requirements related to code signing likely touches upon application level tools for the bulk electric system which are addressed by the NERC CIP Reliability Standards.  Ms. Kee agreed but noted that the NAESB Accreditation Requirements for Authorized Certificate Authorities could address best practices that NAESB ACAs need to follow if they are issuing code signing certificates.  She stated that the CAB Forum has guidelines on this topic and volunteered to develop a work paper for discussion at the next meeting.
The participants reviewed the work paper listing NERC standards projects that could result in revisions to the NERC CIP Reliability Standards and FERC activities related to cybersecurity.

Ms. Lee noted that NERC has guidance addressing cloud computing, including proposals for how to verify security solutions, as well as a standards project addressing the topic.  She suggested that the subcommittee continue to monitor this effort.

Mr. Grove stated that the industry has recently been engaged in a number of discussions regarding blockchain and distributed ledger technology, including within NAESB, and asked if the subcommittee should be discussing cybersecurity requirements.  Mr. Buccigross stated that the WGQ has recently completed the standards development project to digitize the NAESB Base Contract for Sale and Purchase of Natural Gas.  Ms. Crockett stated that TVA is currently engaged in a pilot test to run a system utilizing the WGQ related distributed ledger standards in parallel with current operations that could help to identify additional standards needed to support uniform implementation, including cybersecurity.  Ms. Trum stated that the WEQ, in a joint effort with the RMQ, is undertaking an effort to develop a Base Contract Sale and Purchase of Renewable Energy Certificates (RECs) and supporting standards addressing technical implementation, including those related to distributed ledger, to support the automation of the current REC creation, accounting, and retirement processes for the voluntary market consistent with the contract.  She stated that the subcommittees that are jointly addressing standards development have completed an initial draft of the contract and expect to begin work on the technical business practice standards during the next meeting.  Ms. Lee stated that she participates in the IEEE 2418.5 Working Group which is developing a guidance document on cybersecurity for distributed ledger technology.  She indicated that the final work product should contain use cases and recommendations for cybersecurity controls that may be useful.  Mr. Grove suggested that the subcommittee continue to monitor NAESB standards development in this area.
3. Discuss 2021 WEQ Annual Plan Item 3.a.iv – Review WEQ-012 and make modifications as needed for consistency in the use of defined terms, acronyms, and abbreviations
Mr. Buccigross stated that during the WEQ Standards Review Subcommittee, in response to an industry submitted standards request, had developed a recommendation to modify WEQ-000 to include a cross-reference column to identify which NAESB WEQ Business Practice Standards an abbreviation or defined term is used.  As part of this effort, the subcommittee identified areas within the WEQ-012 Public Key Infrastructure Business Practice Standards that may need to be reviewed for consistency in the use of abbreviations, defined terms, and acronyms.
The participants reviewed the work paper.  Mr. Buccigross noted that the proposed modifications appear to be non-substantive.  Ms. Kee agreed.  Ms. Trum stated that the WEQ CISS has developed a proposed definition for the term Entity Code that she would provide to the subcommittee at the next meeting as well as prepare a mark-up of the standards consistent with the work paper.
4. Other Business

Mr. Buccigross stated that he would work with Ms. Trum to schedule upcoming meetings of the subcommittee. 
5. Adjourn
The meeting adjourned at 10:47 AM Central by consensus.
6. Attendees 
	Name
	Organization

	Dick Brooks
	Reliable Energy Analytics

	Jim Buccigross
	8760, Inc.

	Michelle Coon
	OATI

	Valerie Crockett
	TVA

	Keith Dalia
	BPA

	Patrick Foley
	NV Energy

	Leo Grove
	SSL.com

	Lila Kee
	GMO GlobalSign

	Chris Kemmerer
	SSL.com

	Annabelle Lee
	Nevermore Security

	Trinh Ly
	Tampa Electric

	Boyd Nation
	Tampa Electric

	Nick Quinata
	BPA

	Keith Sappenfield
	Corpus Christi Liquefaction 

	Caroline Trum
	NAESB

	Karen Utt
	TVA
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