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TO:  
NAESB Cybersecurity Subcommittee participants and interested parties
FROM: 
Elizabeth Mallet, Director, Wholesale Gas Quadrant and Retail Markets Quadrant
DATE:

January 23, 2023
RE:  
Draft Minutes of the NAESB WEQ Cybersecurity Subcommittee Meeting – January 19, 2023
Wholesale Electric Quadrant

Cybersecurity Subcommittee Meeting

January 19, 2023 from 1:00 PM – 3:00 PM Central

Draft Minutes
1. Administrative Items
Mr. Buccigross opened the meeting and welcomed the participants.  Ms. Mallett provided the Antitrust and Other Meeting Policies reminder.  Mr. Buccigross reviewed the agenda with the participants and noted that an item to discuss 2023 WEQ Annual Plan items 3.a and 3.b were added.  Mr. Watson moved, seconded by Ms. Crockett, to adopt the revised agenda.  The motion passed a simple majority vote without opposition.
The participants reviewed the draft minutes from the June 30, 2022 meeting.  Mr. Sappenfield was added to the participants list.  Mr. Brooks moved, seconded by Mr. Sappenfield, to adopt the revised draft minutes as final.  The motion passed a simple majority vote without opposition.  
The June 30, 2022 WEQ Cybersecurity Subcommittee final meeting minutes are available at the following link: https://naesb.org//pdf4/weq_css063022fm.doc. 
2.
Discuss 2023 WEQ Annual Plan Items 3.a (Review annually at a minimum, WEQ-012 and the accreditation requirements for Authorized Certification Authorities to determine if any changes are needed to meet market conditions) and 3.b (Evaluate and modify standards as needed to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC
 related to cybersecurity.)
Mr. Buccigross reviewed the workpaper for 2023 WEQ Annual Plan Items 3.a and 3.b with the participants. He reviewed the ongoing NERC projects that the subcommittee is continuing to monitor, including two new items on the list, Project 2022-05 Modifications to CIP-008 Reporting Threshold and Project 2021-03 CIP-002 Transmission Owner Control Centers.  He asked the participants if any of the ongoing projects necessitated revisions to the WEQ-012 Public Key Infrastructure (PKI) Business Practice Standards or the NAESB Accreditation Requirements for Authorized Certification Authorities.  There were no comments.  Mr. Buccigross stated that the subcommittee should continue to monitor the ongoing NERC projects on the list.  Mr. Brooks agreed that the subcommittee should continue to monitor the items and stated that there is currently a great amount of uncertainty concerning the NERC CIP-008 Reliability Standards and the passage of the Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA).  Mr. Brooks explained that the CIP-008 Reliability Standards apply to incidents that affect the Bulk Electric System, while CIRCIA expands reporting requirements to any cyber incidents in a utility, even if it is just a payroll department.  He stated that, as CIRCIA is now a law, it also affects some entities that are outside of FERC jurisdiction.  
Ms. Mallett noted that links to each of the NERC Guidelines were included on the work paper, along with a note that the NERC CIP-003-9 Reliability Standards filing is still pending at the Commission.  She provided an overview of FERC Order No. 887 Internal Network Security Monitoring for High and Medium Impact Bulk Electric System Cyber Systems issued on January 19, 2023.  Mr. Buccigross noted that the Notice of Proposed Rulemaking, Incentives for Advanced Cybersecurity Investment, was also included on the work paper and asked whether there were any comments or questions.  The subcommittee agreed to continue and monitor all of the items on the work paper.  Mr. Buccigross stated that, during the next meeting, a no action recommendation in response to 2023 WGQ Annual Plan Items 3.a and 3.b may be considered by the subcommittee participants. 
3. Discuss 2023 WEQ Annual Plan Item 3.c – Review cybersecurity standards to determine if baseline Multi-Factor Authentication (MFA) should be integrated into standard requirements and develop supportive standards as needed

Mr. Buccigross stated that the subcommittee previously reviewed the NAESB Accreditation Requirements for Authorized Certification Authorities (specification) and noted that multifactor authentication is utilized when receiving a certificate.  Ms. Kee stated that GlobalSign uses multifactor authentication to issue the certificate to the end user, but the specification does not require the use of multifactor authentication to attain a certificate.  She added that the annual plan item seems to be directed at applications, such as OASIS and the Electronic Industry Registry (EIR).  Ms. Coon agreed that the applications should require multifactor authentication.  Mr. Buccigross stated that the specification would not need to be revised in that case.  Ms. Coon suggested looking to the OASIS Business Practice Standards and the eTagging Specification.  Mr. Buccigross noted a consensus among the group that the specification and the WEQ-012 PKI Business Practice Standards would not need to be modified as part of the annual plan item.  Ms. Kee and Mr. Buccigross will review the WEQ OASIS Business Practice Standards and the eTagging Specification offline and present their findings at the next meeting.

Ms. Coon asked how the discussion for the parallel annual plan items in the Wholesale Gas Quadrant (WGQ) has been handled.  Mr. Watson provided an update on the joint WGQ EDM and Retail Markets Quadrant (RMQ) Information Requirements and Technical Electronic Implementation Subcommittees (IR/TEIS) meetings to address the parallel multifactor authentication items on the 2023 RMQ and WGQ Annual Plans.  He stated that the subcommittees held a joint meeting on January 13, 2023, during which the WGQ participants discussed the drafting of a standard that would allow for an option of a logon/password pair or multifactor authentication.  Mr. Watson stated that the participants did not specify which method of the implementation of multifactor authentication should be considered, but noted that there were various options.  Mr. Brooks stated that the subcommittees should determine which particular method is to be used rather than implement the multifactor authentication loosely with no guidance.
4.
Other Business

The participants discussed the rise of quantum algorithms and asked whether the topic should be of concern to the subcommittee.  Ms. Kee stated that the Certificate Authorities have been monitoring quantum algorithms and are read to future-proof when needed.  She noted that quantum computing is not an imminent threat to the standards. 
5.
Adjourn
The meeting adjourned at 1:38 PM Central on a motion by Ms. Crockett, seconded by Mr. Brooks. 
6.
Attendees 
	Name
	Organization

	Dick Brooks
	Reliable Energy Analytics

	Jim Buccigross
	8760, Inc. 

	Michelle Coon
	OATI

	David Crabtree
	TECO Energy

	Valerie Crockett
	Tennessee Valley Authority

	Paolo D’Alessandro
	Tampa Electric 

	Lila Kee
	GlobalSign

	Elizabeth Mallett
	NAESB

	Keith Sappenfield 
	Corpus Christi Liquefaction

	Maria Villegas
	TECO Energy

	Sam Watson
	North Carolina Utilities Commission


� Including proceedings in FERC Docket No. RM20-19-000 (FERC Notice of Inquiry Equipment and Services Produced or Provided by Certain Entities Identified as Risks to National Security)
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