

Cybersecurity General Terms and Conditions (“CS General Terms and Conditions”)
for Vendor’s sales of Products and Services
[bookmark: _Ref513284275]
PURPOSE
1.1. The CS General Terms and Conditions are intended to establish the minimum standards for cybersecurity protections under Product sales or services contract.  "Vendor" refers to the party providing a Product as defined herein to a “Product User”

DEFINITIONS
The terms set forth below shall have the meaning ascribed to them below.  Other terms are also defined elsewhere in the Contract and shall have the meanings ascribed to them herein.
1.2. “Affiliate” shall mean, in relation to any person, any entity controlled, directly or indirectly, by the person, any entity that controls, directly or indirectly, the person or any entity directly or indirectly under common control with the person.  For this purpose, “control” of any entity or person means ownership of at least 50 percent of the voting power of the entity or person.
1.3. “Applicable Law” means any foreign, federal, state, tribal or local law, statute, rule, regulation, code, ordinance, license, permit, compliance requirement, decision, order, writ, injunction, directive, judgment, policy, decree, including any judicial or administrative interpretations thereof, or any agreement, concession or arrangement with any governmental or regulatory authority, applicable to either party, the Product (as applicable), or either party’s actions, and any amendments or modifications to the foregoing.
1.4. “Bulk Power System” (“BPS”) has the same meaning and definition provided by 16 U.S. Code § 824o
1.5. "Business Day(s)" shall mean Monday through Friday, excluding Federal Banking Holidays for transactions in the U.S.
1.6. "Contract" shall mean the legally binding relationship between the parties established by (i) a Product sales or services agreement, and (ii) all binding amendments, all of which shall form a single integrated agreement between the parties.
1.7. “CVSS” means Common Vulnerability Scoring System used to assess, score, and communicate the technical severity of a computer system flaws with a range of between 0.0 (low) to 10.0 (critical)
1.8. “CII Data” means any information system containing critical data governed by US CISA Protected Critical Infrastructure Information (PCII) Program.
1.9. “CWE” means Common Weakness Enumeration document that includes a dictionary and taxonomy of software and hardware security flaws maintained by the MITRE Corporation used to identify software and hardware root-cause errors.
1.10. “CVE” means Common Vulnerabilities and Exposures is catalogue of standard names for publicly known cybersecurity vulnerabilities to avoid duplication of names for the same vulnerability.  
1.11. "Day" shall mean a period of 24 consecutive hours, coextensive with a "day" as defined by the Receiving Transporter in a particular transaction.
1.12. “ECS” shall mean a secure electronic communication exchange of (i) this Contract or (ii) amendments.  ECS may be performed using: (a) encryption of the exchanged document, (b) encryption of the exchanged communication, (c) secured through a secure login consistent with NAESB WGQ Cybersecurity Related Standards, or (d) a facsimile sent through a secured fax server. ECS may be implemented by the parties or by using one or more third-party service providers.  It is the responsibility of each of the counterparties to ensure the selected third-party service provider(s) communicates in a secure or encrypted manner. 
1.13. “Exploitable vulnerability” shall mean a Product vulnerability that may impact the Product’s information technology or operational technology.
1.14. “High-Risk Vulnerability” shall mean a Product vulnerability impacting critical business functions or safety of Product.
1.15. “Product” shall mean the network, software, devices, and data as set forth in Exhibit A provided by Vendor to a Product User.  Product description and information shall identify the specific minimum standards set by applicable governmental and industry agencies, e.g., NIST, NERC, CISA, and others).   
1.16. “Product User” shall mean the party using the Product provided by Vendor.  
1.17. “SAGScore” shall mean a dynamic, evidence-based trust score derived from registry-verified signals from 0-100.  Higher scores indicate higher community trustworthiness.
1.18. “Vendor” shall mean the party, Affiliates, and any Vendor’s Product Suppliers providing a Product to a Product User.

CYBERSECURITY POLCIES, PRACTICES AND PROCEDURES
1.19. During the term of agreement for Vendor’s sale of Product to Product User, Vendor shall establish and maintain Cybersecurity Policies, Practices and Procedures (“CS Policy”) across its company that includes officer level approval of procedures for vulnerability management and reporting to Product Users and applicable governmental agencies.  CS Policy shall be made available to Product Users.  Vendor shall provide written updates in the event any of the CS Policy documentation or information is updated, amended, modified, or no longer applicable. 
1.20. CS Policy shall include provisions regarding compliance with the following requirements:
i. Product list;
ii. Product version control and notification of Product’s future updates or changes;
iii. Product compliance with ISO/IEC 27001 (Information Technology) and IEC 62443 (Industrial Automation and Control Systems).
iv. Implementation of vulnerability detection and remediation program consistent with NIST Special Publication 800-53 Rev. 4 RA-5, SA-11, and SI-2, as may be amended, supplemented, or otherwise modified from time to time.
v. CS Notice of Product and confirmed Exploitable Vulnerability promptly but no later than 72 hours including CWE or CVE identifiers.  Notice shall include description of safety impact of vulnerability with potential for broader societal and economic impacts and information on severity or impact of vulnerability referencing latest version of CVSS.   Within 3 Business days, Vendor shall provide its vulnerability assessment to Product User and Vendor’s proposed remediation Plan.  
At a minimum CS Notices under this section shall be sent for the following classes of CWE and CVE known vulnerability:
a. _____________
b. _____________
c. _____________
d. _____________
vi. Immediate CS Notice of Product and High-Risk Vulnerability with known exploits including CWE and CVE identifiers.  Notice shall include description of safety impact of vulnerability with potential for broader societal and economic impacts and information on severity or impact of vulnerability referencing latest version of CVSS.  Within 3 Business days, Vendor shall provide its vulnerability assessment to Product User and Vendor’s proposed remediation Plan.
At a minimum CS Notices under this section shall be sent for the following classes of CWE and CVE vulnerability:
a. ________________
b. ________________
c. ________________
d. ________________
vii. Immediate CS Notice of security breaches that may impact Product performance and affect either Vendor’s or Product User’s CII data. 
viii. Disclosure of remediation plan to repair vulnerabilities for Products when repair is not immediately available including: (i) whether a remediation plan will be performed and, if not, reasons for no repair to Product; and (ii) Vendor and Product User actions to repair the Product to address vulnerabilities.
ix. All CS Notices shall include Vendor’s remediation plan, mitigation efforts, compensating security controls, or workarounds implemented until Vendor’s efforts to repair Product for impact of vulnerabilities is complete.  Both parties shall cooperate in the preparation of remediation plans and their implementation.  CS Notices shall include expected frequency of status reports on Vendor’s efforts regarding actions regarding Product repairs for each vulnerability including remediation of vulnerabilities listed in the SANS Top 25, the Open Web Application Security Project (OWSAP) Top 10, or vulnerability contained in the DHS CISA Known Exploited Vulnerabilities Catalog.  	Comment by Keith Sappenfield: Text updated by Dick Brooks
x. Disclosure of all vulnerabilities that impact Bulk Electric Systems, grid operations, or similar electric operations to E-ISAC in accordance with reporting requirements of NERC Reliability Standard CIP-008.  
At a minimum, disclosure shall include the following information:
a. Vulnerability description including CWE and CVE identifiers’
b. Current state of exploitation of vulnerability;
c. Source and date of exploitation discovery;
d. Material defects and potential impacts;
e. Root cause;
f. Recommended corrective actions;
g. Compensating security controls;
h. Mitigation measures; 
i. Procedural workarounds; 
j. Citation on coordination for vulnerability disclosure reporting in accordance with International Electrotechnical Commission’s (IEC) standards; and
k. Information regarding timeline of mitigation based on criticality of vulnerability and if “hot or cold fix” will be employed. 
xi. Provision of specific instructions to Product User to determine if Product User is impacted by vulnerability.  

1.21. For each Product on Exhibit A, Vendor shall provide a written attestation of its adherence to secure by design best practices based on CISA Software Acquisition Guide spreadsheet with applicable enhancements for energy industry, or applicable North American Transmission Form (“NATF”) questionnaires (https://cisa.gov/sag).  The Product attestation shall include Vendor requirements for CS Notices on frequency of updates of Vendor’s Product end-of-life and support actions.  The Product attestation shall be provided prior to delivery of Product.
1.22. Vendor and Product User agree Vendor shall provide a method to verify the trustworthiness (integrity and authenticity) of a Product, including patches, using publicly available, trustworthy methods approved by the parties and supported by the Vendor.  Product User shall have the right to verify the trustworthiness of a product before implementation in production, following NERC CIP-010-4 R1 Part 1.6 requirements.
1.23. Vendor and Product User agree Product User shall have the right to perform a vulnerability audit or inspection of a Product for cyber risks, subject to (i) specific limitations agreed to in writing by Vendor and Product User, or (ii) applicable governmental regulations. 
1.24. Vendor and Product User agree Vendor or Product User shall have the right to disclose to third parties, including, but not limited to, National Institute of Technology’s National Vulnerability Database or MITRE Corporation’s CVE.  
1.25. Vendor and Product User agree Vendor or Product User may disclose any vulnerabilities or material defects in the Product provided by Vendor to (a) the Electricity Information Sharing and Analysis Center, the Industrial Control Systems Cyber Emergency Response Team, or any equivalent entity, (b) to any entity when necessary to preserve the reliability of the BPS as determined by Product User in its sole discretion, or (c) any entity required by applicable law, and in accordance with reporting requirements of NERC Reliability Standard CIP-008.   

NOTICES AND REPORTING
1.26. All reports, notices, disclosures, and other communications made pursuant to the CS Policy ("CS Notice") shall be made to the physical or electronic addresses specified by ECS or in writing by the respective parties from time to time.  All CS Notices shall be provided to Product User at no cost.  CS Notices to federal, state or industry regulatory agencies shall be in accordance with any requirements for such CS Notices.  
1.27. CS Notice shall be given when received on a Business Day by the addressee.  In the absence of proof of the actual receipt date, the following presumptions will apply.  CS Notice by ECS shall be deemed to have been received at the time and day when received by the receiver’s ECS mechanism. If the day on which such ECS is received is not a Business Day or is after five p.m. on a Business Day, then such ECS shall be deemed to have been received on the next following Business Day.  CS Notice by overnight mail or courier shall be deemed to have been received on the next Business Day after it was sent or such earlier time as is confirmed by the receiving party.  

MISCELLANEOUS
1.28. The interpretation of the CS General Terms and Conditions shall be governed by the laws of the jurisdiction as indicated on the Product sales agreement, excluding, however, any conflict of laws rule which would apply the law of another jurisdiction.
1.29. The headings and subheadings contained in these CS General Terms and Conditions are used solely for convenience and do not constitute a part of the CS General Terms and Conditions between the parties and shall not be used to construe or interpret the provisions of the CS General Terms and Conditions.
1.30. [bookmark: _Ref513361949]Unless otherwise agreed to by the parties not to make this Section 5.3 applicable to this Contract, neither party shall disclose directly or indirectly without the prior written consent of the other party the terms of Contract and Product information to a third party (other than the employees, lenders, royalty owners, counsel, accountants and other agents of the party, or prospective purchasers of all or substantially all of a party’s assets or of any rights under this Contract, provided such persons shall have agreed to keep such terms confidential) except (i) in order to comply with Applicable Law, (ii) to the extent necessary for the enforcement of this Contract, (iii) to the extent necessary to implement any provision of the Contract, or (iv) to the extent necessary to comply with a regulatory agency’s reporting and disclosure requirements.  Each party shall notify the other party of any proceeding of which it is aware which may result in disclosure of the terms of any transaction (other than as permitted hereunder) and use reasonable efforts to prevent or limit the disclosure.  The existence of this Contract is not subject to this confidentiality obligation.  The parties shall be entitled to all remedies available at law or in equity to enforce or seek relief in connection with this confidentiality obligation.  The terms of Product information or Product use hereunder shall be kept confidential by the parties hereto for ___ years from the date of Vendor’s delivery of the Product.
In the event that disclosure is required by a governmental body or Applicable Law, the party subject to such requirement may disclose the material terms of this Contract to the extent so required, but shall promptly notify the other party, prior to disclosure, and shall cooperate (consistent with the disclosing party’s legal obligations) with the other party’s efforts to obtain protective orders or similar restraints with respect to such disclosure at the expense of the other party.
1.31. Each party will provide the other party such cooperation, additional documentation, certifications or other information as may be reasonably necessary to carry out the purposes CS Policy Requirements including pursuant to any regulatory review or audit of a Vendor’s Product by a third-party.
[bookmark: _DV_M47][bookmark: _DV_M190]
	DISCLAIMER: The purposes of the CS General Terms and Conditions are to facilitate Product sale and use, avoid misunderstandings and make more definite the terms of Product use.  Further, NAESB does not mandate the use of the CS General Terms and Conditions by any party.  NAESB DISCLAIMS AND EXCLUDES, AND ANY USER OF THE CS GENERAL TERMS AND CONDITIONS ACKNOWLEDGES AND AGREES TO NAESB'S DISCLAIMER OF, ANY AND ALL WARRANTIES, CONDITIONS OR REPRESENTATIONS, EXPRESS OR IMPLIED, ORAL OR WRITTEN, WITH RESPECT TO THE CS GENERAL TERMS AND CONDITIONS OR ANY PART THEREOF, INCLUDING ANY AND ALL IMPLIED WARRANTIES OR CONDITIONS OF TITLE, NON-INFRINGEMENT, MERCHANTABILITY, OR FITNESS OR SUITABILITY FOR ANY PARTICULAR PURPOSE (WHETHER OR NOT NAESB KNOWS, HAS REASON TO KNOW, HAS BEEN ADVISED, OR IS OTHERWISE IN FACT AWARE OF ANY SUCH PURPOSE), WHETHER ALLEGED TO ARISE BY LAW, BY REASON OF CUSTOM OR USAGE IN THE USE OF PRODUCT, OR BY COURSE OF DEALING.  EACH USER OF THE CS GENERAL TERMS AND CONDITIONS ALSO AGREES THAT UNDER NO CIRCUMSTANCES WILL NAESB BE LIABLE FOR ANY DIRECT, SPECIAL, INCIDENTAL, EXEMPLARY, PUNITIVE OR CONSEQUENTIAL DAMAGES ARISING OUT OF ANY USE OF THE CS GENERAL TERMS AND CONDITIONS.

	The copyright in the CS General Terms and Conditions is owned by NAESB, and market participants are encouraged to review NAESB Copyright Policy and Companies with Access to NAESB Standards under the Copyright Policy posted by NAESB on its website at https://www.naesb.org/pdf2/copyright.pdf.  Please review this posting and if your company’s name is not listed as having access, please obtain access by contacting the NAESB Office per the contact information in the Copyright Policy.




		EXHIBIT A
PRODUCT LIST

	
VENDOR:
_______________________________________________
_______________________________________________
_______________________________________________
Attn: ___________________________________________
Phone: _________________________________________
Email: __________________________________________


	
PRODUCT:
Product Name: _____________________________________________________________
Product Information Effective Date: _____________________________________________
Product Suppliers, including any prior names: _____________________________________
Product Version: ____________________________________________________________
Product Category: ___________________________________________________________
SAGScore (0 to 100): ________________________________________________________
Product Software Bill of Materials (SBOM) URL: ___________________________________
Product Description and User Manual URL: _______________________________________
Known Vulnerability Report URL: ________________________________________________
Known Exploited Vulnerabilities (KEVs) Present: ____________________________________
Vendor Response File: ________________________________________________________
Support Status: ______________________________________________________________
Commercial Status: Open-Source (Yes/No) ________________________________________
Product includes “backdoors” that bypass computer authentication of Product (Yes, No) _____
    If Yes (provide description of “backdoor” and written confirmation such “backdoors” are permanently deleted or disabled) 
    _________________________________________________________________________
    _________________________________________________________________________

_________________________________________
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