Identification of Risk & Addressing in Prioritized Manner
	Guidance
	Requirements

	U.S. Department of War Federal Acquisition Regulation (FAR Part 40, Information Security and Supply Chain Security) 
	“Contractors and subcontractors are required to rapidly report cyber incidents directly to DoD”
“Rapidly report” means within 72 hours of discovery of any cyber incident
“Cyber incident” means actions taken through the use of computer networks that result in compromise or an actual or potentially adverse effect on an information system and/or the information residing therein 

	European Union Agency for Cybersecurity Single Reporting Platform
	Manufacturers must adhere to a multi-stage reporting timeline via the platform:
Early Warning: Without undue delay and in any case within 24 hours of becoming aware of the vulnerability or incident.
Vulnerability/Incident Notification: Without undue delay and in any case within 72 hours of becoming aware, providing general information and an initial assessment.
Final Report:
· For vulnerabilities: No later than 14 days after a corrective measure (e.g., patch) is available.
· For severe incidents: Within 1 month after the initial notification.

	NIST SP 800-161 Rev. 1 Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations
	

	OWASP Vulnerability Disclosure Cheat Sheet
	

	CISA Cyber Incident Reporting for Critical Infrastructure Act of 2022 Guidance
	



