CISA Cybersecurity Performance Goals (CPG) 2.0 Excerpts
Posted to the CISA Website: https://www.cisa.gov/cybersecurity-performance-goals-2-0-cpg-2-0
The CPGs 2.0 are voluntary practices with high-impact security actions that outline the highest-priority baseline that measures businesses and critical infrastructure owners of all sizes can take to protect themselves against cyber threats. They were developed based on CISA’s operational data, research on the current threat landscape, and collaboration with government, industry groups, and private sector experts to receive input and feedback.
CISA’s CPGs are not comprehensive. They do not identify all the cybersecurity practices needed to protect national and economic security and public health and safety. They capture a core set of cybersecurity practices with known risk-reduction value broadly applicable across sectors.    
1.D Supply Chain Incident Reporting & Vulnerability Disclosure 
Outcome:
· Organizations more rapidly learn about and respond to known incidents or breaches across vendors and service providers
Risk Addressed:
· Insufficient cybersecurity supply chain risk management (C-SCRM) practices that cannot securely support the organization's technologies and processes.
Scope:
· Third-party vendors and service providers.
Recommended Action:
· Procurement documents and contracts, such as service-level agreements (SLAs), stipulate that vendors and/or service providers notify the procuring customer of security incidents and vulnerabilities within a risk-informed time frame as determined by the organization.
· OT: Organizations with OT assets need to document and track serial numbers, checksums, digital certificates/signatures, or other identifying features that can enable them to verify the authenticity of vendor-provided OT hardware, software and firmware.

U.S. HHS Cyber Gateway
Typhoon Advanced Persistent Threats: https://hhscyber.hhs.gov/405d-typhoon-video.83b3eecc.mp4

U.S. NIST NVD Update 2026
NIST is rethinking its role in analyzing software vulnerabilities: https://www.cybersecuritydive.com/news/nist-cve-vulnerability-analysis-nvd-review/810300/ 
