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TO:	All Interested Parties
FROM:		Caroline Trum, Director of Wholesale Electric Activities
RE:	WEQ/RMQ/WGQ Cybersecurity Activities
The WEQ Cybersecurity Subcommittee and WEQ Business Practices Subcommittee have scheduled a meeting for December 15, 2025 to begin discussing the jointly assigned item on the 2025 and proposed 2026 WEQ Annual Plan.  As part of this effort, the subcommittees will consider and develop standards to support cybersecurity vulnerability disclosures, such as software supply chain risks, including those that could support industry implementation of NERC reliability requirements.  For the upcoming meeting, leadership of the subcommittees anticipate a presentation will be provided overviewing the topic and potential considerations that could help inform initial discussions for standards development.
In October, the Executive Committees approved recommendations proposing cybersecurity-related modifications identified by the WEQ, WGQ, and RMQ as part of annual reviews to help ensure the business practices continue to meet industry needs and support secure electronic commercial communications.  Within the WGQ and RMQ, these modifications included updates to internet protocol technical guidance, correct outdated or obsolete citations, and make minor language changes for consistency purposes.  Additionally, the WGQ and RMQ both added cross-references to their respective cybersecurity and electronic delivery mechanism (EDM) related standards to better clarify that use of both is necessary to help protect the electronic transmission of data.  WGQ and RMQ membership have now ratified the revised standards which will be included in the next versions of the WGQ and RMQ Business Practice Standards, respectively.
Within the WEQ, the new version of the Accreditation Requirements for Authorized Certification Authorities (ACAs) became effective on October 22, 2025 upon approval of the WEQ Executive Committee.  This document supports the NAESB Certification Program for ACAs by defining the technical requirements used by a NAESB ACA to issue WEQ-012 Public Key Infrastructure (PKI) digital certificates.  The revisions include the deprecation of an obsolete encryption methodology and outdated cryptographic modules used as part of digital certificate generation and are aligned with broader, general industry guidance from the National Institute of Standards and Technology and the Certificate Authority/Browser Forum regarding the issuance of PKI digital certificates.  These changes will help ensure NAESB ACAs continue to create and issue WEQ-012 PKI digital certificates in a secure manner reflective of evolving industry cybersecurity needs.
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