

North American Energy Standards Board
1415 Louisiana, Suite 3460, Houston, Texas 77002
Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org
	Home Page: www.naesb.org

August 20, 2026
TO:	All Interested Parties
FROM:		Regina Jang, Staff Attorney 
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In June, the WGQ EDM Subcommittee voted out a recommendation proposing modifications to the WGQ Cybersecurity Manual requiring multi-factor authentication for users accessing the customer activities website. The recommendation was approved by the WGQ Executive Committee during its August meeting.
Currently, the WGQ EDM Subcommittee is addressing a joint Standards Request submitted by several pipelines, which proposes for mitigation measures for high-volume traffic affecting pipeline informational postings websites, primarily as a result of automated data-scraping activity. The requesters noted that excessive traffic has placed significant strain on their systems, resulting in degraded website performance, responsiveness, and availability.
In exploring potential approaches to mitigate such high-volume activity, participants considered the need to protect system performance and availability without restricting access for legitimate users conducting cross-border operations or relying on global data centers. The subcommittee also considered the implications of a federal regulation, 18 CFR 284.12(b)(3), which precludes the use of passwords or other access controls that could impede public access to posted information. NAESB has notified FERC staff of the WGQ EDM Subcommittee’s efforts to balance evolving security needs with applicable regulatory requirements, as well as concerns that it may be difficult to identify a solution that both complies with those requirements and effectively manages the increased traffic. FERC staff has indicated interest in potential solutions developed through the industry discussions.
The WGQ EDM has also considered the potential effects of any proposed mitigation measures on ISOs and RTOs, which use automated processes to obtain information from pipeline informational postings websites for gas-electric coordination and reliability purposes. To minimize disruption to those existing processes, the participants has engaged with representatives from the electric industry. 
At the subcommittee’s most recent meeting in August, ISO and RTO technical representatives described how their organizations are addressing similar high-volume traffic associated with bot activity on their websites. Discussion focused on relevant operational and technical considerations, including Cloudflare, real-time traffic monitoring, and IP rate limiting. At its next meeting, the subcommittee will continue evaluating potential mitigation measures and begin compiling a list of proposed measures for FERC’s review.
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