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Cybersecurity is an integral element of the NAESB Business Practice Standards to ensure that business practices continue to meet the cybersecurity needs of the industry. 
The WEQ Cybersecurity Subcommittee has developed a draft contract addendum that can be used in procurement to support implementation of FERC Order No. 912 and NERC Supply Chain Risk Management Reliability Standards. The draft addendum is currently available for informal industry comment, which closes September 1, 2026. 
The addendum was jointly developed with the WEQ Business Practices Subcommittee (BPS) as part of the 2026 Annual Plan. Since last December, the joint subcommittees have continued discussing areas where standardization may be beneficial. Discussion focused on the use of contract provisions to help identify pertinent software vulnerabilities and promote consistent, actionable vendor disclosures. Drawing on existing industry guidance addressing supply chain risk management and vulnerability disclosure practices, the subcommittees identified several topics to be included as part of standardized contract language and developed a draft contract addendum. At its most recent joint subcommittee meeting, participants further refined the provisions in the draft addendum concerning the definition of high-risk vulnerabilities, the scope of covered vulnerabilities, vulnerability reporting timelines and requirements, and disclosure obligations related to remediation and compensation.
Additionally, the WEQ Cybersecurity Subcommittee conducted its annual review of the WEQ Cybersecurity related standards, including the Public Key Infrastructure (PKI) Business Practice Standards and the Accreditation Requirements for Authorized Certification Authorities (ACAs). A primary area of discussion was the potential impact of Executive Order 14412, which establishes deadlines for federal and critical-infrastructure systems to transition to post-quantum cryptography (PQC). Digital certificates issued by NAESB ACAs are used to access OASIS nodes and the NAESB Electric Industry Registry (EIR), as well as e-Tag communications. Accordingly, revisions to the NAESB PKI standards could affect these systems and processes.
 The WEQ Cybersecurity Committee coordinated with the OASIS Subcommittee to gather input regarding the potential effects of PQC transition on OASIS cybersecurity standards and OASIS node operations. Participants agreed that updates to the cybersecurity related standards and the NAESB ACA specification are not necessary at this time to support the transition to PQC. The subcommittee intends to revisit the issue for potential inclusion in the WEQ 2027 Annual Plan.
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