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The WEQ Cybersecurity Subcommittee is actively coordinating with the WEQ Business Practices Subcommittee (BPS) to consider the development of cybersecurity related standards that support the wholesale electric industry’s implementation of FERC Order No. 912 and NERC Supply Chain Risk Management Reliability Standards. Since the effort began last December, the joint subcommittees have explored potential opportunities and areas to streamline the process for identifying relevant software vulnerabilities and to ensure vendors provide necessary information in a useful and consistent manner. 
At the most recent joint subcommittee meeting on May 21, 2026, participants continued refining detailed concepts for standardized contract language to support faster timelines for vendor notifications regarding vulnerability identification and mitigation instructions during procurement. Building on discussions from prior meetings and a review of existing industry guidance on supply chain risk management and vulnerability disclosures, participants identified areas that should be addressed as part of standardized contract language. These include the timelines for vendor reporting of confirmed vulnerabilities, the type of vulnerabilities covered under the contract, the affected products and services, and minimum requirements for remediation and compensation. Participants also considered the potential incorporation of provisions addressing the use of AI-enabled tools to identify and assess vulnerabilities as a potential contract provision. Throughout these discussions, participants highlighted the importance of ensuring that any proposed provisions remain consistent with NERC Critical Infrastructure Protection (CIP) requirements on supply chain cybersecurity risk management and other industry guidance regarding vulnerability and incident reporting obligations. 
As a separate effort, the subcommittee also recently kicked-off its annual review of the WEQ Business Practice Standards and the Accreditation Requirements for Authorized Certification Authorities (ACAs) to ensure that these requirements continue to support secure electronic commercial communications and market conditions. As part of this review, participants discussed ongoing NERC projects and critical infrastructure protection (CIP) reliability standards to determine whether updates to the WEQ standards related to cybersecurity are needed. The review also included consideration of relevant FERC activities and other cybersecurity related activities, including NIST guidance on post-quantum cryptography and the Certificate Authority/Browser Forum best practices for issuing public key infrastructure (PKI) digital certificates. 
Additionally, the WGQ Electronic Delivery Mechanism (EDM) Subcommittee and RMQ Information Requirements and Technical Electronic Implementation Subcommittee (IR/TEIS) conducted a review of their respective Cybersecurity and QEDM standards. The WGQ EDM discussed potential vulnerabilities and areas for further consideration, including potential cybersecurity risks from traffic flooding, self-certification for PGP or OpenPGP Keys, and gaps in authentication and access controls. In particular, participants focused on whether revisions should be made to require multi-factor authentication for users to access pipeline customer activities websites and developed revised language for the corresponding section of the WGQ Cybersecurity Manual. The proposed modifications will be voted at the next subcommittee meeting. The subcommittee also considered Standards Request R26007, which proposes for the inclusion of a new standard in the WGQ Cybersecurity Manual to mitigate automated high-volume scraping activities on pipeline informational postings website. Participants explored potential mitigation approaches, including CAPTCHA, whitelisting, and expanded use of the Electronic Data Interchange (EDI). As part of these discussions, the subcommittee also considered potential regulatory constraints under18 CFR 284.12(b)(3), which limits the use of passwords or any other access requirements that could impede users from public access, along with the implications for existing systems implemented by ISOs/RTOs. 
The subcommittee will meet at the end of June to vote on the proposed multi-factor authentication requirement and to continue discussion of Standards Request R26007.
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