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[bookmark: _Toc424211704]EXECUTIVE SUMMARY

In the power utility industry today, there are many electric grid devices that support new and different features and functionality both within substations and along the transmission and distribution lines.  These devices use a variety of communication and protocol standards, in many cases proprietary in nature, which have prevented most of these devices from being capable of communicating peer-to-peer with other devices in the field, let alone exchange data and information for local intelligence and decision making.

OpenFMB is a specification for a non-proprietary and standards-based field message bus to enable these power systems field devices to interoperate. This standard will be used by device vendors and/or utilities to develop the technical requirements to be implemented on field devices that will enable them to communicate directly with each other via a field message bus as well as to centralized data centers as they do today without a significant increase in the integration cost or complexity. 

The benefits achieved with deployment of the OpenFMB are significant, including:
1. Enabling devices to communicate quickly with each other in an open, secure, and scalable fashion, which will foster new and innovative utility grid control and management features and functionality that were not feasible before. The result is a more resilient, reliable, and robust grid that is integrated with the supply-side operations and demand planning.
2. Enabling open competition of grid field devices and reducing proprietary technology dependence.  This will fuel innovation in the marketplace and reduce supply chain risk.
3. Enabling the capability to leverage existing sensors and communications infrastructure of current smart grid investment by unlocking the data those devices are already collecting.  
4. Enabling better integration of grid devices and services to end-use customers, especially in the wake of the fast growth of Distributed Energy Resources and the advent of transactive energy.

This specification defines a reference architecture platform comprising internet protocol (IP) networking, Internet of Things (IoT) messaging protocols, standardized common semantic models, messages, and services to enable the secure, reliable, and scalable communications and peer-to-peer information exchange between devices on the electric grid.

A critical component of the proposed OpenFMB standard is the development of the common semantic model or layer to serve as the common language for the messages to be exchanged between field devices.  The platform-independent data model of the common semantic layer will expand upon the initial work that has been based upon the IEC CIM (Common Information Model) with additional references and/or mappings to other key standards, such as IEC 61850 and SunSpec.

The implementation of the OpenFMB standard will support devices from different vendors and utilities being able to interoperate directly or through gateway technologies that act as a bridge, translator, or adapter for legacy protocols.  This specification defines the building blocks that consist of device types, utility legacy protocols (DNP3, Modbus, IEC 61850 MMS/GOOSE, C12, etc.), IoT protocols, and use-case application logic that may be involved in this reference architecture.  




INTRODUCTION (This Section needs to be modified for OpenFMB)(Stuart Laval and Terry Saxton)
· {This version is limited in scope to support business practices needed for the three use cases
· 
The North American Energy Standards Board (NAESB) is a voluntary non-profit organization comprised of members from all aspects of the natural gas and electric industries. Within NAESB, the Retail Electric Quadrant (REQ) and the Retail Gas Quadrant (RGQ) focus on issues impacting the retail sale of energy to Retail Customers. REQ / RGQ Model Business Practices are intended to provide guidance to Distribution Companies, Suppliers, and other Market Participants involved in providing energy service to Retail Customers. The focus of these Model Business Practices is the Energy Services Provider Interface. 
The purpose of ESPI is to provide a consistent and broadly applicable interface to enable Retail Customer Authorization of exchange of EUI from Data Custodians to Third Parties. It is anticipated that Third Parties will desire to offer Retail Customers raw and/or enriched analysis of EUI. EUI is expected to reside with a Data Custodian. It is desired that the Third Party can provide this service only through the request or direction of the Retail Customer and in coordination with the Data Custodian. ESPI describes the mechanisms by which this orchestrated exchange may be enabled. Note that the decision to implement ESPI should be applied within the context of existing policies, practices and the requirements of the Applicable Regulatory Authority.
For the purpose of the descriptions of interactions in ESPI, actions of contracted agents of a Distribution Company are considered the actions of the Distribution Company. However, ESPI is not necessarily intended to apply specifically to interactions between contracted agents of Distribution Company and the corresponding Distribution Company.
These Model Business Practices are voluntary and do not address policy issues that are the subject of state legislation or regulatory decisions. These voluntary Model Business Practices have been adopted by NAESB with the realization that, as the industry evolves, additional and amended Model Business Practices may be necessary. Any industry participant seeking additional or amended Model Business Practices (including principles, definitions, data elements, process descriptions, and technical implementation instructions) should submit a request to the NAESB office, detailing the change, so that the appropriate process may take place to amend the Model Business Practice.




[bookmark: _Toc424211705]Business Processes and Practices
[bookmark: _Toc424211706]REQ.26 Overview (Stuart Laval and Larry Lackey)

{this section will provide information regarding the background information on OpenFMB and industry drivers for OpenFMB standard.  This includes, but is not limited to, the IoT technology advancement, power industry DER adoption, and the state of smart grid standards for distribution grid.}


· History – Duke’s Coalition of Willing (COW) activities in the past two years
· Smart grid current state and future needs including the rising of DER and its impact on utility grid.
· IoT technology overview and its impact on power industry. 
· Why OpenFMB – industry drivers 
· Overview of Smart Grid and DER Integration
· Overview of Smart Grid standards
· Overview of IoT technology and standards development

[bookmark: _Toc424211707]REQ.26.1 Principles (Joe Zhou)

{this section will describe the purpose and objectives of establishing the OpenFMB Reference Architecture}
REQ.26.1.1x	Purpose – to establish a common reference architecture for vendors and utilities to build OpenFMB enabled devices

REQ.26.1.2x	Objectives – to enable field device interoperability and deliver desired functionality for local intelligence and device data exchange. 


[bookmark: _Toc424211708]REQ.26.2 Definitions, Abbreviations and Acronyms (Each section author to contribute)
{ Author of each section will collect and add relevant terms from the section they write. Then we can sort through these for overlap and also to ensure use of NAESB terms by reference to specific NAESB terms and definitions }

[bookmark: _Toc424211709]REQ.26.2.A Business Definitions 
RXQ.0.2.1	[A: This text included as an example for font for definitions.] 


[bookmark: _Toc424211710]REQ.26.2.B Technical Definitions
REQ.21.2.1t	[A: This text included as an example for font for definitions.]

[bookmark: _Toc424211711]REQ.26.2.C Abbreviations and Acronyms
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[bookmark: _Toc424211712]REQ.26.3 	Model Business Practices (Stuart Laval, Terry Saxton, and Larry Lackey)
[bookmark: _Toc424211713]REQ.26.3.1x	General Practices for Open Field Message Bus (OpenFMB)

REQ.26.3.1.1	To the extent required by the Applicable Regulatory Authority or as agreed by the Utility consistent with any requirement of the Applicable Regulatory Authority, systems for customer enabling dynamic coordination and self-optimization of electric grid edge field operations should operate as set forth in this NAESB REQ.26, subject to the Governing Documents. This NAESB REQ.26 does not compel the use of Open Field Message Bus; however, systems claiming to comply with NAESB REQ.26 should comply as defined herein.
REQ.26.3.1.2	The Utility should use this REQ.26 as a framework for specifying its chosen OpenFMB configuration using REQ.26 functional and non-functional model business practices to enforce open standards and interoperability requirements in the Utility’s procurement process.
REQ.26.3.1.3	OpenFMB implementations should fit within the utility’s overall business procedures. For example, utility-wide security activities such as Electricity Subsector Cybersecurity Risk Management Process, Electricity Subsector Cybersecurity Capability Maturity Model Version 1.1 , Energy Sector Cybersecurity Framework Implementation Guidance , and Framework for Improving Critical Infrastructure Cybersecurity Core Mapping to National Institute of Standards and Technology (NIST) Interagency Report (IR) 7628 should guide OpenFMB implementations. Utility-wide Common Governance, Risk, and Compliance (GRC) requirements and Common Technical Requirements (CTR) from NISTIR 7628 User's Guide and NISTIR 7628 Revision 1 Guidelines for Smart Grid Cybersecurity as well as various NISTIR 7628 Unique Technical Requirements (UTR) may also apply to the OpenFMB implementation. 
REQ.26.3.1.4	New and revised OpenFMB Message Payloads should be defined using the profiling approach described in this NAESB REQ.26. Current OpenFMB Message Payloads and mappings to other representations are maintained as part of this NAESB REQ.26 and should be used in OpenFMB implementations.
REQ.26.3.1.5	New and revised OpenFMB Message Topics should be defined using the approach described in this NAESB REQ.26. Current OpenFMB Message Topics are maintained as part of this NAESB REQ.26 and should be used in OpenFMB implementations.
REQ.26.3.1.6	New or revised technology options for satisfying functional or non-functional model business practices should be developed using the approach described in this NAESB REQ.26. Current OpenFMB technology options are maintained as part of this NAESB REQ.26 and should be used in OpenFMB implementations.
[bookmark: _Toc424211714]REQ.26.3.2x OperationalFunctional Model Business Practices

{this section will include a set of functional requirements to drive the architecture and design of the OpenFMB standard.  The focus of the requirements will be on the Open Field Message Bus, which defines what and how grid field devices can communicate with each other.  The inner workings of the device (as part of the Distributed Intelligence Platform architecture) are for reference only, and are out of scope for this specification.}

REQ.26.3.2.1	OpenFMB implementations should provide adapters to common utility protocols (e.g. DNP3, Modbus, GOOSE / MMS) for interoperability with existing physical plant. Such adapters are located at Utility specified OpenFMB nodes.
REQ.26.3.2.2	OpenFMB implementations should provide applications for grid functionality. Such applications are located at Utility specified OpenFMB nodes.
REQ.26.3.2.3	OpenFMB nodes should may provide interfaces to a variety of sensor options.  
REQ.26.3.2.4	OpenFMB implementations should use OpenFMB Message Payloads for communications between OpenFMB Nodes.
REQ.26.3.2.5	OpenFMB implementations should use OpenFMB Message Topics for communications between OpenFMB Nodes.
REQ.26.3.2.6	OpenFMB nodes should provide OpenFMB message exchange patterns and qualities of service (QoS).
REQ.26.3.2.7	OpenFMB nodes should provide efficient many-to-many publish-subscribe exchange using industry standard protocols with a defined wire protocol available from multiple vendors.
REQ.26.3.2.8	OpenFMB nodes should provide a variety of wired and wireless communications options. 
RMQ.26.3.2.9	OpenFMB node processor architecture should be consistent.

REQ.26.3.3 Management Services Model Business Practices
REQ.26.3.3.1	OpenFMB nodes should self-provision using the node’s secure individual identity and a well-known secure initialization point. Installers may provide the secure initialization point with detailed location and sensor information.
REQ.26.3.3.2	OpenFMB nodes should log events according to appropriate policies, including those for non-repudiation. 
REQ.26.3.3.3	OpenFMB nodes should monitor and manage adapters, applications, core services, and operating systems. 
REQ.26.3.3.4	OpenFMB nodes should provide a single automatic mechanism for necessary updates of specific operating system components.
REQ.26.3.3.5	OpenFMB nodes should provide a single mechanism for Utility defined timing of operating system updates. 
REQ.26.3.3.6	OpenFMB nodes should provide a single mechanism for rollback of at least each previous operating system update. 
REQ.26.3.3.7	OpenFMB nodes should provide a single automatic mechanism for necessary updates of specific adapter and application components. 
REQ.26.3.3.8	OpenFMB nodes should provide a single mechanism for Utility tor defined timing of adapter and application updates. 
REQ.26.3.3.9	OpenFMB nodes should provide a single mechanism for rollback of at least each previous adapter and application update. 



[bookmark: _Toc424211715]REQ.26.3.43x Non FunctionalCross-Cutting Model Business Practices (Larry Lackey and Stuart Laval)

{this section will include a set of technical requirements to drive the architecture and design of the OpenFMB standard.  This include but not limited to security, performance, scalability, flexibility, reusability, maintainability, etc.}

	REQ.26.3.43.1	OpenFMB implementations should be highly available and resilient through minimizing the frequency, degree, and duration of degradation. Approaches include adequate performance for priority operations even when degradated, isolation to reduce the impact of degradated parts upon other parts, redundancy to provide alternatives to degradated parts, and local intelligence to adapt to degradated conditions.  An OpenFMB node can augments but not replace an end device’s internal sensing and operational control functions. 
REQ.26.3.34.2	OpenFMB implementations should provide high integrity of the code and parameters that run on a node, telecommunications, and operational integrityfunctions to help minimize the degree of any degradation. Approaches include appropriate test scenarios, digital signatures, and hash-based authentication. 
REQ.26.3.34.3	OpenFMB nodes should have a secure individual identity for any interactions with other nodes. 
REQ.26.3.34.4	OpenFMB nodes should mutually authenticate before communicating with each other. 
REQ.26.3.34.5	OpenFMB nodes should mutually authorize message topics before communicating with each other. 
REQ.26.3.3.	6	OpenFMB nodes should log events according to appropriate policies, including those for non-repudiation. 
REQ.26.3.34.	7	OpenFMB nodes should provide confidentiality for data in motion and data at rest in accordance with the Utility’s risk management process, node capabilities, and desired node performance while considering internet best practices such as Internet Engineering Task Force (IETF), NSA Suite B, and IPsec.   
REQ.26.3.3.8	OpenFMB nodes should self-provision using the node’s secure individual identity and a well-known secure initialization point. Installers may provide the secure initialization point with detailed location and sensor information.
REQ.26.3.34.89	When communications is available, OpenFMB nodes should use the most recent previous configuration parameters to retrieve updated configuration parameters when communications is available.
REQ.26.3.34.	109	OWhen communications is not available OpenFMB nodes should operate independently using most recent previous configuration parameters until communications is available to retrieve updated communications parameters. when communications to retrieve updated configuration parameters is unavailable.
REQ.26.3.34.11	OpenFMB nodes should support SNMP for adapter, application, core service, and OS monitoring and management. 
REQ.26.3.34.	120	OpenFMB nodes may provide software-defined networking (SDN) and network functions virtualization (NFV) services.
REQ.26.3.43.131	OpenFMB nodes should run a minimal or real-time open source Linux  operating system available from multiple vendors..
REQ.26.3.43.	142	OpenFMB nodes should run a Long Term Support (LTS) operating system.
REQ.26.3.3.	15	OpenFMB nodes should provide a single mechanism for automatic operating system updates. 
REQ.26.3.3.16	OpenFMB nodes should provide a single mechanism for Utility defined timing of operating system updates. 
REQ.26.3.3.17	OpenFMB nodes should provide a single mechanism for rollback of at least each previous operating system update. 
REQ.26.3.34.	138	OpenFMB nodes should run with operating system security services such as AppArmor or SELinux.
REQ.26.3.34.149	OpenFMB nodes should support native code (e.g. C and C++) adapters and applications.
REQ.26.3.34.	1520	OpenFMB nodes may support Java or Python adapters and applications.
REQ.26.3.3.	21	OpenFMB nodes should provide a single mechanism for automatic adapter and application updates. 
REQ.26.3.3.22	OpenFMB nodes should provide a single mechanism for Utility tor defined timing of adapter and application updates. 
REQ.26.3.3.	23	OpenFMB nodes should provide a single mechanism for rollback of at least each previous adapter and application update. 
REQ.26.3.34.1624	OpenFMB nodes should use virtualization and / or containers to isolate its operating system, core services, as well as adapters and applications running the same physical hardware platform. 
REQ.26.3.34.1725	OpenFMB nodes should may be available virtually within a virtual environment of an end physical device hardware that performs an operational, telecommunications, or computing function. encompassing broader functionality 
REQ.26.3.4.18    OpenFMB nodes should be available and also in a variety of physical form factors appropriate for particular environments.



[bookmark: _Toc424211716]REQ.26.4 Open Field Message Bus (OpenFMB) Reference Architecture


[bookmark: _Toc424211717]REQ.26.4.1 Overview (Joe Zhou)

{this section will include content adopted from Duke Energy DIP architecture document.  Parts of the DIP architecture may be considered “informative”}

[bookmark: _Toc424211718]REQ.26.4.2 Systems Architecture (Jim Waight)

{this section will include the DIP architecture and how it can enable large scale control architecture of the power grid of the future, including references to other architecture models (IEC SGIM, GWAC Stack, etc.))


REQ.26.4.2.1  Introduction

Figure 1 shows the Open FMB Integration Architecture block diagram for Open FMB version 1.0. The Application Layer may include applications  that need to exchange data data with a distributed energy resource..  Data is exchanged to/from DDS via adapters using the publish/subscribe message exchange pattern. Data is translated from DDS  to/from the legacy protocols (such as Modbus, DNP 3, IEC 61850, and custom protocols) via adapters.  The power system component controllers supported by the Open FMB 1.0 have native interfaces to one or more of these protocols.  

It is planned that the Open FMB Integration Architecture in future versions will include the protocols AMQP and MQTT.  The first version will support DDS only.   It is planned that future versions will support adapters to other common protocols as shown in the Figure 1.   Direct interfaces from the controllers of the Primary System Components to DDS are also supported, depending on the manufacturer.

Key elements of this architecture allow the Open FMB to scale out to extremely large scales.  The peer to peer communications protocols and the use of DDS protocol with its lightweight footprint means that applications can be installed at and communications can be established to the very edge of the power system distribution grid.

[image: ]

[bookmark: _Toc426637010]Figure 1 Open FMB Integration Architecture Overview
26.4.2.2 Relationship to the SGAM Architecture

Figure 2 shows the Smart Grid Architecture Model (SGAM) which was developed by the European mandate M.490 and is now harmonized with the IEC  Reference Model for Power System Management and Associated Information Exchange. The SGAM is a template for architects to follow while building aspects of a Smart Grids architecture, regardless of an architect’s specialty (such as in areas of transmission, distribution, IT, back office, communications, asset management, and grid planning).  The model is a three dimensional depiction of the levels of Interoperability on the z-axis, for different domains on the x-axis, and for different zones on the y-axis.   

The Open FMB relates to the volume  shown in Figure 2.   On the z or  interoperability axis  the information, communication, and component layers are included;  on the x or domain axis  the distribution, DER and customer premise  are include; and on the y or zones axis the process, field, station and operations zones are included.  This is shown with a red oval in Figure 2.

[image: ]

26.4.3 Relationship to the GWAC Stack

The Open FMB addresses multiple levels of the Grid Wise Architecture Council Interoperability Context Setting Diagram (GWAC stack) necessary for peer-to-peer exchange of lightweight messages. These levels range from GWAC Stack Category 1 multi-industry standards such as wired and wireless communications through GWAC Stack Category 5 specific business process interactions. Open FMB will address cross-cutting issues as well. The red circle in Figure 3 identifies these layers of the GWAC stack


[image: ]
Figure 3:  Relationship of Open FMB to GWAC Stack









[bookmark: _Toc424211719]REQ.26.4.3 Components Architecture (Joe Zhou) – do we need for OpenFMB 1.0?

{this section will mostly focus on the details of the “Node” classification.  The classification can be both roles- and functions- based in order to support a flexible deployment architecture. Security roles and functions should be part of the model. }

	Categories that can drive the node classifications are: 
· Device business functions and operational roles (data collection, control, etc.)
· Device location (relative to where it sits on the grid, substation, distribution line, utility DER, prosumer DER, grid edge, etc.)
· Security levels (critical infrastructure, etc.)
· Ownership (utility, prosumer, third party, etc.)
· ……


[bookmark: _Toc424211720]REQ.26.4.4 OpenFMB Logical Architecture (Larry Lackey)
{Update: This section will contain the overview diagrams showing how devices are to interoperate via OpenFMB. 

this section will describe the OpenFMB Logical Architecture, its layers and components.  Note that this is not the same as DIP architecture which focuses on the overall systems, the OpenFMB focuses on the approach for devices to interoperate.  The OpenFMB architecture will follow the OMG Model-Driven Architecture (MDA) design principles, best practices of SOA and IEC TC57 Reference Architecture, and leverage Industrial Internet of Things (IIoT) protocol architectural best practices and standards.}
REQ.26.4.4.1 OpenFMB Operational Logical Architecture

OpenFMB Operational Logical Architecture describes components participating in the flow of data. 



REQ.26.4.4.1.1 OpenFMB  Application and Adapter Layer


[image: ]

OpenFMB Applications are located within a node and support grid functions by analyzing OpenFMB data and potentially requesting appropriate actions. 

OpenFMB Adapters are located within a node and interface the field message bus with existing end devices. Their role is to map, enrich, orchestrate, route, and translate information between end devices and the field message bus. They provide uni-directional or bi-directional exchange of information between OpenFMB data profiles and other legacy protocols and conventional formats such as DNP3, Modbus, GOOSE / MMS, CoAP, XMPP, or others.


Depending upon its capabilities, a node may have any number of applications and any number of adapters, Normally, there would be a total of at least one application or adapter. 


REQ.26.4.4.1.2 OpenFMB  Interface Layer

The OpenFMB interface layer defines multiple levels of interoperability.

OpenFMB data profiles describe the payloads exchanged among various OpenFMB adapters and applications. These profiles reflect the minimum explicitly shared and consistent data attributes required for each unique interaction within a specific use case.

OpenFMB configuration parameters adjust field message bus behavior under the control of OpenFMB management services.

OpenFMB interaction patterns define the sequence of interactions and qualities of service to be utilized within different use cases.


REQ.26.4.4.1.3 OpenFMB  Publish – Subscribe Middleware Layer

The OpenFMB publish – subscribe (pub/sub) middleware layer utilizes different pub/sub implementions from multiple vendors to move data between nodes with a common wire protocol implementation.




REQ.26.4.4.2 OpenFMB Management Services Logical Architecture


[image: ]


REQ.26.4.4.2.1 OpenFMB Management Services Layer

Through the OpenFMB management services layer, nodes can be monitored, audited, and under appropriate policies, tested and approved changes pulled down by a node and implemented, including:
· Establishing node identity, possible calibration, and self-provisioning 
· Node operating system updates and rollback of updates
· Node application and adapter updates and rollback of updates
· Node configuration updates and rollback of updates 
· Node logging
· Node’s computing resource (e.g. CPU, RAM, storage) health monitoring and alerting
· 


REQ.26.4.4.2.2 OpenFMB Management Services Administration

The OpenFMB management services administration component stages updates for nodes that it administers. It also receives logs and alerts and permits near-real-time node health monitoring.

The management administration component and nodes communicate with each other using the appropriate middleware client and, if necessary, broker. 


REQ.26.4.4.3 OpenFMB Cross-Cutting Logical Architecture

REQ.26.4.4.3.1	Node availability and resilience approaches include adequate performance for priority operations even when degraded, isolation to reduce the impact of degraded parts upon other parts, redundancy to provide alternatives to degraded parts, and intelligence to adapt to degraded conditions.  
REQ.26.4.4.3.2	Node integrity approaches include appropriate test scenarios, digital signatures, and hash-based authentication. 
REQ.26.4.4.3.3	A node’s secure individual identity is established early in initial provisioning. 
REQ.26.4.4.3.4	Nodes mutually authenticate before communicating with each other. 
REQ.26.4.4.3.5	Nodes mutually authorize message topics before communicating with each other. 
REQ.26.4.4.3.7	Nodes provide confidentiality for data in motion and data at rest in accordance with the Utility’s risk management process, node capabilities, and desired node performance while considering internet best practices such as Internet Engineering Task Force (IETF) and IPsec.   
REQ.26.4.4.3.8	When communications is available, nodes use the most recent previous configuration parameters to retrieve updated configuration parameters.
REQ.26.4.4.3.9	When communications is not available nodes  operate independently using most recent previous configuration parameters until communications is available to retrieve updated communications parameters.
REQ.26.4.4.3.10	Nodes may provide software-defined networking (SDN) and network functions virtualization (NFV) services.
REQ.26.4.4.3.11	Nodes run a minimal or real-time open source operating system available from multiple vendors.
REQ.26.4.4.3.12	Nodes should run a Long Term Support (LTS) operating system.
REQ.26.4.4.3.13	Nodes should run with operating system security services.
REQ.26.4.4.3.14	Nodes should support native code (e.g. C and C++) adapters and applications.
REQ.26.4.4.3.15	Nodes may support Java or Python adapters and applications.
REQ.26.4.4.3.16	Depending upon node capabilities technologies such as virtualization and / or containers isolate a node’s operating system, core services, as well as adapters and applications running the same physical hardware platform. 
REQ.26.4.4.3.17	Nodes may be available within a virtual environment of an end device hardware that performs an operational, telecommunications, or computing function. 
REQ.26.4.4.3.18    Node should be available in a variety of physical form factors appropriate for particular environments.


[bookmark: _Toc424211721]REQ.26.4.5 Platform Independent Model (PIM) Approach (Shawn Hu, Jim Waight, and Terry Saxton)
{this section will describe the approach to develop the OpenFMB Platform Independent Model (PIM).  OpenFMB PIM will be developed primarily from the IEC CIM standards with extensions as needed (such as data types) inspired the IEC 61850 standards, while considering other smart grid models that also exist (MultiSpeak, OpenADR, ESPI, SEP 2.0, FSGIM, etc.). The goal of this effort is to derive an OpenFMB information model tailored to the specific data requirements of the use cases as described in Appendix A. This section will also describe abstract services needed via reference to sequence diagrams.}

A Platform Independent Model (PIM) is a logical model independent of any technology platform. OpenFMB adopts a top-down business driven approach to create a PIM. The goal is to derive an OpenFMB information model tailored to the specific data requirements of the use cases as described in Appendix A. There are four layers in this top-down approach:

· Use Case
· Requirements
· Integration Design
· Data model

In the Use Case layer, field messaging functionalities and requirements are captured along with the relevant Actors. Actors are categorized into four groups: System/Application, Device, Organization, and Human.

Each Use Case scenario is detailed out in an UML Activity Diagram that focuses on the flow of actions performed by an actor which is presented in the diagram as a swim lane. In the OpenFMB case, the field messaging processes are the primary focus in the Activity Diagrams. These processes usually provide information on integration requirements, for example, an object flow cross swim lanes often indicates a messaging integration line. 

An Activity Diagram is shown below for a Use Case process in which a Recloser publishes its status change to Battery Inverter, Microgrid Optimizer, and Utility SCADA system. There are four swim lanes for the four actors involved and three object-flows (an arrowed line with square boxes) that indicates the message exchanges of Recloser Status.

[image: ]

The second layer of the approach is to document the functional and non-functional requirements related to a Use Case. UML Requirement box is used for both functional and non-functional requirements. The <<Functional>> stereotyped Requirements capture required data fields and the <<Non-Functional>> Requirements provide non-functional requirements such as the Quality of Service (QoS) as shown in the table below.

	Functional
	Non-Functional

	[image: ]
	[image: ]




The third layer of the approach focuses on the integration design for the requirements identified in the Layer 2. Each message integration line identified in the use cases is detailed out in UML Sequence Diagram. A Sequence Diagram basically describes integration between message providers and consumers in terms of message transaction.  It presents messages in sequence base on the integration requirements identified in Layer 1 & 2.

Here is a Sequence Diagram that describes the Recloser Status message exchange. In the Sequence Diagram, details on integration are provided such as message exchange pattern (Pub/Sub), usage of Field Message Bus, and adapters for data translation.
[image: ]

Note the actors in the sequence diagrams are the same ones denoted as the swim lanes in the activity diagram shown in Layer 1. 

The information collected in the first three layers drive the data model design. The OpenFMB data models are created primarily based on the IEC Common Information Model (CIM). The CIM model is a comprehensive utility industry model that covers Distribution (IEC 61968), Transmission (IEC 61970), and Market Communication (IEC 62325) standards. The model is basically used as a reference from which necessary classes, attributes, and associations are selected and transformed into the OpenFMB model.
[image: ]

Model restriction and extension are performed in the OpenFMB model to precisely define data profiles. Data profiles are context data models based on the requirements collected in the Layer 2. Each data profile is modeled in a UML Package with a class diagram (see an example for the Recloser Status data profile) and a root class (e.g. RecloserEventModule as shown below). Classes and data types are reusable and shared across the OpenFMB data models.

[image: ]

After a PIM data model is defined, its Platform Specific Model (PSM) can then be generated using a model-driven tool. Note that one PIM model may be used for multiple PSMs such as XSD and IDL.


[bookmark: _Toc424211722]REQ.26.4.6 Platform Specific Model (PSM) Approach (Shawn Hu, Jim Waight, and Terry Saxton)
{this section will describe the approach to go from OpenFMB PIM to PSM. The candidate PSM representations are many, but we will start with XSD for protocols (Web Services, REST, XMPP, MQTT, etc.) that support XML data representation.  The approach to go from PIM and PSM will follow IEC TC57 methodology.}

Platform Specific Model (PSM) is technology dependent. XML Schema Definition (XSD) is selected as the PSM representation for OpenFMB. An OpenFMB PSM (i.e. XSD) is directly translated from a PIM described in the section above. Here is an example of the Recloser Status XSD generated from its PIM. Note the XSD represents all defined items in its PIM that includes the classes, attributes, and associations.

[image: ]

Each data profile package has its unique namespace and settings for XSD generation. These settings are defined as UML Tagged Values in the OpenFMB model as shown below.

[image: ]

Each data profile model references common classes and data types which are listed in a Common UML Package. This logical Common package is transformed into a separate XSD (Common.xsd) with its own namespace. Each data profile XSD imports the Common XSD as needed.
 
Therefore there are two types of namespaces defined for the OpenFMB PSMs.
· Common namespace
· Profile namespace

The Common namespace follows the convention of: http://openfmb.org/xsd/<version #>/Common
[bookmark: _GoBack]
The profile namespace follows the similar convention: http://openfmb.org/xsd/<version #>/<Profile Name>. Here is an example: http://openfmb.org/xsd/v1/RecloserStatus

The <version #> string in the namespace is used for version control. There are two types of update in terms of version control:

· Backward NOT Compatible:
· Namespace updated with new version # 
· “version” attribute content updated in XSD header
· Backward Compatible:
· Namespace NOT updated
· “version” attribute content updated in XSD header

Note the “version” attribute in XSD header does not apply to XML validation against an XSD so its content change does not break validation against previous XSD version.

Here are two examples on version update:
· Version 1 updated but not backward compatible 
· Both targetNamespace and “version” attribute need to be updated

	<xs:schema ... targetNamespace="http://openfmb.org/xsd/v1/RecloserControl" version="1.0">
	<xs:annotation>
		<xs:documentation>
			Version 1.0 created 2015/06
		</xs:documentation>
	</xs:annotation>



Update to:
	<xs:schema ... targetNamespace="http://openfmb.org/xsd/v2/RecloserControl" version="2.0">
	<xs:annotation>
		<xs:documentation>
			Version 2.0 created 2015/07
		</xs:documentation>
	</xs:annotation>




· Version 1 updated and backward compatible 
· No change on targetNamespace but minor “version” attribute update

	<xs:schema ... targetNamespace="http://openfmb.org/xsd/v1/RecloserControl" version="1.0">
	<xs:annotation>
		<xs:documentation>
			Version 1.0 created 2015/06
		</xs:documentation>
	</xs:annotation>



Update to:
	<xs:schema ... targetNamespace="http://openfmb.org/xsd/v1/RecloserControl" version="1.1">
	<xs:annotation>
		<xs:documentation>
			Version 1.1 created 2015/07
		</xs:documentation>
	</xs:annotation>




Common XSD namespace change will always trigger namespace change in the individual profile XSDs

All OpenFMB XSDs follows a specific XSD style, Garden of Eden. In this style, all elements and types are defined at global level so they can be reused. Note a root element for a profile is explicitly defined in its own XSD to avoid confusion of root element instantiation.

All OpenFMB XSDs follow their Naming Design Rules (NDRs) which are summarized below:

· All defined at global level (both element & type)
· “Garden of Eden” style
· Element Sequence (not “xsd:all”)
· mRID listed at the top
· simpleType (alphabetically)
· complexType (alphabetically)
· Inherited attributes listed above native attributes

Sparx EA Code Engineering function is used to generate XSD from a logical model (PIM). No other third party tool is needed but not limited. Here is a screen shot of the Sparx EA tool.
	
[image: ]



[bookmark: _Toc424211723]REQ.26.4.7 Message Exchange Patterns (Larry Lackey, Shawn Hu)
{this section will focus on the logical data exchanges patterns (using SOA best practices)m and map them to physical protocol data exchange pattern implementations. For example, DDS using the concept of QoS (Quality of Service) to define how data can be exchanged between devices.  The OpenFMB DEP will be mapped to DDS QoS definitions.  We will also review and leverage patterns defined in IEC 61968-100. In addition to a common information model and canonical message definitions, a consistent and detailed DEP design is critical to the device interoperability using OpenFMB.} 


[bookmark: _Toc424211724]REQ.26.4.8 Security Architecture (Larry Lackey)
{this section will describe the security architecture to enable secure, reliable and scalable OpenFMB implementations.} 

[bookmark: _Toc424211725]REQ.26.4.9 Other Considerations (Terry Saxton)




[bookmark: _Toc424211726]REQ.26.5 OpenFMB Platform Independent Model (Shawn Hu)
{this is the information model, primarily screenshots UML class diagrams}



[bookmark: _Toc424211727]REQ.26.6 OpenFMB Platform Specific Model (Shawn Hu, Terry Saxton)
{this is the technology specific model generated from the PIM per each data exchange requirement from the use cases, including but not limited to DDS, MQTT, JSON, etc.) 

[bookmark: _Toc424211728]REQ.26.6.1 DDS Reference Implementation (Stuart Laval)
[bookmark: _Toc424211729]REQ.26.6.2 MQTT Reference Implementation (Larry Lackey and Stuart Laval)
[bookmark: _Toc424211730]REQ.26.6.3 Other Reference Implementations
[bookmark: _Toc424211731]REQ.26.6.4 List of XML Schemas (XSDs) (Shawn Hu)
[bookmark: _Toc424211732]REQ.26.6.5 Examples ()


[bookmark: _Toc424211733]Appendices
[bookmark: _Toc424211734]Appendix A – Use Cases, Interactions and Data Definitions
{this section documents the use cases, interactions (sequence diagrams) and high level data definitions from the SGIP use case effort for OpenFMB.}
[bookmark: _Toc424211735]A.1 Microgrid Optimization
[bookmark: _Toc424211736]A.2 Unscheduled Islanding Transition
[bookmark: _Toc424211737]A.3 Island to Grid Connected Transition
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