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Section 1 -  Introduction
1.1 Purpose

The Registry Technical Specification provides information on the technical design of the NERC Registry. This Technical Specification provides the framework for the detailed program design, testing and installation of the software.  Information on the internal structure of the software and data required to perform the functions required must be identified to a sufficient level of detail to allow project developers, management, and selected reviewers to agree on the fundamental design.

The NERC Registry serves the varied functions required to support industry-wide applications such as OASIS and Electronic Tagging, as well as extensions necessary to implement various NERC sponsored reliability programs including the e-MARC Public Key Infrastructure, access to reliability tools (e.g., IDC, SDX, CRC, etc.), and electronic balloting.
This document contains the following Sections related to the major software design components of the Registry:

· Registry Schema – presents database schema information and relationships between Registry tables.

· Migration Strategy – describes the process to be used in migrating from the current Registry database to the new schema.

· Backward Compatibility – defines the mapping of Registry V 2.0 tables and elements into a form compatible with the previous implementation of the Registry.
· Registration Processes and Procedures – describes the basic functionality needed to be provided to users in order to add new information and/or revise information in the Registry.

· User Interface – describes the design of the user interface displays and data entry forms to be implemented to provide the functionality defined in the Registration Processes and Procedures.

Specific functionality that must be supported by the NERC Registry is presented in the following subsections.  These functions should be supported in an easily maintainable and flexible framework that may expanded to accommodate additional functionality with minimal impact to existing functions.  Backward compatibility must be ensured until those applications reliant on the former registry format and publication methods are upgraded to use the new registry.
1.1.1 OASIS

FERC Order 638 on Standardized Business Practices and the OASIS Standards and Communications Protocols Version 1.4 identify the following information that must be maintained in an Industry registry accessible via the URL http://www.tsin.com/.
· OASIS Node URLs – each Primary (Transmission Service)  Provider must identify the URL associated with the OASIS Node containing that providers OASIS information per regulations

· Entity Code and DUNS – unique code and Dun & Bradstreet number associated with any entity using OASIS information including Transmission Providers, Transmission Customers, Observers, Control Areas, Security Coordinators, and Independent System Operators.
· NERC Control Area Codes

· Points of Receipt and Delivery – Unique service points registered by a given Primary (Transmission Service) Provider

· Enumerated Data Types – define unique values for each of the following OASIS data elements; once defined, an enumerated value may be used by any OASIS node:

· AS_TYPE – Service attribute identifying type of ancillary service
· PROCEDURE_NAME – Identifies curtailment procedures by name

· REQUEST_TYPE – Identifies a type or reservation request

· SERVICE_INCREMENT – Service attribute identifying time frame for services

· SYSTEM_ATTRIBUTE – Identifies attributes of system capability data (e.g., TTC, ATC, etc.)

· TS_CLASS – Service attribute identifying class of service
· TS_PERIOD – Service attribute identifying unique time periods of service

· TS_TYPE – Service attribute identifying type of transmission service

· TS_WINDOW – Service attribute identifying unique time windows of service

1.1.2 Tagging

The NERC Electronic Tagging specifications require the NERC registry to resolve the following information:
· Entity Tagging Codes – unique codes associated with a given entity for the purposes of identifying the organization that originated a tag (e.g., "desk codes"), or has approval/notification rights to the tag
· Entity Type – unique codes associated with Entity Tagging Codes identifying the type of entity or role that may be assumed in association with that Entity Tagging Code (e.g., TP, CA, PSE, SC/RA)

· Tagging Service URLs – Identifies the Tag Agent, Authority and Approval node URLs associated with each of the Entity Tagging Codes as appropriate

· Tagging Source/Sink – codes registered within a given control area identifying a specific generation source or load sink within the area

· Tagging POR/POD - codes registered for a given transmission service provider identifying a specific transmission points of receipt and delivery used

· Enumerated Data Types – unique identifiers for specific classes of energy delivery or transmission service:

· Energy Product
· Transmission Product 

1.1.3 PKI

The NERC e-MARC Public Key Infrastructure (PKI) initiative requires that the registry be able to provide information on the the following:
· Identity of the Root Certification Authority(ies) – root authority(ies) for the PKI authorized to issue e-MARC certificates

· Authorized Certification Authorities – Entities that have passed the e-MARC Certification and Approval process and are designated as Authorized Certification Authorities 
· e-MARC Policy Object Identifiers – registered "OIDs" that must be asserted within e-MARC certificates

· Certification Authority Issuers and location identifiers – identify and provide location information (i.e., URL) for each Authorized Certification Authority's certificate issuers and associated Certificate Revocation Lists and Repository

1.1.4 NERC Certification

NERC requires that Entities performing certain functions as identified in the NERC Functional Model, must be certified by NERC.  The Registry should include the capability to identify each Entity, the function they perform, and an indication of whether or not they have been certified by NERC.
1.1.5 Electronic Balloting

NERC Board of Trustees, the Standing Committees, and subordinate subcommittees, working groups and/or task forces may wish to use the Registry to certify results of on-line balloting processes.  This requires that the Registry be able to identify by PKI certificate, those users that have the authority to cast votes in association with ballots from any of these NERC organizations.
The Registry will have to provide the ability to associate specific users as identified by end-entity certificates issued under the NERC e-MARC PKI project with the appropriate sponsoring entity/organization, and identify to which on-line balloting processes that user may participate.
1.1.6 ISN and Substation Identification

The NERC Data Exchange Working Group has expressed the desire to assign a globally unique identifier (Master Registry Identifer, MRID) to at least those substations that appear in common wide-area network models.  

There is also the need to identify the Inter-control Center Communications Protocol (ICCP) nodes participating in the NERC Inter-regional Security Network (ISN).  The ability to register the associations between ICCP nodes has also been requested.

1.2 Naming Conventions

The following subsections outline the various naming conventions to be adopted in implementing the NERC Registry V2.0.  In general, all assigned/defined names for database elements, stored procedures, etc., must avoid use of terms or names whose usage might be restricted or otherwise confusing with usage within the particular database product or programming languages used for implementation.
1.2.1 Database

1.2.1.1 Tables

Database table names shall be assigned under the following guidelines:

· names will not include underscores

· names will start with uppercase alpha character followed by lowercase (e.g., Entity)

· upper and lower case characters will be used to designate multiple words within the name (e.g., EntityCode)

1.2.1.2 Table Elements

Table element names shall be assigned under the following guidelines:

· names will not include underscores, except in the case of foreign keys

· names will start with uppercase alpha character followed by lowercase (e.g., Entity)

· upper and lower case characters will be used to designate multiple words within the name (e.g., EntityCode)

Primary key elements that use a database supplied unique number attribute shall be named "ID".

Those Tables that form the basis for a type of recognizable "object", e.g., Entity, Server, Client, etc., shall include a Master Registry Identifier (MRID) in addition to the database supplied primary key.  The same MRID may appear in multiple records within the table, but at any given point in time, only one of those records may be "active".  Foreign key relationships to tables having MRID elements should key to MRID and not the ID element.

Elements that are foreign key references to other tables shall conform to the convention:

"FK<TableName>_<Element>_<Context>"
where,

 <TableName> is the name of the table referenced, 
<Element> is the table data element being keyed to, and 
<Context> is an optional qualifier to provide name uniqueness when multiple foreign keys to the same table and element may exist or to clarify the nature of the foreign key relationship.  

For example, FKEntity_MRID_Sponsor, identifies a key to the Entity table and MRID data element in the context of an approving sponsor for the relationship established.. 

In general, tables that contain records of information that may become active or inactive over time or at some point in time in the future shall include the following fields to control their use:

· CreationDate

· ActivationDate
· DeactivationDate
[ed. Is there value/need to capture who made the initial registration, i.e., FKEntity_RegisteredBy?  This could key to User or to Entity.  Only value might be for records registered by one entity but then modified or updated by another.]
Tables whose contents are subject to change over time and whose changes may impact functioning of the application shall include the following fields to identify when an update is made and who performed the update:

· LastUpdate
· FK<usertable>_<userid>_ModifiedBy
· FK<tablename>_ID_Predecessor

1.2.1.3 Stored Procedures

Names of stored procedures shall adopt the following general form:

sp<action><procedurename>

where,

<action>
Appropriate action verb denoting the type of action performed by the procedure (e.g., Insert, Update, Get, Set, Select, Delete, etc.)

<procedurename>
Descriptive name of the procedure; upper and lower case characters should be used to designate multiple words within the name

1.2.1.4 Triggers

Names of triggers shall adopt the following general form:

t<i|u|d><tablename><seq>

where,

<i|u|d> 
One or more indicators specifying if the trigger is to be invoked on "i"nsert, "u"pdate, and/or "d"elete

<tablename>
Name of the table to which the trigger applies

<seq>
Fixed three digit sequence number beginning with "000" identifying the order multiple triggers for the same table are to be invoked

1.2.2 User Interface

[TBD]
1.3 Data Conventions

The following conventions will be used in the representation of certain datatypes within the Registry database.  Presentation to the user may be conditioned by settings of user preferences, e.g., base timezone.

1.3.1 DateTime

All DateTime fields within the Registry database are in Coordinated Universal Time (UTC), commonly referred to as Greenwich Mean Time (GMT).  No adjustments related to Daylight Savings Time (DST) will be made.
1.4 Reference Documents
The following Reference Documents provide additional information on the various functional requirements that must be met by the NERC Registry.
· Standards and Communication Protocols for Open Access Same Time Information System (OASIS), Version 1.4, FERC Docket No. RM95-9-014.

· Open Access Same-Time Information System and Standards of Conduct, Order No. 638, FERC Docket No. RM95-9-0014.

· Master Registry Definition Document, Version 1.7, NERC.

· Electronic Tagging – Functional Specifications, Version 1.7.095, NERC.

· Electronic Tagging – Registry Definition, Version 1.7.04, NERC.

· Certificate Policy for Energy Market Access and Reliability Certificates (e-MARC); pending approval of NERC CIP.

Section 2 -  Registry Schema

The NERC Registry V2.0 database schema information is presented in the following major categories:
· Registry Identifier – Defines basic information associated with the current Registry schema version, publication dates, etc.

· Entities and Clients – Defines information associated with business entities and their clients (users);

· Servers and Applications – Defines information associated with various computer systems, applications, and enumerated application data types; and
· Topology – Defines various physical/geographical attributes of the electric grid as it relates to application dependent declaration of names for areas, zones, service points, flowgates, etc.
The following table provides a brief description of each of the database tables comprising the Registry schema and their intended use.
	Registry Identifier 

	Table Name
	Description

	RegistryVersion
	Defines current registry schema version and publication dates, etc.

	
	

	Entities and Users

	Table Name
	Description

	Entity
	Primary table to define business entities by their full name.  Entity may have one or more EntityCodes assigned for various business functions performed, e.g, Control Area, TP, PSE, etc.

	EntityIdentifier
	Defines one or more unique business recognized identifiers associated with an entity, e.g., DUNS number.  Affiliated business units within an entity that have different DUNS numbers are registered separately and affiliation defined in EntityAffiliate table. A given entity may have only one EntityIdentifier of a given EntityIdentifierType.

	EntityIdentifierType
	Defines the type of business identifier by name, e.g. "DUNS"

	EntityAffilliate
	Associates two entities as being affiliated.

	EntityPredecessor
	Associates an Entity with one or more predecessor entities.  Used to track mergers, spin-offs and/or name changes.

	EntityContact
	Associates one or more Client records as administrative or technical "contacts" for the Entity.

	EntityCode
	Defines the unique codes associated with an entity that identify the acronym associated with the various roles/functions the entity performs.  This might also be called Organizational Unit if it is forced that certificates must contain an ou= field that equates to a registered EntityCode. 

	EntityCodeContact
	Associates one or more Client records as administrative, technical, 24-hour, etc.,  "contacts" for the EntityCode.

	EntityRole
	Defines the roles or functions that are performed/assumed by a registered EntityCode.  Associates EntityCode to EntityRoleType.

	EntityRoleType
	Defines the types of registered roles or function by name that may be assumed by an Entity (or EntityCode), e.g., "PSE", "TP", "BA", etc.

	EntityCertification
	Identifies that an entity has been certified to perform a given role defined in the EntityRoleType table.  Only certain roles require certification.  This is primarily for NERC to track actions from the compliance program.

	Client
	Defines, by common name, users associated with a given Entity.  Entities that act as a client on behalf of another entity through an agency agreement will need to have a client registered in the name of the entity to whom they are supplying agent services.  Software Applications that act in the role of a client on behalf of an entity (e.g., automated bidding systems, etc.) will also be registered in this table.

	ClientCertificate
	Defines the unique attributes of an x.509 digital certificate used to authenticate the identity of a Client (user, agent or application) 

	ClientIdentifier
	Defines one or more unique identifiers associated with a Client (e.g., username/password).  This table is primarily to support two-factor authentication for login to NERC administered systems or applications or association of a given Client/user with an "account" managed by the internal NERC system/application.  The sensitive elements within this table shall be encrypted and not viewable as plain text.

	ClientIdentifierType
	Defines the type of Client identifier by name, e.g. "username:password", or "PIN", etc.

	ClientRole
	This table associates a given Client with one or more Roles in which they may act.

	ClientRoleType
	Defines unique names for the various Roles a Client may assume, e.g., "TAGGER", "ADMINSTRATOR", etc.  

	CertificateRoot
	Captures the unique information associated with a Certification Authority's "root CA".  This may be a single entry for a strict e-MARC energy CA hierarchy, or may be the identifier of each root CA for any authorized CAs.

	CertificatePolicy
	This table defines the object ID and other information related to a Certification Authority that is qualified to issue e-MARC compliant certificates.  Fields in CertificateIssuer, CertificatePolicy and UserCertificate should be able to be resolved from the contents of a users certificate to determine the authenticity of the user as well as identifying that the cert was issued by a qualified e-MARC  provider.

	CertificateType
	Defines abstract names for the different types of certificates supported by the s-MARC policy.  Each CertificateType maps to a unique Object Identifier (OID) as defined in the CertificatePolicy table, e.g., "Unaffiliated Individual", "Device", "Role", etc.

	CertificateIssuer
	Defines the registered certificate issuers that are qualified to issue e-MARC compliant certs.  Need fields in this table to resolve the Issuer Distinguished Name, and maybe some type of regular expression that can be defined so a "robot" could mine issued certificates from the issuer's published repository to automatically synchronize the User and Entity/EntityCode tables.

	ContactType
	Identifies the basic types of contacts that may be established for Entity, EntityCode, or Server registrations.  Ex: Admin, Techsupport, 24Hr, etc.

	
	

	Servers and Applications

	Table Name
	Description

	Server
	Defines the URI (URL) for each Server that is registered to perform a particular function defined in the ServerType table.  A Server that performs multiple functions will have to be registered multiple times.

	ServerType
	Defines by name the various functions a registered Server may perform, e.g., OASIS, TagAgent, TagAuthority, etc.

	ServerContact
	Associates the Server with one or more Client records for contact information, e.g., admin, techsupport, etc.

	ServerEntityCode
	Maps a particular EntityCode to a Server URI to associate the Server performing a function with the EntityCode(s) for which it performs the function.

	ServerCertificate
	Identifies the device or application certificate used by the Server in establishing secured communication intiated by a client.  

Secure communication initiated by a Server to other applications/Servers must be performed using a certificate registered in the Client/ClientCertificate tables.

	Application
	Defines by name the various applications registered, e.g., "OASIS", "IDC", "ETAG".

	ApplicationAttribute
	Defines the names for the various enumerated data elements that are registered for an application.  For OASIS, these would be the data elements "TS_CLASS", "TS_WINDOW", etc.  For Tagging these would be things like "TransProduct", "EnergyProduct", etc.

	ApplicationAttributeValue
	Defines the registered enumerated data values associated with a attribute.  For example, OASIS TS_CLASS can take on the values of "FIRM" or "NON-FIRM".

	
	

	Topology

	Table Name
	Description

	Interconnection
	Defines by name the synchronous interconnections, e.g., "Eastern Interconnection", "ERCOT", etc.

	Region
	Defines the NERC reliability region names

	Market
	Defines the name of a market, e.g., PJM, NYISO.  

	Area
	Defines name of recognized Balancing Authority metered areas (i.e., control areas)

	AreaRegion
	Maps Balancing Authority Areas to the NERC Region(s) in which it resides

	AreaAdjacency
	For given Area, identifies each other area to which it is directly connected

	Zone
	Defines one or more "electrically cohesive" zones within an Area.  By default there will be at least one zone defined with the name of the corresponding Area

	ZoneArea
	Maps a zone to the Area in which it is located; expected to be a one-to-one mapping, but capability to have zone mapped to multiple Areas is supported.

	ZoneMarket
	Maps a zone to the Market (if any) in which it participates; expected to be a one-to-one mapping, but capability to have zone mapped to multiple Markets is supported.

	ServicePoint
	Registered name for a service point which may be a POR, POD, source, sink, generator, load, LMP pnode, LMP zone, LMP hub, etc.

	ServicePointRole
	Associates a ServicePoint with one or more of the defined ServicePointRoleTypes (e.g., POR, POD, DCTie, etc.)

	ServicePointRoleType
	Defines by name the basic types of service points that may be registered, e.g., "POR", "Source", etc.

	ServicePointZone
	Associates a service point with one or more zones; expected to be a one-to-one mapping, but capability to have a given ServicePoint mapped to multiple Zones is supported (e.g., Palo Verde).

	OASISServicePointTSP
	Associates an OASIS defined ServicePoint with one or more Transmission Service Providers.

	TagServicePointGPE
	Associates a Tag defined source ServicePoint with the tagging EntityCode that may act as GPE on the tag and assigns tag approval rights. 

	TagServicePointLSE
	Associates a Tag defined sink ServicePoint with the tagging EntityCode that may act as LSE on the tag and assigns tag approval rights.

	
	


2.1 Registry Identifiers

2.1.1 RegistryVersion

This table contains basic information identifying the registry schema, and information on when the registry will be published and finally activated.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	RegistrySchema
	Varchar(8)
	N
	Identifies the current version of the Registry schema in form of "nn.nn.nn", with leading zeroes suppressed (i.e., 2.0.1 vs. 02.00.01)

	PublicationDate
	DateTime
	N
	This is the date/time that a given snapshot of the registry will be published.  In the published version of the registry, this will always be less than "current time".  In the working version of the registry, this will be the NEXT time the registry will be published and will always be greater than "current time", i.e., represents when changes being made will be published.

	ActivationDate
	DateTime
	N
	This is the date/time after which the information in the registry should be used by all applications/systems.  This will typically be 24 hours after PublicationDate.

	LastPublicationDate
	DateTime
	N
	Date/time that the registry was last published.  In the working registry this will be copied from PublicationDate when the registry is published and PublicationDate is updated to the next publication interval.

	LastActivationDate
	DateTime
	N
	Date/time that the last registry was activated.  In the working registry this will be copied from ActivationDate when the registry is published and ActivationDate is updated to the next interval.


2.2 Entities and Users
2.2.1 Entity
The Entity table contains the definition of each registered business company/entity.  A single company may register multiple business entities corresponding to the different activities performed by each entity.  Companies required by the FERC Standards of Conduct for functional separation of "market participant" and "transmission service provider" must register these two functions as separate business entities with unique business entity identifiers (i.e., DUNS numbers).  Each registered entity may have one or more unique entity codes (see EntityCode) defined for the various functional roles the entity may perform (see EntityRole/EntityRoleType). Each registered entity must have at least one industry recognized business identifier (e.g., DUNS number, EIN, etc.); the specific identifiers that may be supplied as a means to verify the authenticity of the registered entity are defined in the EntityIdentifierType table.  
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier

	
	
	
	

	
	
	
	

	Name
	Varchar(64)
	N
	Entity's full name.

	Address1
	Varchar(32)
	N
	Entity's primary business address.

	Address2
	Varchar(32)
	Y
	Entity's primary business address (cont'd).

	Address3
	Varchar(32)
	Y
	Entity's primary business address (cont'd).

	City
	Varchar(32)
	N
	Entity's city

	StateProvince
	Varchar(4)
	N
	Entity's State or Province (e.g., NY, ON).

	Country
	Varchar(4)
	N
	Entity's Country (e.g., US, CA).

	PostalCode
	Varchar(32)
	Y
	Recognized postal code (e.g., zip).

	
	
	
	

	
	
	
	

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 

	FKEntity_ID_Predecessor
	Int
	Y
	Foreign key to Entity table set on update operation when deactivate old entity and create new entity record.


2.2.1.1 Constraints

· Name field must be unique over period of ActivationTime to DeactivationTime. [ed. Do we need/want such a restriction?]
· CreationDate</=ActivationDate</=DeactivationDate

2.2.1.2 Triggers

2.2.2 EntityIdentifier
The EntityIdentifier associates an industry recognized unique identifier with a registered Entity.  The set of recognized identifiers is established in the EntityIdentifierType table.  No Entity may have more than one associated EntityIdentifier of  the same "type".  Initially, Dun & Bradstreet (DUNS) numbers will be the only recognized Entity IdentifierType to comply with the regulatory requirements for OASIS.
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKEntity_MRID
	Int
	N
	Foreign key to the Entity table identifying the business entity.

	FKEntityIdentifierType_ID
	Int
	N
	Foreign key to the EntityIdentifierType table identifying the type of identifier registered.

	Identifier
	Varchar(32)
	N
	Entity's unique business identifier

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.2.1 Constraints

· Combination of FKEntity_MRID and FKEntityIdentifierType_ID must be unique over period of ActivationTime to DeactivationTime (e.g., given Entity can have only one registered DUNS).

· Combination of FKEntityIdentifierType_ID and Identifier must be unique over period of ActivationTime to DeactivationTime (e.g., all registered DUNS must be unique).

· CreationDate</=ActivationDate</=DeactivationDate

2.2.2.2 Triggers

2.2.3 EntityIdentifierType

This table defines the different business identifiers accepted to uniquely identify an Entity.  For compliance with OASIS, this table will initially recognize the identifier type "DUNS" for the Dun & Bradstreet number assigned to the entity.  Future extensions could allow any arbitrary identifier to be used, such as employer identification numbers (EIN).
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	Type
	Varchar(32)
	N
	Assigned "type" for identifier, e.g., "DUNS"

	Description
	Varchar(255)
	Y
	Description of the "type" of business identifier defined.

	Format
	Varchar(32)
	Y
	Regular expression to be used to parse/validate EntityIdentifiers, e.g., DUNS is 9 numeric characters.

[ed. Is this reasonable or supportable?]

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.3.1 Constraints

· Type must be unique over period of ActivationDate to DeactivationDate
· CreationDate</=ActivationDate</=DeactivationDate

2.2.3.2 Triggers

2.2.4 EntityAffiliate

The EntityAffiliate table is used to declare the business affiliation between two registered entities.  A given entity may be affiliated with 0 or more other entities.  This is required to support OASIS implementation of the AFFILIATE_FLAG data element.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKEntity_MRID
	Int
	N
	Foreign key to the Entity table identifying the business entity whose affiliate is being registered.

	FKEntity_MRID_Affiliate
	Int
	N
	Foreign key to the Entity table identifying the affiliated entity.

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.4.1 Constraints

· Combination of FKEntity_MRID and FKEntity_MRID_Affiliate must be unique over period of ActivationTime to DeactivationTime

· CreationDate</=ActivationDate</=DeactivationDate

2.2.4.2 Triggers

2.2.5 EntityPredecessor

[ed. Anyone have a better name for this table?]

The EntityPredecessor table tracks the changing of a given entity into a new entity.  This information identifies changes in business entity relationships due to mergers, divestitures, and acquisitions.  

Examples of the information contained in the EntityPredecessor for these various business transactions are shown in the following table:

	Transaction
	FKEntity_Successor
	FKEntity_Predecessor

	Merger of ABC and XYZ to form MNO
	Refers to MNO
	Refers to ABC

	
	Refers to MNO
	Refers to XYZ

	Acquisition of XYZ by ABC 
	Refers to ABC
	Refers to XYZ

	
	Refers to ABC (?)
	Refers to ABC(?)

	Divestiture of ABC assets to form MNO
	Refers to MNO
	Refers to ABC


[ed. Question whether want to show the "ABC" predecessor to "ABC" in an successor acquisition.  ABC is no longer the original ABC, so might make sense.]
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKEntity_MRID_Successor
	Int
	N
	Foreign key to the Entity table identifying the business entity succeeding the predecessor entity.

	FKEntity_MRID_Predecessor
	Int
	N
	Foreign key to the Entity table identifying the Entity which gave rise to formation of the entity refered to by FKEntity.

	Reason
	Varchar(255)
	Y
	Description of the reason for changing an entity's registration, e.g., merger, acquisition, divestiture, etc.

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.5.1 Constraints

· CreationDate</=ActivationDate</=DeactivationDate

2.2.5.2 Triggers

2.2.6 EntityContact

The EntityContact associates a record in the Client table to a ContactType and Entity.  Establishes information for the appropriate contact for the Entity for such things as administrative or technical support, etc.
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKEntity_MRID
	Int
	N
	Foreign key to the Entity table identifying the business entity.

	FKClient_MRID
	Int
	N
	Foreign key to the Client table identifying contact information

	FKContactType_ID
	Int
	N
	Foreign key to the ContactType table identifying the type of contact provided by Client for Entity

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.6.1 Constraints

· Combination of FKEntity_MRID, FKClient_MRID, and FKContactType_ID must be unique over period of ActivationTime to DeactivationTime.
· CreationDate</=ActivationDate</=DeactivationDate

2.2.6.2 Triggers

2.2.7 EntityCode

The EntityCode table defines all the unique acronyms registered for a given entity.  Each EntityCode is associated with one or more "Roles" via the EntityRole table.  For example, Tennessee Valley Authority may register the code "TVA" and assign that code to the roles of Balancing Authority (BA, aka Control Area), Transmission Service Provider (TSP), and Reliability Authority (RA).  TVA Bulk Power Trading may register the codes TVABPT as Transmission Customer (TC) for OASIS, and TVABP1 and TVABP2 as Purchasing Selling Entities (PSE) for transaction tagging "desks".
The Registry database will not force any restrictions on the EntityCodes associated with a given Entity with the exception that all EntityCodes must be unique.  The Registration process may enforce restrictions like the requirement that all tagging PSEs registered must have the same first 1-4 character acronym followed by a 1-2 character "desk code" for backward compatibility with the V1.7 Registry.
Every EntityCode registered must be approved by another Entity, typically the Registration Administrator.  For EntityCodes tied to roles of TSP, PSE, GPE, LSE, approval can be based on FERC approved tariffs or merchant applications.  For EntityCodes tied to roles of BA(CA), RA(SC), etc., approvals would be by NERC.  Special case is for unaffiliated entities (roles of Observer, etc.) which registration process would required they name a "sponsor" Entity that would approve their "need to know" status and allow that Entity appropriate read-only access to certain systems (i.e., OASIS).  The e-MARC PKI Certificate Policy demands that every entity applying for a X.509 certificate must be associated with a registered EntityCode.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier.  Unique identifier retained for backward compatibility with the V1.7 Registry.

	FKEntity_MRID
	Int
	N
	Foreign key to the Entity table identifying the business entity.

	EntityCode
	Varchar(8)
	N
	Unique entity code acronym to associate with the entity.

	Description
	Varchar(255)
	N
	Brief description of the entity code.

	FKEntity_MRID_ApprovedBy
	Int
	N
	Foreign key to an approval entity.  This would typically be FERC; for reliability/operational entities only, would be NERC; for "unaffiliated" entities (market observers, academic institutions, etc.), must be an approved Entity.  A user from the sponsoring entity is responsible for "approving" entity registration; FERC approval may be proxied to the Registry Administrator.

	Approved
	Boolean
	N
	Approval status of the record, Y/N.  

	
	
	
	

	
	
	
	

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate.

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record.

	FKEntityCode_ID_ Predecessor
	Int
	Y
	Foreign key to EntityCode table set on update of an EntityCode record that deactivates old EntityCode and inserts new EntityCode record. 


2.2.7.1 Constraints

· EntityCode must be unique over period of ActivationTime to DeactivationTime.
[ed. Do we want entitycode to be unique forever?  Reuse shouldn't be an issue anymore since tags carry id for code not code itself.  Plus one has the activate/deactivate fields to key into.]
· CreationDate</=ActivationDate</=DeactivationDate
2.2.7.2 Triggers

2.2.8 EntityCodeContact

The EntityCodeContact associates a record in the Client table to a ContactType and EntityCode.  Establishes information for the appropriate contact for the EntityCode for such things as 24-hour support, etc.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKEntityCode_MRID
	Int
	N
	Foreign key to the EntityCode table identifying the business entity's entity code.

	FKClient_MRID
	Int
	N
	Foreign key to the Client table identifying contact information

	FKContactType_ID
	Int
	N
	Foreign key to the ContactType table identifying the type of contact provided by Client for EntityCode

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.8.1 Constraints

· Combination of FKEntityCode_MRID, FKClient_MRID, and FKContactType_ID must be unique over period of ActivationTime to DeactivationTime.

· CreationDate</=ActivationDate</=DeactivationDate

2.2.8.2 Triggers

2.2.9 EntityRole

The EntityRole table defines all the roles that may be taken on by a given Entity under a specific EntityCode.  The entity code along with its valid roles should be used by software applications to determine if the activity being performed is allowed under that entity code.  For example, an entity code assigned only the role of PSE cannot be referred to in an electronic tag as a sink control area (or sink balancing authority).
[ed. Might consider tying entity roles to entity rather than entity code.  Then all entity codes inherit the roles allowed for the entity.  However, by tying to entitycode, one could register a single entity that has both PSE only rights on one entity code and BA/TSP rights on a different entity code.  Also may have a problem supporting the split tagging desks for BA (control area) versus TSP (transmission provider) if just key to entity.]
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKEntityCode_MRID
	Int
	N
	Foreign key to the EntityCode table.

	FKEntityRoleType_ID
	Int
	N
	Foreign key to the EntityRoleType table identifying the role associated with the entity code.

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.9.1 Constraints

· Combination of FKEntityCode_MRID and FKEntityRoleType_ID must be unique over period of ActivationDate to DeactivationDate.
· CreationDate</=ActivationDate</=DeactivationDate

2.2.9.2 Triggers

2.2.10 EntityRoleType

This table defines the basic roles that any given entity, by entity code, is allowed to assume.  The roles to be assigned in the V2.0 Registry are adopted from the NERC Functional Model, additional roles will be defined for backward compatibility.
The following are the basic roles envisioned:

· BA – Balancing Authority; equivalent to Control Area (CA) of today

· TSP – Transmission Service Provider; equivalent to TP

· TC – Transmission Customer; assign this role to the EntityCode that will be reserving transmission service under pro forma OATT

· PSE – Purchasing Selling Entity; same as today, the tagging "desk code"
· GPE – Generation Providing Entity; role assigned to generation owner or generation operator responsible for approving transactions at a tagged "source".

· LSE – Load Serving Entity; role assigned to PSE, load aggregator, etc., responsible for approving transactions at a tagged "sink".

· MO – Market Operator

· RA – Reliability Authority; equivalent to Security Coordinator

· RRO – Regional Reliability Organization
· TC/PSE – Backward compatible designation for merchant entity

· O/SE – Backward compatible designation for operations/security entity
· PKICA – Authorized PKI Certification Authority

· PKIPA – PKI Policy Authority

· (others?)

[ed. Added the CertificationRequired to support NERC compliance program.  Might want to be able to extend this beyond NERC certification, in that might want MOs to have ability to certify GPEs/LSEs.  In this case a given entity, like Duke Energy might have only one GPE entity code but certifications in multiple markets.  Question is how, or if, we might identify who is allowed to "certify" an entity in a given role. ]
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	Type
	Varchar(16)
	N
	Short acronym for the type of role.

	Description
	Varchar(255)
	N
	Brief description of the meaning ascribed to the registered role.

	CertificationRequired
	Boolean
	N
	Identifies whether the Entity's Role requires certification by another Entity.  If true/yes, FKEntity_MRID_CertifiedBy must be defined.

	FKEntity_MRID_CertifiedBy
	Int
	Y
	Foreign Key to Entity table identifying who has authority to certify the assignment of the Role to an Entity.

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.10.1 Constraints

· Type must be unique over period of ActivationDate to DeactivationDate.
· CreationDate</=ActivationDate</=DeactivationDate

2.2.10.2 Triggers

2.2.11 EntityCertification

This table identifies the roles an entity has been certified to perform.  The certification maps to the EntityCode since only certain entity codes will require certification, and certification could come from multiple "certifiers" for the different entity codes associated with the parent Entity.  Currently only anticipate NERC certification of operational/reliability functions.  This could expand to other certifications by other entities in the future.  Note that an Entity(Code) might be certified to perform a function, but not actually be performing that function.  The EntityRoleType table defines which functions the Entity is actually performing at a given point in time.
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKEntityCode_MRID
	Int
	N
	Foreign key to the EntityCode table identifying the business Entity's EntityCode that is certified to function in specific role.



	FKEntityRoleType_ID
	Int
	N
	Foreign key to the EntityRoleType table identifying the role the entity has been certified to perform.

Note: an entity may be certified to perform a role, but no longer actually performing that role/function.

	FKEntity_MRID_CertifiedBy
	Int
	N
	Foreign key to the Entity table identifying the business entity issued the certification.

This may not be necessary as EntityRoleType table contains the FK to the "certifiedby" Entity.

	Notes
	Varchar(???)
	Y
	Free form notes associated with the certification(?)

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.11.1 Constraints

· Combination of FKEntityCode_MRID, FKEntity_MRID_CertifiedBy, and FKEntityRoleType_ID  must be unique over period of ActivationTime to DeactivationTime.

· CreationDate</=ActivationDate</=DeactivationDate
2.2.11.2 Triggers

2.2.12 Client
The Client table contains the full name, address and contact information (i.e., phone, e-mail, etc.) for every user associated with a registered entity.  Entries in this table correspond both with real users, and with roles or system/application "users" that may act as either clients and/or servers on the behalf of the associated Entity.  Each Client entry may be associated with one or more ClientCertificates.  ClientCertificates are the user's PKI authentication credentials that must be presented when attempting to access any applications that use the Registry as the base for developing access controls.
[ed. When PKI is implemented, would propose that NERC provide a "robot" application that gathers all certificates issued since prior scan from all valid repositories and auto-populate the Client and ClientCertificate tables.  This would free all Registry subscribers from doing a similar function.  
Should there be a "default" user record entered in association with each entity?  This could then be used for admin and operator contacts in Entity and EntityCode tables until actual users established.  I would propose, YES.]

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier

	FKEntity_MRID
	Int
	N
	Foreign key to the Entity table identifying the business entity for this Client.

	FirstName
	Varchar(32)
	Y
	Client's first name.

	MiddleName
	Varchar(32)
	Y
	Client's middle name.

	LastName
	Varchar(32)
	N
	Client's last name

	ClientName
	Varchar(128)
	N
	Concatenation of FirstName, MiddleName, LastName. Defined by insert/update trigger.  Does this provide any benefit???

	Address1
	Varchar(32)
	Y
	User's primary business address.

	Address2
	Varchar(32)
	Y
	User's primary business address (cont'd).

	Address3
	Varchar(32)
	Y
	User's primary business address (cont'd).

	City
	Varchar(32)
	Y
	User's city

	StateProvince
	Varchar(4)
	Y
	User's State or Province (e.g., NY, ON).

	Country
	Varchar(4)
	Y
	Entity's Country (e.g., US, CA).

	PostalCode
	Varchar(32)
	Y
	Recognized postal code (e.g., zip).

	Phone1
	Varchar(16)
	Y
	Phone number.

	Phone2
	Varchar(16)
	Y
	Phone number.

	FAX
	Varchar(16)
	Y
	FAX number.

	Email
	Varchar(128)
	Y
	E-mail address.

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 

	FKClient_ID_Predecessor
	Int
	Y
	Foreign key to Client table set on update operation when deactivate old Client and create new Client record.




2.2.12.1 Constraints

· Combination of FKEntity_MRID, FirstName, MiddleName and LastName over period of ActivationDate to DeactivationDate must be unique(?). (Or FKEntity_MRID and UserName is unique, if we implement UserName element.)
· CreationDate</=ActivationDate</=DeactivationDate
2.2.12.2 Triggers

2.2.13 ClientCertificate
The ClientCertificate table contains entries for the various x.509 certificate credentials that are to be associated with a given User.  A given User may possess multiple X.509 certificates issued by multiple Certification Authorities.  Presentation of any one of these valid credentials during a system/application login process should be accepted as identifying that particular registered User.  Authentication of Client is yes/no decision; any valid certificate is representation that the Client is who they assert to be.  There is no distinction in access control associated with the use of different certificates.
[ed. Still need additional investigation on how to best perform the association between an x.509 certificate and the rootCA of the issuer.  Also need a determination of what actually constitutes uniqueness of a certificate, i.e., is it Subject + IssuerDN + OID?  Might give up on trying to abstract this too much in allowing different types of user identifiers and simply define support table solely for X.509 PKI rollout.  Opinions?]
[ed. Topic for discussion…Prior schema tried to accommodate both the ability to assign username/password "identifiers" as well as certificate information.  Certificate name uniqueness presents a problem in that a given user may have multiple certificates with same "distinquished name" (certificate "subject") issued by different cert authorities.  UserIdentifier table has been change to ClientCertificate table and contains the necessary ties to other certificate related tables.  Might be an issue for NERC, at least, to retain the ability to define username/password "accounts" for their different applications until all are converted to certificate based authentication.  Added a "ClientIdentifier" table that has a "username", a "password", and a key to Client table.  This was added to support possible use of 2-factor authentication (cert, username and password required) for NERC internal systems/applications.] 
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKClient_MRID
	Int
	N
	Foreign key to the Client table identifying this user.

	FKCertificateIssuer_ID
	Int
	N
	Foreign key to the CertificateIssuer table identifying the "Issuer Distinguished Name" along with other PKI information.

	Subject
	Varchar(255)
	N
	X.509 certificate "Subject" field

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.13.1 Constraints

· Combination of FKCertificateIssuer_ID and Identifier must be unique over period of ActivationTime to DeactivationTime (e.g., all registered X.509 certificates from given certification authority must be unique).
· CreationDate</=ActivationDate</=DeactivationDate

2.2.13.2 Triggers

2.2.14 ClientIdentifier
The ClientIdentifier table contains information primarily for use by NERC internal systems or applications to provide a means to associate a Client to a login account and/or provide for two-factor authentication of Clients(Users).  Initially, the only "type" of Client Identifier will be "username:password".  The Identifier element in this table will contain an encrypted version of the string containing the Client's username, a delimiting colon, and the Client's password.  New identifier types maybe defined in ClientIdentifierType table in the future, and may have their own application unique formatting/encoding rules for the "Identifier" element.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKClient_MRID
	Int
	N
	Foreign key to the Client table identifying this user.

	FKClientIdentifierType_ID
	Int
	N
	Foreign key to the ClientTypeIdentifier table identifying what information is held in the Identifier element.

	Identifier
	Varchar(255)
	N
	String defining an identifier to associate with the user/client.

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.14.1 Constraints

· Combination of FKClient_MRID and FKClientIdentifier_ID and Identifier must be unique over period of ActivationTime to DeactivationTime 

· CreationDate</=ActivationDate</=DeactivationDate

2.2.14.2 Triggers

2.2.15 ClientIdentifierType

This table defines the basic types of Client identifiers may be contained in the ClientIdentifier table.  Initially, this table will define a single identifier type of "username:password".  The Identifier element in ClientIdentifier associated with the "uasername:password" identifier type will be an encrypted string containing the Client's username, a delimiting colon, and the Client's password. that any given Client by entity code is allowed to assume.  

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	Type
	Varchar(16)
	N
	Short acronym for the type of client identifier.

	Description
	Varchar(255)
	N
	Brief description of the meaning ascribed to the identifier.

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.15.1 Constraints

· Type must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

2.2.15.2 Triggers

2.2.16 ClientRole
[ed. We still… Need significant discussion on whether the ClientRole and ClientRoleType tables should be implemented.  This information is a type of crude access control list (ACL).  However, most system administrators agree that access control is totally in their purview and should NOT be part of the Registry.  These tables may be implemented, but only as the basis for NERC's own internal ACL definition and not be published as part of the official registry.]
The ClientRole table associates a Client with arbitrary application recognized "roles" as defined in the ClientRoleType table.  Software Applications which base their access control on the Registry would use the relationships established in the ClientRole table to determine for the Client logged in and attempting to take an action whether the rights to assume/act in the "role(s)" have been granted.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	
	
	
	

	FKClient_MRID
	Int
	N
	Foreign key to the Client table.

	FKClientRoleType_ID
	Int
	N
	Foreign key to the ClientRoleType table identifying the role associated with the User when logged in under referenced UserCertificate and acting as referenced EntityCode.

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.16.1 Constraints

· Combination of FKEntityCode_MRID, FKClient_MRID, and FKClientRoleType_ID must be unique
· CreationDate</=ActivationDate</=DeactivationDate
2.2.16.2 Triggers

2.2.17 ClientRoleType
This table defines the basic roles that any given Client by entity code is allowed to assume.  These roles are totally abstract and require mutual understanding and cooperation in interpretation of a given role in the context of a given software application.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	Type
	Varchar(16)
	N
	Short acronym for the type of role.

	Description
	Varchar(255)
	N
	Brief description of the meaning ascribed to the registered role.

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.17.1 Constraints

· Type must be unique over period of ActivationDate to DeactivationDate
· CreationDate</=ActivationDate</=DeactivationDate

2.2.17.2 Triggers

2.2.18 CertificateRoot

The CertificateRoot table provides information necessary to identify the PKI root certification authority (RootCA).  This information must be protected from any potential malicious or accidental modification.  The Policy Administrator will submit both the "RootCAIdentifier" information along with a digitally signed hash of that information.  Qualified relying parties must verify that the "root information" has not been modified since it was signed by the Policy Authority before it is used to configure PKI enabled applications.

[ed. Note that there is still an open question on whether there will be a single rootCA with all other CAs subordinated, or whether any given authorized CA may have their own self-signed root CA certificate.  If the former is true, this table will contain one and only one entry to identify the ultimate root CA.]

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKEntity_MRID
	Int
	N
	Foreign key to the Entity table identifying the business entity qualified as a Root level Certification Authority.

	RootCAIdentifier
	Varchar(2048)
	N
	Pertinent information that allows for identification of the RootCA.  Might be a base64 (?) encoded version of the RootCA's public certificate, or may only be the RootCAs distinquished name.

	PASignature
	Varchar(2048)
	N
	PolicyAuthority's digital signature for the RootCAIdentifier.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying the user that last updated this record.


2.2.19 CertificatePolicy
[ed. More investigation required on how and what is needed to accurately identify qualified certification authorities.  This is preliminary information.]
The CertificatePolicy table identifies the particular certificate policy, by unique Object Identifier (OID), under which the designated Entity has been qualified to issue X.509 certificates in compliance with the e-MARC certificate policy.  A given Entity, as Certification Authority, may administer multiple programs under separate certificate policies all of which qualify as e-MARC compliant.
[ed. Whether there are "equivalent OIDs" or only e-MARC OIDs will determine the structure for this table.  If there are ONLY e-MARC OIDs, these can be defined without key to entity.  If there are equivalent e-MARC OIDs, will define the OIDs under which each authorized CA will issue certificates.  More resolution in this area will come with time as PKI program is rolled out.]
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKCertificateRoot_ID
	Int
	N
	Foreign key to the CertificateRoot table identifying the rootCA of the business entity authorized as a Certification Authority.

	FKCertificateType_ID
	Int
	N
	Foreign key to the CertificateType table identifying which e-MARC policy OID/role equates to this CAs OID.

	OID
	Varchar(64)
	N
	Globally unique object identifier assigned to the authorized certificate policy administered by the CA.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.2.19.1 Constraints

· Combination of FKCertificateRoot_ID, FKCertificateType_ID, and OID must be unique over period of ActivationDate to DeactivationDate.
· CreationDate</=ActivationDate</=DeactivationDate

2.2.19.2 Triggers

2.2.20 CertificateType

This table defines the basic types of certificates that may be issued under the e-MARC Certificate Policy.  Each certificate type equates to a unique Object Identifier (OID) declared in the e-MARC policy.  If only the e-MARC OIDs are valid, this table could be merged with the CertificatePolicy table. 
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	Type
	Varchar(16)
	N
	Short acronym for the certificate type.

	Description
	Varchar(255)
	N
	Brief description of the meaning ascribed to the certificate type.

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.2.21 CertificateIssuer
[ed. More investigation required on how and what is needed to accurately identify qualified certification authorities.  This is preliminary information.]
The CertificateIssuer table identifies one or more possible certificate "Issuers" that may be referenced in X.509 certificates issued under the auspices of an authorized certification authority and certificate policy. IssuerDN (issuer distinquished name) or IssuerIdentifier field will be refined in future documentation since the exact nature of the information needed by cyber-security applications to authenticate users is still being developed.  The issuer identification information must be protected from any potential malicious or accidental modification.  The Policy Administrator will submit both the "IssuerIdentifier" information along with a digitally signed hash of that information.  Qualified relying parties must verify that the "root information" has not been modified since it was signed by the Policy Authority before it is used to configure PKI enabled applications.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKEntity_MRID
	Int
	N
	Foreign key to the Entity table identifying the business entity authorized as a Certification Authority.

	FKCertificateRoot_ID
	Int
	N
	Foreign key to the Authorized CAs Root Certification Authority

	IssuerDN
-or-

IssuerIdentifier
	Varchar(???)
	N
	Issuer's distinguished name as it will appear in the IssuerDN field of all X.509 Certificates issued under this qualifying policy.  Or, other necessary information required to uniquely identify certificate issuers.

	PASignature
	Varchar(???)
	N
	PolicyAuthority's digital signature for the IssuerIdentifier.

	ClientPrototypeDN
	Varchar(255)
	N
	Regular expression that can be used as a character mask to associate the Subject field of issued X.509 client Certificates with this qualified CertificateIssuer.  (Possible to do?)

	ServerPrototypeDN
	Varchar(255)
	N
	Regular expression that can be used as a character mask to associate the Subject field of issued X.509 server Certificates with this qualified CertificateIssuer.  (Possible to do?)

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.2.21.1 Constraints

· IssuerDN (IssuerIdentifier) must be unique over period of ActivationDate to DeactivationDate
· CreationDate</=ActivationDate</=DeactivationDate

2.2.21.2 Triggers

2.2.22 ContactType

The ContactType table defines the specific "contacts" that can be associated with an Entity, EntityCode, or Server. Initially this table will define the following unique Contact types:

· Admin – Provides administrative functions for Entity, EntityCode, or Server such as registration administrator.

· Techsupport – Provides technical support information for Entity, EntityCode, Server.

· 24hr – Provides 24-hour operations contact for Entity, EntityCode, or Server.

[ed. Need to discuss what various contact types are appropriate and if there is any need to distinguish or limit a particular type to only an Entity, or EntityCode, or Server.] 
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	Type
	Varchar(32)
	N
	Type of Server that can be registered.

	Description
	Varchar(255)
	N
	Brief description explaining Server Type.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record.


2.2.22.1 Constraints

· Type must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

2.2.22.2 Triggers

2.3 Servers and Applications
2.3.1 Server
The Server table identifies each unique software/hardware Server system that must be registered.  Each Server is identified by a ServerType (e.g., OASIS), and a Uniform Resource Identifier (URI).  Since each Server may use mutual authentication when completing client-initiated connections, each registered Server must have a  corresponding entry in the User table and the authentication credentials (i.e., X.509 certificate) that the Server will use in identifying itself established in the UserIdentifier table.
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier associated with the Server.

	FKEntity_MRID
	Int
	N
	Foreign Key to Entity table identifying the owner/operator of the Server.

	FKServerType_ID
	Int
	N
	Foreign key to the ServerType table identifying the type of Server registered.

	URI
	Varchar(255)
	N
	Uniform Resource Identifier (Locator) for the Server.

	Description
	Varchar(255)
	Y
	Brief description of the Server registered.

	
	
	
	

	
	
	
	

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record.

	FKServer_ID_ Predecessor
	Int
	Y
	Foreign key to Server table set on update of a Server that deactivates old Server and inserts new Server record. 


2.3.1.1 Constraints

· Combination of FKServerType_ID and URI must be unique over the period of ActivationDate to DeactivationDate.
· CreationDate</=ActivationDate</=DeactivationDate

2.3.1.2 Triggers

2.3.2 ServerType

The ServerType table defines the specific Server function/application implemented. Initially this table will define the following unique Server types:
· OASIS – Defines the OASIS node in Server registered to a particular Transmission Service Provider (TSP) by the ServerEntityCode table.

· TagAgent – Defines the Tag Agent node in the Server table registered to a particular Purchasing Selling Entity (PSE) by the ServerEntityCode table.

· TagAuthority – Defines the Tag Authority node in the Server table registered to a particular Balancing Authority (BA, aka Control Area) by the ServerEntityCode table.

· TagApproval – Defines the Tag Approval node in the Server table registered to a particular BA, TSP, or PSE by the ServerEntityCode table.

· TagForwarder – Defines the Tag Forwarding node in the Server table registered to a particular RA by the ServerEntityCode table.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	Type
	Varchar(32)
	N
	Type of Server that can be registered.

	Description
	Varchar(255)
	N
	Brief description explaining Server Type.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record.


2.3.2.1 Constraints

· Type must be unique over period of ActivationDate to DeactivationDate
· CreationDate</=ActivationDate</=DeactivationDate

2.3.2.2 Triggers

2.3.3 ServerContact

The ServerContact associates a record in the Client table to a ContactType and Server.  Establishes information for the appropriate contact for the Server for such things as administrative or technical support, etc.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKServer_MRID
	Int
	N
	Foreign key to the Server table identifying the application server.

	FKClient_MRID
	Int
	N
	Foreign key to the Client table identifying contact information

	FKContactType_ID
	Int
	N
	Foreign key to the ContactType table identifying the type of contact provided by Client for Server

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.3.3.1 Constraints

· Combination of FKServer_MRID, FKClient_MRID, and FKContactType_ID must be unique over period of ActivationTime to DeactivationTime.

· CreationDate</=ActivationDate</=DeactivationDate

2.3.3.2 Triggers

2.3.4 ServerCertificate

The ServerCertificate table contains entries for the various x.509 certificate credentials that are to be associated with a given Server.  Typically a given Server will present only one authentication certificate to the client during SSL session establishment.  However, the ability that a Server might present more than one certificate at any point in time is supported, e.g., during cutover of server keys to a new Certification Authority.  Note that in some cases the same server authentication credentials (certificate) may be used by more than one registered "Server";these certificates must be registered separately for each Server on which they are used.
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKServer_MRID
	Int
	N
	Foreign key to the Server table identifying this system/server/application.

	FKCertificateIssuer_ID
	Int
	N
	Foreign key to the CertificateIssuer table identifying the "Issuer Distinguished Name" along with other PKI information.

	Subject
	Varchar(255)
	N
	X.509 certificate "Subject" field

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.3.4.1 Constraints

· Combination of FKServer_MRID, FKCertificateIssuer_ID and Identifier must be unique over period of ActivationTime to DeactivationTime (e.g., registered X.509 certificate for given Server from given certification authority must be unique).

· CreationDate</=ActivationDate</=DeactivationDate

2.3.4.2 Triggers

2.3.5 ServerEntityCode

The ServerEntityCode table maps a registered Server to one or more EntityCodes.  Only EntityCodes assigned to certain Roles (see EntityRole table) may be mapped to specific types of Servers as follows:
· EntityCodes assigned the role of Transmission Service Provider MUST be mapped to both a Server of Type OASIS and Type TagApproval.

· EntityCodes assigned the role of Purchasing Selling Entity MAY optionally be mapped to a Server of Type TagAgent and Type TagApproval.

· EntityCodes assigned the role of Balancing Authority MUST be mapped to both a Server of Type TagAuthority and Type TagApproval.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKServer_MRID
	Int
	N
	Foreign key to the Server table identifying the Server to associate with the EntityCode.

	FKEntityCode_MRID
	Int
	N
	Foreign key to the EntityCode table identifying the entity code associated with the registered Server.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.3.5.1 Constraints

· Combination of FKServer_MRID and FKEntityCode_MRID must be unique over period of ActivationDate to DeactivationDate.
· CreationDate</=ActivationDate</=DeactivationDate

· EntityCode referenced by FKEntityCode_MRID must be associated with appropriate role for the Server/ServerType referenced by FKServer_MRID.  Any update to EntityRole table referencing EntityCode may require deactivation of ServerEntityCode record(s), i.e., if BA role deleted for EntityCode, the ServerEntityCode records mapping to TagAuthority and TagApproval systems should be deactivated.
2.3.5.2 Triggers

2.3.6 Application

The Application table defines the names for the various software applications which have unique enumerated data types that must be defined in the Registry.  The following applications will be defined initially
· OASIS

· Etag

Since definition of Applications and ApplicationAttributes would be updated very infrequently and usually under the authority of the Registry Administrator, an MRID is not assigned to these table records.
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	Name
	Varchar(16)
	N
	Short name associated with the application.

	Description
	Varchar(255)
	N
	Brief description of the application.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.3.6.1 Constraints

· Name must be unique over period of ActivationDate to DeactivationDate.
· CreationDate</=ActivationDate</=DeactivationDate

2.3.6.2 Triggers

2.3.7 ApplicationAttribute
This table enumerates the names of the various application specific data elements that are limited to take on a value as defined in a set of registered values. 

The OASIS application requires the registration of the valid values that may be used in association with the following ApplicationAttributes (not all inclusive):
· SERVICE_INCREMENT

· TS_CLASS

· TS_TYPE

· TS_PERIOD

· TS_WINDOW

· AS_TYPE

· REQUEST_TYPE

· RETURN_TZ

The Etag application requires the registration of the valid values for the following ApplicationAttributes (not all inclusive):

· TransProduct - Registered transmssion product codes for TransmissionAllocation element
· EnergyProduct - Registered energy product codes for MarketSegment element
· NHMFlag - Y/N Flag for TPs supporting next-hour market operations
· TagError - Registered set of standardized tag error codes
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKApplication_ID
	Int
	N
	Foreign key to the Application table identifying to which Application these ApplicationAttributes apply.

	Attribute
	Varchar(32)
	N
	Name of the data element with enumerated values.

	Description
	Varchar(255)
	N
	Brief description of what the attribute means or applies to.

	ApprovalRequired
	Boolean
	N
	Indicates if registration of attribute value(s) subject to approval.  If set to true/yes, FKEntity_MRID_ApprovedBy must be defined.

	FKEntity_MRID_ApprovedBy
	Int
	Y
	Foreign Key to the registered Entity that has approval rights over attribute values.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.3.7.1 Constraints

· Combination of FKApplication_ID and Attribute fields must be unique over period of ActivationDate to DeactivationDate
· CreationDate</=ActivationDate</=DeactivationDate

2.3.7.2 Triggers

2.3.8 ApplicationAttributeValue

This table defines the enumerated values that may be assigned to the application data elements named in the ApplicationAttribute table.  For example, the OASIS "TS_CLASS" ApplicationAttribute may take on the following ApplicationAttributeValues:
· FIRM

· NON-FIRM

· NETWORK

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry; retained for backward compatibility with V1.7 Registry.

	FKApplicationAttribute_ID
	Int
	N
	Foreign key to the ApplicationAttribute table identifying to which Attribute this Attribute Value applies.

	FKEntity_MRID_RegisteredBy
	Int
	N
	Foreign key to entity that registered the AttributeValue.

	FKEntity_MRID_ApprovedBy
	Int
	Y
	Foreign key to the entity that has approval rights over the registration of the AttributeValue (e.g., NERC or NAESB or MIC).


	Approved
	Boolean
	N
	Approval status of the record, Y/N.


	Value
	Varchar(64)
	N
	Value that the application attribute may take on.

	Description
	Varchar(255)
	N
	Brief description of what the attribute value means.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.3.8.1 Constraints

· Combination of FKApplicationAttribute_ID and Value fields must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

2.3.8.2 Constraints

2.3.8.3 Triggers

2.4 Topology

2.4.1 Interconnection

The Interconnection table defines the different synchronous electrical grids present in North America.  The following values will be present in the Registry:
· EI – Eastern Interconnection

· ERCOT – Texas Interconnection

· WECC – Western Interconnection

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier

	Name
	Varchar(16)
	N
	Short acronym for the interconnection.

	Description
	Varchar(255)
	N
	Full name for the interconnection.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.

	FKInterconnection_ID_ Predecessor
	Int
	Y
	Foreign key to Interconnection table set on update of an Interconnection that deactivates old Interconnection and inserts new Interconnection record. 


2.4.1.1 Constraints

· Name must be unique over period of AcitvationDate to DeactivationDate.
· CreationDate</=ActivationDate</=DeactivationDate

2.4.1.2 Triggers

2.4.2 Region

The Region table identifies the regional reliability councils established by NERC and associates each region with their corresponding Interconnection.  The following values will be present in the Registry:
· NPCC – Northeast Power Coordinating Council

· MAAC – Mid-Atlantic Area Council

· ECAR – East Central Area Reliability Council

· MAIN – Mid-America Interconnected Network, Inc.

· SERC – Southeastern Electric Reliability Council

· FRCC – Florida Reliability Coordinating Council

· SPP – Southwest Power Pool, Inc.

· MAPP – Mid-Continent Area Power Pool

· ERCOT – Electric Reliability Council of Texas, Inc.

· WECC – Western Electric Coordinating Council

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier

	FKInterconnection_MRID
	Int
	N
	Foreign key to interconnection containing this Region.

	Name
	Varchar(16)
	N
	Short acronym for the region

	Description
	Varchar(255)
	N
	Full name for the region.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying the user that last updated this record.

	FKRegion_ID_Predecessor
	Int
	Y
	Foreign key to EntityCode table set on update of an EntityCode that deactivates old EntityCode and inserts new EntityCode record. 


2.4.2.1 Constraints

· Name must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

2.4.2.2 Triggers

2.4.3 Market
The Market table contains the names for all of the various markets operating in North America.  A Market is assumed to wholly contain one or more (control) Areas and operate under the authority of a single Market Operator.  However, the possibility that (electrically cohesive) Zones within an Area may be in/out of a given market, Zones rather than Areas are mapped to the Market table.
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier

	FKEntityCode_MRID_MO
	Int
	N
	Foreign key to EntityCode with role of 'MO' for this Market.

	Name
	Varchar(16)
	N
	Short acronym for the Market.

	Description
	Varchar(255)
	N
	Full name/description of the Market.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying the user that last updated this record.

	FKMarket_ID_Predecessor
	Int
	Y
	Foreign key to MarketTable table set on update of a MarketTable record that deactivates old record and inserts new MarketTable record. 


2.4.3.1 Constraints

· Name must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

· Any update to EntityRole table which might remove the role of MO from an EntityCode needs to be reconciled; procedurally would need to add and associate new MO before removing old MO.

2.4.3.2 Triggers

2.4.4 MarketAdjacency

This table identifies for a given Market, all adjacent Markets that have commercial(?) interconnection ties with that Market.  This information might be used to validate "scheduling path" connectivity. 
[ed. This would only be of any value if we enforced that every Area must be mapped to a Market entry.  That is, for those areas that aren't in a market, there would still be a single market record to associate with that area.  This is only valid to define scheduling path adjacency.  This might be too constraining given the degree of flux that may exist in how e-scheduling finally pans out.
[ed. The role of IA, MO and BAs in future scheduling needs to be discussed.  Could see the "Market" actually establishing the IA for all BAs within the market (one-to-one for non-market areas).  The Market Adjacency basically identifies the "checkout" parties for the IA or BA Scheduling Agent (aka the RTO in case of MISO).  IA checks out with all adjacent IAs (all IAs adjacent in a "skip scheduling" type of arrangement).  Each IA checks out with internal BAs, and they in turn checkout with the IA.  This role of IA is NOT as outlined in the NERC Functional Model, but might be a point to be discussed in that forum…they added concept of MO.]

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKMarket_MRID
	Int
	N
	Foreign key to Market

	FKMarket_MRID_AdjacentMarket
	Int
	N
	Foreign key to Area that is adjacent to area referenced in FKArea

	CreationDate
	DateTime
	N
	Date/Time when entity record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered valid and able to conduct business; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entity is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to Client table identifying who last updated this record. 


2.4.4.1 Constraints

· Combination of FKMarket_MRID and FKMarket_MRID_AdjacentMarket must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

2.4.4.2 Triggers

2.4.5 Area

The Area table contains the names for all the metered areas operating as Control Areas under the direction of a designated Balancing Authority.
[ed. The registration process may enforce the constraint that the EntityCode for a given Area's BA must match the Area's acronym.  However, there appear to be registered cases where the tagging code for the CA (BA) does not match the acronym (entity_code) for the CA.  This would be allowed in this schema where the CA acronym is the registered area, but the tagging entity for the CA is the EntityCode of the BA.
The following schema assumes one to one correspondence between an Area and its BA.  If for some reason there may be many BAs for an Area (seems to defeat the basic definition of Area and BA, no?), schema would use an AreaBA table construct to define the mapping.
Need further discussion on how to register and associate DC Tie Operators.  One possibility is to give them an Area definition; they are currently flagged in Registry as a CA. Would like some examples on how/when the DCTie Operator designation is used in the tagging application.]
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier

	FKEntityCode_MRID_BA
	Int
	N
	Foreign key to EntityCode with role of 'BA' for this area.

	Name
	Varchar(16)
	N
	Short acronym for the (control) area.

	Description
	Varchar(255)
	N
	Full name/description of the area.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying the user that last updated this record.

	FKArea_ID_Predecessor
	Int
	Y
	Foreign key to Area table set on update of an Area record that deactivates old record and inserts new Area record. 


2.4.5.1 Constraints

· Name must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

· Any update to EntityRole table which might remove the role of BA from an EntityCode needs to be reconciled; procedurally would need to add and associate new BA before removing old BA.
2.4.5.2 Triggers

2.4.6 AreaAdjacency

This table identifies for a given (Control) Area, all adjacent Areas that have physical interconnection ties with that Area.  This information may be used to validate "contract path" connectivity.

[ed. Need to discuss utility of this information in the future.  Also need to determine if adjacency entries need full date/time/update information.]

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKArea_MRID
	Int
	N
	Foreign key to Area

	FKArea_MRID_AdjacentArea
	Int
	N
	Foreign key to Area that is adjacent to area referenced in FKArea_MRID

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying the user that last updated this record.


2.4.6.1 Constraints

· Combination of FKArea_MRID and FKArea_MRID_AdjacentArea must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

· Deactivation of an Area record should force Deactivation of all adjacency records referencing that area by FKArea_MRID or FKArea_MRID_AdjacentArea.

2.4.6.2 Triggers

2.4.7 AreaRegion

This table associates an Area with one or more Regions.  Currently, a given metered (control) area is wholly contained within one (reliability) Region.  With the potential for control area consolidation across market footprints, there is higher probability that an area may span multiple regions.

[ed. Question if this information is needed.]
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKArea_MRID
	Int
	N
	Foreign key to Area.

	FKRegion_MRID
	Int
	N
	Foreign key to Region.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying the user that last updated this record.


2.4.7.1 Constraints

· Combination of FKArea_MRID and FKArea_Region must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

2.4.7.2 Triggers

2.4.8 Zone

The Zone table identifies electrically cohesive zones within each Interconnection.  Zones will be used by reliability tools such as the IDC when assessing the impact of transactions and guiding reliability procedures to mitigate congestion.  Initially, each (Control) Area will have at least one Zone defined corresponding to the Area itself.  As more granularity is achieved, the number of zones will increase.  

Zones have a distinct locational attribute with respect to the electric grid.  Areas on the other hand are not necessarily locational in nature.  For example, Commonwealth Edison in the MAIN region would have an Area defined as CE, and also at least one Zone (typically named CE) corresponding to the bulk of facilities within ComEd's Illinois service territory.  If ComEd were to enter into a dynamic scheduling agreement with a major load in another Area, the most appropriately modeled Zone within that other Area should have a new link added in the ZoneArea table to show that ComEd now has some balancing authority responsibility over that Zone.  Then ComEd should define the new load (sink) ServicePoint to be used in the tagging application and associate that ServicePoint with the appropriate Zone.  Tags with ComEd as load control area, and referencing the new ComEd sink ServicePoint would then have their impact more appropriately modeled in IDC to the correct Zone as opposed to the CE Zone (Area). Ideally, if the load were large enough, the contractual agreement should be reflected by the modeling of a new Zone that is linked solely to ComEd.
It is assumed that a given Zone will be under the authority of a single Reliability Authority. 
[ed. An explanation to justify why a zone may fall under more than one Area was added above; this can be discussed more at the next meeting.  Introduce the Zone to RA  association.  Need to discuss the possibility for more than one RA to have authority over a given Zone. ]

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier

	FKEntityCode_MRID_RA
	Int
	N
	Foreign key to EntityCode associated with the Entity acting in the role of Reliability Authority over the Zone.

	Name
	Varchar(16)
	N
	Short acronym for the zone.

	Description
	Varchar(255)
	N
	Full name/description of the zone.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.

	FKZone_ID_Predecessor
	Int
	Y
	Foreign key to Zone table set on update of a Zone record that deactivates old record and inserts new Zone record. [ed. Since we'll most likely have one Zone split into multiple new zones (never merging), does this predecessor key give any useful information?  Do we need a more robust relationship structure?]


2.4.8.1 Constraints

· Name must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

2.4.8.2 Triggers

2.4.9 ZoneArea

The ZoneArea table associates each Zone with one or more Areas.  Typically, there is a one-to-one relationship between a Zone and Area.  Cases where this may not apply include instances of dynamically scheduled loads physically located within one Zone/Area but electronically metered into another Area.  The Zone is defined only once (physical location with respect to network model), and mapped to the two Areas (or remapped from one to the other if the entire Zone metered into the new Area).
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKZone_MRID
	Int
	N
	Foreign key to Zone.

	FKArea_MRID
	Int
	N
	Foreign key to Area containing Zone.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying the user that last updated this record.


2.4.9.1 Constraints

· Combination of FKZone_MRID and FKArea_MRID must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

2.4.9.2 Triggers

2.4.10 ZoneMarket

This table associates a Zone with its Market, if one is present. 

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKZone_MRID
	Int
	N
	Foreign key to Zone.

	FKMarket_MRID
	Int
	N
	Foreign key to Market

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying the user that last updated this record.


2.4.10.1 Constraints

· Combination of FKZone_MRID and FKMarket_MRID must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

2.4.10.2 Triggers

2.4.11 ServicePoint

The ServicePoint table defines all the registered "points" of commercial importance.  These ServicePoints include POR/POD definitions for Transmission Service Providers as used in the OASIS reservation and transmission path tagging process.  Source/Sink definitions are specifically used in the tagging process, but ultimately should be reconciled with analogous fields in the OASIS.  A given registered ServicePoint may assume multiple roles (e.g., POR or POD), and may be used by multiple TSPs (e.g., an interconnection point).
A variety of mapping tables provide associations between registered ServicePoints and EntityCodes for the following purposes:

· OASISServicePointTSP – associates a ServicePoint with one or more Transmission Service Providers for OASIS POR/POD registration.
· TagServicePointGPE – associates a "source" service point with an entity code of the PSE authorized to act as a Generation Providing Entity and identifies who has approval rights over tags sourcing from that point.
· TagServicePointLSE - associates a "sink" service point with an entity code of the PSE authorized to act as a Load Serving Entity and identifies who has approval rights over tags sinking at that point.
[ed. Note that schema definition assumes that given ServicePoint of same name represents the same point if defined by multiple entities (TSPs).  Current registry makes no such assumption; all registered names are "owned" by the registrant.  The FKEntity element was added to support this capability until we can get cooperative registration of servicepoints.
Resolution of who has approval rights over ServicePoint registration needs to be discussed.  Since ServicePoint must be mapped to a Zone, it would seem to require registration by an operational entity.  Could limit who can register servicepoints by which zone the point is to be registered in; registration in zone limited to either the BA or both BA and MO tied to the zone.  Could determine who has approval by the ZoneArea and ZoneMarket mapping.  If the ServicePoint is tied to a Zone that is mapped to a Market, the MO has approval rights (but could be registered by the BAs).  If Zone has no Market, than Zone's Area BA has approval rights.]
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier; retained for backward compatibility.

	FKEntity_MRID_RegisteredBy
	Int
	N
	Foreign key to entity that registered the service point.

	FKEntity_MRID_ApprovedBy
	Int
	N
	Foreign key to the entity that will approve registration of the ServicePoint.  Application will determine how to resolve this.  For example, GPEs/LSEs allowed to register points in a market would select the 'market' and Market FKEntityCode_MRID_MO would be resolved as the one to approve the registration.  If the registrar is the MO (FKEntity_MRID_RegisteredBy=FKEntity_MRID_ApprovedBy), than its automatically approved.

	Approved
	Boolean
	N
	Approval status of the record, Y/N
.

	Name
	Varchar(16)
	N
	Short acronym for the ServicePoint

	Description
	Varchar(255)
	N
	Full name/description of the ServicePoint.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.

	FKServicePoint_ID_Predecessor
	Int
	Y
	Foreign key to ServicePoint table set on update of a ServicePoint record that deactivates old record and inserts new ServicePoint record. [ed.  Do we need a more robust relationship structure?]


2.4.11.1 Constraints

· Name must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

2.4.11.2 Triggers

2.4.12 ServicePointRole

The ServicePointRole table associates each registered ServicePoint with one or more defined "roles" that ServicePoint may assume.

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKServicePoint_MRID
	Int
	N
	Foreign key to ServicePoint

	FKServicePointRoleType_ID
	Int
	N
	Foreign key to ServicePointRoleType

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.4.12.1 Constraints

· Combination of FKServicePoint_MRID and FKServicePointRoleType_ID must be unique

· CreationDate</=ActivationDate</=DeactivationDate

2.4.12.2 Triggers

2.4.13 ServicePointRoleType

This table defines the valid "roles" under which service points may be registered.  The following service point roles will be defined initially:

· POR – Point of Receipt

· POD – Point of Delivery

· Source – Ultimate point of generation

· Sink – Ultimate point of load

· DCTie(?)

· Path(?)

[ed. Might consider having more application specific "types" until we reconcile all the apps to one another.  That is, have OASISPORs, OASISPODs, OASISSources OASISSinks, TagSources, TagSinks, etc.]
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	Type
	Varchar(16)
	N
	Short acronym for the type of role.

	Description
	Varchar(255)
	N
	Full name/description of the role.

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.4.13.1 Constraints

· Type must be unique over period of ActivationDate to DeactivationDate

· CreationDate</=ActivationDate</=DeactivationDate

2.4.13.2 Triggers

2.4.14 ServicePointZone

The ServicePointZone table associates each ServicePoint with one or more Zones.  Source or Sink ServicePoints and all "internal" POR and POD ServicePoints should be associated with only a single zone; POR and POD ServicePoints that represent interfaces between adjacent Zones (Areas/Markets) would map to each appropriate Zone.
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	FKServicePoint_MRID
	Int
	N
	Foreign key to ServicePoint

	FKZone_MRID
	Int
	N
	Foreign key to Zone

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.4.14.1 Constraints

· Combination of FKServicePoint_MRID and FKZone_MRID must be unique over period from ActivationDate to DeactivationDate.
2.4.14.2 Triggers
2.4.15 OASISServicePointTSP

The OASISServicePointTSP table associates a ServicePoint with one or more Transmission Service Providers.  Multiple TSPs could be associated with a single service point when that service point is an interconnection, or when both a regionally administered OATT and individual OATTs could be used to reserve service on that point (e.g., SPP vs SPP transmission owners, MAPP vs MAPP transmission owners, etc.).  
ServicePoints associated with TSPs should correspond with that TSPs valid OASIS POR, POD, Source and/or Sink definitions.  Current regulations and standards only require the TSP to register PORs and PODs.  Possible extension to the registration of sources, sinks, paths and flowgates should be accommodated.  The Master Registry Identifier is defined for backward compatibility with the V1.7 Registry and e-Tag V1.7 XML schema requirement to support unique POR/POD identifiers.  This will allow a restriction to be enforced on the ServicePoint table such that a given POR/POD name within a given Zone will not appear more than once in the ServicePoint table.  This is an OASIS and e-Tag application specific table. 

	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier required for backward compatibility.

	FKServicePoint_MRID
	Int
	N
	Foreign key to ServicePoint

	FKEntityCode_MRID_TSP
	Int
	N
	Foreign key to EntityCode whose role is Transmission Service Provider

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.4.15.1 Constraints

· Combination of MRID, FKServicePoint_MRID and FKEntityCode_MRID_TSP must be unique over period of ActivationDate to DeactivationDate.

· CreationDate</=ActivationDate</=DeactivationDate

2.4.15.2 Triggers

2.4.16 TagServicePointGPE
[ed. Note that the current registry makes no distinction between Source or Sinks and assignment of approval rights.  The TagServicePointGPE and TagServicePointLSE tables as presented would allow a PSE that acts as both GPE and LSE to designate different approval entities for a given source/sink service point based on usage.  That is the service point when used as a sink could proxy approval to the sink CA (BA), while the same service point when used as a source could have approval directed to the GPE itself.  This flexibility would seem useful.  However, we could retain all current functionality by having a single "TagServicePointPSE" (or "TagServicePointGPELSE")_table that simply associates a PSE with a source/sink and grants approval to one entity regardless of context.]
The TagServicePointGPE table associates each tagging Source ServicePoint with the PSE EntityCode to be notified and granted approval rights by the Tagging process when that source appears in the tag.  The Balancing Authority for the Area containing the ServicePoint is typically granted approval rights as GPE/LSE by default. This is a Tagging application specific table.  The Master Registry Identifier field in this table must be retained for backward compatibility to identify sources/sinks with the same name associated with specific tagging GPEs/LSEs; note the the source/sink name appears only once in the ServicePoint table and will be registered/approved by the Balancing Authority or Market Operator.  The MRID field as well as the rest of the contents of records in Tag ServicePointGPE must be coordinated with and match records in the TagServicePointLSE table.  Once backward compatibility is no longer required by tagging and appropriate tagging schema changes are made these restrictions may be lifted.
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier retained for backward compatibility.

	FKServicePoint_MRID_Source
	Int
	N
	Foreign key to ServicePoint identified as a Source

	FKEntityCode_MRID_GPE
	Int
	N
	Foreign key to EntityCode (PSE, GPE or LSE) serving as GPE for this ServicePoint.

	FKEntityCode_MRID_TagApproval
	Int
	N
	Identifies the entity to be granted approval rights on tags sourcing at the service point in connection with the tagging GPE.  This would typically be the GPE EntityCode itself, another EntityCode associated with gen owner/operator, or the Source Balancing Authority.

	FKEntity_MRID_ApprovedBy
	Int
	N
	Foreign key to the entity that approved registration of the ServicePoint by the GPE.  Application will determine how to resolve this (probably from FKEntity_MRID_ApprovedBy in the ServicePoint table).

	Approved
	Boolean
	N
	Approval status of the record, Y/N.  

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.4.16.1 Constraints

· Combination of MRID, FKServicePoint_MRID_Source and FKEntityCode_MRID_GPE must be unique over period of ActivationDate to DeactivationDate.

· CreationDate</=ActivationDate</=DeactivationDate

2.4.16.2 Triggers

2.4.17 TagServicePointLSE
The TagServicePointLSE table associates each tag Sink ServicePoint with the PSE EntityCode to be granted approval rights by the Tagging process when that PSE and sink appears in the tag. The Balancing Authority for the Area containing the ServicePoint is typically granted approval rights as GPE/LSE by default.  This is a Tagging application specific table.  See specific limitations related to TagServicePointLSE table in the TagServicePointGPE description.
	Column Name
	Data Type
	Allow Null
	Description

	ID
	Int (ident)
	N
	Primary Key.

	MRID
	Int
	N
	Master Registry Identifier retained for backward compatibility.

	FKServicePoint_MRID_Sink
	Int
	N
	Foreign key to ServicePoint with attribute of Sink

	FKEntityCode_MRID_LSE
	Int
	N
	Foreign key to EntityCode serving as LSE for this ServicePoint

	FKEntityCode_MRID_TagApproval
	Int
	N
	Foreign key to EntityCode having approval rights over tags sinking at service point and tagged by LSE. This would typically be the LSE EntityCode itself, another EntityCode associated with gen owner/operator, or the Source Balancing Authority.

	FKEntity_MRID_ApprovedBy
	Int
	Y
	Foreign key to the entity that approved registration of the ServicePoint by the LSE.  Application will determine how to resolve this (probably from FKEntity_MRID_ApprovedBy in the ServicePoint table).

	Approved
	Boolean
	N
	Approval status of the record, Y/N.  

	CreationDate
	DateTime
	N
	Date/Time when record was created.

	ActivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered valid; defaults to CreationDate

	DeactivationDate
	DateTime
	N
	Specifies the Date/Time after which the entry is considered to no longer exist; defaults to 31-Dec-9999.

	LastUpdate
	DateTime
	N
	Identifies the last time this record was updated.

	FKClient_MRID_ModifiedBy
	Int
	Y
	Foreign key to User table identifying who last updated this record.


2.4.17.1 Constraints

· Combination of MRID, FKServicePoint_MRID_Sink and FKEntityCode_MRID_LSE must be unique over period of ActivationDate to DeactivationDate.

· CreationDate</=ActivationDate</=DeactivationDate


 
2.4.17.2 Triggers

2.4.18 [ed. Need Flowgate and MRD Tables???]
Section 3 -  Migration Strategy

Section 4 -  The following subsections outline the basic steps necessary to "script" the transfer of data from the existing V1.7 Registry schema into the new V2 Registry schema.  Each table is to be converted in order.  Migration scripts should be written such that they may be executed repeatedly with records already migrated ignored/verified and new records created as needed.  This will allow for the initial population of the V2 Registry for testing purposes, and then layering on of new registration information collected in the V1.7 Registry over time until final cutover to the V2 Registry is achieved.  During migration, certain database constraints may need to be disabled or table permissions modified. The particular constraints and/or permissions that are required for successful execution of the migration scripts must be fully documented.  Ideally these would also be scripted into command procedures that are executed prior to migration, and again after migration to reinstate the proper operational constraints and permissions.
Section 5 -  Initialization
Section 6 -  Registry migration requires a base set of initial information to be present in the directory.  The initial contents of the Registry database tables are described below.

6.1.1 Entity
6.1.2 User
6.1.3 RegistryVersion
6.1.4 EntityIdentifierType
Section 7 -  EntityRoleType
Section 8 -  UserRoleType
Section 9 -  CertificateType
Section 10 -  CertificatePolicy
Section 11 -  Application
Section 12 -  ApplicationAttribute
Section 13 -  ApplicationAttributeValue
Section 14 -  SystemType
Section 15 -  ServicePointRoleType
Section 16 -  Migration

Section 17 -  Following initialization of the Registry database, and on a periodic basis from then forward, the contents of the following V1.7 Registry tables must be migrated into the V2 Registry as described below.
Section 18 -  Entity_Registry
Section 19 -  TP_Registry
Section 20 -  SC_Registry
Section 21 -  CA_Registry
Section 22 -  PSE_Registry
Section 23 -  Product_Type
Section 24 -  Product_Registry
Section 25 -  POR_POD_Point
Section 26 -  Source_Sink_Point

Section 27 -  Backward Compatibility

The implementation of the NERC Registry V2.0 requires backward compatibility with the existing V1.7 Registry  to minimize the immediate impact on existing production applications that rely on the Registry.  The following subsections describe the mechanism for reconstituting the contents of the various V1.7 Registry table records from the V2.0 Registry Schema.  Once a backward compatible V1.7 Registry is created and populated by the appropriate migration scripts, the existing applications used to publish the registry in both MicroSoft Access .mdb file(s) and associated comma separated value files (.csv) will be executed.
Note that in retaining backward compatibility, features added specifically for the V2.0 Registry (e.g., PKI certificate information) will not be accessible through the V1.7 *.mdb or *.csv files.  Applications should be updated as soon as practicable to use the new V2.0 Registry information published in either native SQLServer export script (?) or XML format.

The following subsections detail the procedures for generating each of the V1.7 Registry tables from the V2 Registry schema.
27.1.1 Entity_Registry

27.1.2 TP_Registry

27.1.3 SC_Registry

27.1.4 CA_Registry

27.1.5 PSE_Registry

27.1.6 Product_Type

27.1.7 Product_Registry

27.1.8 POR_POD_Point

27.1.9 Source_Sink_Point

Section 28 -  Registry Processes and Procedures

Section 29 -  Registry Administrator Procedures
Section 30 -  Administrator Tables
Section 31 -  The V2.0 Registry migration scripts will initialize the Entity and Client tables with information identifying the Registry Administrator.  These migration scripts will also establish the base set of information contained in the following tables:

· EntityIdentifierType

· EntityRoleType

· ClientIdentifierType
· ClientRoleType

· ContactType

· Application
· ApplicationAttribute
· ServerType
· Interconnection
· Region
· ServicePointRoleType
Section 32 -  Additions, updates, and deletions (deactivation) of records within these tables will be restricted to the Registry Administrator only.  The user interface will allow the Registry Administrator to view, add, and modify records in these tables as necessary.  General access to these tables by all other users will be restricted to read only access.  Addition of new information in these tables may be initiated by industry participants through an off-line administrative procedure with appropriate "checks and balances" as established by the Registry Administrator.
Section 33 -  The Registry Administrator under the direction of the e-MARC Certificate Policy Policy Administrator will assume sole responsibility for maintaining the content of the following tables:
· CertificateRoot

· CertificateType
· CertificationPolicy

· CertificateIssuer

Section 34 -  PKI Certificate Registration

Section 35 -  The Registry Administrator is responsible for periodic execution (batch) or on-demand collection of newly issued end-user certificates.  For each active CertificateIssuer, an automated procedure will be written to scan the Issuer's certificate respository and update the Client and ClientCertificate tables with new certificate information that does not currently exist in the registry.  
Section 36 -  The Client's username and associated fields will be resolved from the certificates common name (CN), and the Client's Entity affiliation will be resolved from the organizational unit (OU) fields within the certificate Subject.
Section 37 -  This functionality is provided as a service to the industry community so that each individual system service provider is not required to mine this certificate information themselves, and would enable a level of "automated registration" of new users to the extent desired or possible based on the information present in the registry.

Section 38 -  Full Registry Publication

Section 39 -  The Registry Administrator is responsible for the periodic publication of the full V2 Registry and selected subsets of that registry.   The publication of the registry requires taking a snapshot of the registry at the time indicated in the RegistryVersion PublicationDate field.  The registry will then be made available for download in the following formats:
· XML (?)

· Native SQLServer export script

Section 40 -  The current publication frequency is:

· Registry published at midnight, Monday through Thursday (?current scheme?)
· Published registry's ActivationDate set for midnight 24 hours after publication.
Section 41 -  The Registry may be cleaned of all spurious data corrections made between publications due to mistakes, typos, etc., made during the registration process.  The Registry Administrator may delete all records whose CreationDate AND DeactivationDate are greater than the LastPublicationDate but less than the PublicationDate.
Section 42 -  V1.7 Registry Publication
Section 43 -  Coincident with the publication of the full registry, automated procedures will be executed to convert that registry information into the V1.7 Registry MS Access .mdb file and to generate all associated CSV files.  The V1.7 Registry database and CSV files will be published on the same frequency as the full registry.  The Registry Administrator will also execute and/or review the results of a record-by-record comparison of the new V1.7 registry with that published previously to determine if there are any obvious errors in the conversion process.
Section 44 -  Tag Registry Publication
Section 45 -  The NERC e-Tagging application requires only a subset of pertinent info from the full registry.  Coincident with the publication of the full registry, the following subset of tables will be made available for use by tagging application service providers:
· RegistryVersion

· Entity

· EntityCode

· EntityRole

· EntityRoleType

· Server

· ServerType

· ServerCertificate

· ServerEntityCode
· Application

· ApplicationAttribute

· ApplicationAttributeValue

· ServicePoint
· ServicePointRole
· ServicePointRoleType

· ServicePointZone

· Zone

· ZoneArea

· Area

· TagServicePointLSE

· TagServicePointGPE

· OASISServicePointTSP

Section 46 -  OASIS Registry Publication
The OASIS application requires only a subset of pertinent info from the full registry.  Coincident with the publication of the full registry, the following subset of tables will be made available for use by tagging application service providers:

· RegistryVersion

· Entity

· EntityCode

· EntityRole

· EntityRoleType

· EntityAffiliate

· EntityIdentifier

· EntityIdentifierType
· Server

· ServerType

· ServerCertificate

· ServerEntityCode

· Application

· ApplicationAttribute

· ApplicationAttributeValue

· ServicePoint

· ServicePointRole

· ServicePointRoleType

· OASISServicePointTSP

Section 47 -  PKI Registry Publication
Section 48 -  As a service to application service providers, the Registry Administrator will publish the following information regarding those PKI certificates issued to registered Entities by Authorized Certification Authorities:
· Entity
· EntityCode(?)
· CertificateRoot

· CertificatePolicy

· CertificateType

· CertificateIssuer

· Client

· ClientCertificate

Section 49 -  Entity – Initial Registration
Section 50 -  The following information must be collected as part of the initial registration process for a new Entity:
· User – information regarding the individual submitting the initial Entity registration; this information will populate an initial Client associated with the Entity and assigned the role of "Entity Administrator" (See Client – Initial Registration);
· Entity - information including official/legal entity name, business address, etc.;
· EntityCode – one or more short acronyms to be associated with the Entity with one or more EntityRole(s) assigned to each EntityCode;
· EntityIdentifier – one or more industry recognized legal entity identifiers (e.g., DUNS) if any EntityCode assigned the role of TSP (Transmission Service Provider), or TC (Transmission Customer).  Additional validations/requirements may depend on other roles assigned to the Entity;

· EntityAffiliates – zero or more identifications of any active, registered entities to which the new Entity is affiliated;

· EntityPredecessor – zero or more associations to existing registered entities which gave rise to formation of the new Entity (e.g., Merger, Acquisition, Divestiture, etc.).
Section 51 -  The following subsections describe specific requirements relative to the validation and processing of the Entity's initial registration.
Section 52 -  Entity
Section 53 -  Entity's official/legal name must be verified for uniqueness.  Desired "activation date" will default to RegistryVersion ActivationDate unless an alternative date in the future is supplied by the User (activation date in the past should be flagged as an error).  The activation date will apply to all entity related information records inserted into the registry during initial registration.

Section 54 -  Prior to insertion into the database, a unique Master Registry Identifier must be assigned to the Entity being registered.  
Section 55 -  EntityIdentifier
Section 56 -  EntityIdentifier information submitted must supply both the value for the identifier (e.g., DUNS number) along with the "type" of identifier represented by that value (e.g., "DUNS").  EntityIdentifier information submitted must be verified for uniqueness.  If the Entity has attempted to register an EntityCode with EntityRole of TSP or TC, the registration information must contain a DUNS number as at least one of their EntityIdentifiers to comply with OASIS registration requirements. Appropriate EntityIdentifier records will be inserted and linked to the Entity and EntityIdentifierType tables.
Section 57 -  EntityAffiliate
Section 58 -  EntityAffiliate information, if any, should verify that the affiliated Entity is still a valid/active Entity.  For each affiliate Entity identified, an appropriate EntityAffiliate record will be inserted and linked to the Entity and the affiliated Entity.
Section 59 -  EntityPredecessor
Section 60 -  EntityPredecessor information, if any, should verify the validity of the preceding Entity registrations.  This information would most likely be presented/submitted from the UI when the User seeks to change an existing registered Entity to reflect merger, divestiture, etc.  Predecessor entities do not necessarily have to be active to be associated with a new Entity registration.
Section 61 -  [ed. Might want to consider calling out the specific types of business transactions that would spawn an EntityPredecessor record, i.e., "merger", "acquisition", "divestiture" others(?).   For instance, merger or acquisition would require that predecessor entity is deactivated on or before activation date of successor; divestiture would require that predecessor entity is NOT deactivated on or before activation date of successor UI could present this as a select list option that might give user more guidance with regard to the type of information to be supplied in this area.]
Section 62 -  EntityCode and EntityRole
Section 63 -  At least one EntityCode must be provided and associated with at least one EntityRole.  The EntityRole of "unaffiliated entity" (or any of its specific associated roles) must be the only EntityRole selected and associated with only a single EntityCode, i.e., unaffiliated entities limited to one registered EntityCode and only the role of "unaffiliated entity". 
Section 64 -  For backward compatibility, only one EntityCode may be identified as "O/SE" (Operations or Security Entity) and only one EntityCode may be identified as "TC/PSE". This EntityCode represents the V1.7 Registry records in the Entity_Registration table, and also correspond to the Transmission Service Provider and Transmission Customer codes used in the OASIS application (e.g., SELLER and CUSTOMER data elements).

Section 65 -   There is no restriction on a given Entity registering separate EntityCodes as both an "O/SE" and "TC/PSE". [ed. Need to verify if this can be accommodated in V1.7 registry schema.]  If not explicitly supplied, the O/SE and/or TC/PSE role will be assumed by default for the first EntityCode registered that has one or more of the specific O/SE or TC/PSE roles defined as shown below.  Also, the role of PSE will be assumed if either GPE or LSE is selected. [ed. Should we drop the old use of O/SE and TC/PSE and simply use the subordinate roles to infer this designation?  There may be some confusion over the OASIS 'entity code' vs. Tagging 'desk codes' if simply allow role of PSE to denote both a tagging entity and OASIS customer.]
· O/SE (Operations) associated EntityRoles

· RA – Reliability Authority
· SC – Security Coordinator (synonomous with RA, retain?)

· BA – Balancing Authority

· CA – Control Area (synonomous with BA, retain?)
· MO – Market Operator
· TSP – Transmission Service Provider
· ASP – Application Service Provider (drop?)
· TC/PSE (Merchant) associated EntityRoles
· TC – Transmission Customer (i.e., OASIS customer code)
· PSE – Purchasing Selling Entity (i.e., Tagging desk code)
· LSE – Load Serving Entity (implies PSE)
· GPE – Generation Providing Entity (implies PSE)
· ASP – Application Service Provider (drop?)
· Unaffiliated Entity associated EntityRoles

· Observer
· ASP – Application Service Provider
· PKICA – PKI Certification Authority
· (Others?)
Section 66 -  [ed. The ASP role was defined to provide the application a way to limit who may register "servers", e.g,, OATI is an unaffiliated entity ASP, and any TSP that hosts their own OASIS is also an ASP.  Or, we could limit unaffiliated entities from registering Servers based on ASP designation, and not limit O/SE or TC/PSE entities from registering servers.
With the exception of the ASP role, roles assigned to a given EntityCode must not cross major divisions of roles above, i.e., registration of an EntityCode as a TSP and PSE is illegal.  All submitted EntityCodes must be verified for uniqueness.  Appropriate EntityCode and EntityRole records will be inserted and  linked to the Entity and EntityRoleType tables.  Prior to insertion into the database, a unique Master Registry Identifier must be assigned to each of the EntityCodes being registered.
The "NERC" Entity will be designated as the Entity with registration approval rights unless the EntityCode is registered with any of the EntityRole of "unaffiliated entity".  These Entities represent regulatory agencies, universities, consulting groups, application service providers, etc., that do not have an active Merchant or Operations role in the Electric Industry.  Unaffiliated Entity registrations must designate a Sponsoring "affiliated entity" (i.e., one with Merchant or Operations role) that will serve as the registrant's approval entity. 
[ed. This assumes 1) approval of registration is by EntityCode and not by Entity; need to discuss this, and 2) NERC will not assume an approval role for "unaffiliated entities".  If NERC would do all prescreening, we can change this.]

Section 67 -  Following insertion into the EntityCode table, as a triggered event or controlled by a batch script procedure, e-mail notifications must be generated to the Administrative Contact for the Entity identified as having approval rights over the EntityCode registration.  Similarly, once an EntityCode registration has been approved, an e-mail notification must be sent to that Entity's Administrative Contact.
Section 68 -  EntityContact and EntityCodeContact
Section 69 -  User information identifying the registrant will be used to create an initial Client record associated with the new Entity registration.  By default, EntityContact and EntityCodeContact records will be created mapping this Client as the "Administrative" contact for the Entity as a whole and for each supplied EntityCode.  The administrative contact will then be responsible for adding additional Client records in association with the various contacts which may be associated with the Entity and/or EntityCode(s) after the initial registration.
Section 70 -  Entity – Updates
70.1.1 Entity
70.1.2 Authorized "EntityAdministrators" may update information associated with their Entity registration.  These updates would be to legal business entity name and/or location.  Update operation is effected by deactivating the current record and inserting a new record with the updated information activated coincident with the deactivation of the original record.
70.1.3 [ed. Need to discuss the update policy.  We can support the concept above, deactivate and insert, or we can simply modify in place.  The information subject to change is not very critical (?) at the present time, so either method would work.  The deactivate/insert allows registry to hold historic info rather than having to resort to an audit table report to see the updates; this has both pros and cons.]
70.1.4 EntityIdentifier
70.1.5 New EntityIdentifiers may be registered by authorized Entity Administrators.  EntityIdentifiers may be updated to reflect corrections or changes in the value of any registered identifier by first deactivating the current registered information and then inserting the updated information into the EntityIdentifier table.  
70.1.6 EntityAffiliate
70.1.7 New EntityAffiliate associations may be inserted by authorized Entity Administrators.  New information will be verified in the same manner as performed for the initial Entity registration.  Deletion of EntityAffiliate records is accomplished by updating the DeactivationDate field to reflect when the affiliation was terminated, and may occur at any time without restriction.  There is no information that may be updated with respect to EntityAffiliation.
70.1.8 EntityPredecessor
New EntityPredecessor associations may be inserted by authorized Entity Administrators.  New information will be verified in the same manner as performed for the initial Entity registration.  EntityPredecessor information is restricted to being registered by the succeeding Entity only.  Modification of existing information will be accomplished by deactivating the current information and inserting the updated/corrected information.

Deletion of EntityPredecessor records is accomplished by updating the DeactivationDate field to reflect when the association between the Entities was terminated; this is assumed to mainly be the result of correcting an error on registration. 
70.1.9 EntityCode and EntityRole
Section 71 -  Updates to EntityCode information are restricted to the addition or deactivation of EntityRole information, or updates to the EntityCode Description field.  The EntityCode itself may only be altered if it has not been Approved, and is subject to all uniqueness checks as described for initial Entity registration.  The EntityCode (subject to restriction) and Description fields will be updated in place (i.e., no new EntityCode record created). 
Section 72 -  New EntityCode and EntityRole associations may be submitted for an existing Entity.  EntityCode and EntityRole information will be validated to insure it passes all validations as described for a new Entity registration.

Section 73 -  See discussion below for restriction on deactivation of EntityCode or EntityRole information.
Section 74 -  EntityContact and EntityCodeContact

Section 75 -  Contact information associating Entity or EntityCode with a Client may be added, updated or deactivated.  Updating an EntityContact or EntityCodeContact record to reference a new Client will result in deactivation of the existing record and insertion of a new record.  Deactivation of an EntityContact or EntityCodeContact record may occur at any time without restriction.  Insertion of new EntityContact or EntityCode Contact records requires only that the associate Client record is currently active.
Section 76 -  ServerEntityCode

Section 77 -  Certain EntityCodes must be mapped to appropriate application Servers, e.g., PSEs mapped to TagAgent Server, TSP mapped to OASIS Server, etc.  The Entity administrator may insert, update or deactivate ServerEntityCode records at anytime without restriction.  Update of ServerEntityCode records is accomplished by deactivating the current record and inserting a new ServerEntityCode record.
Section 78 -  Entity – Deactivation
Section 79 -  The following subsections describe specific constraints or requirements for deactivation of Entity and related table records.

79.1.1 Entity

Deactivation of an Entity requires the simultaneous deactivation of all associated records in the following tables:

· EntityAffiliate

· EntityCode
· EntityContact
· EntityIdentifier

· Client

Each of these tables may have further constraints or requirements for deactivation of associated records.

Presence of active records associated with the Entity to be deactivated in the following tables will block deactivation of the Entity.  The user/administrator must deactivate these records prior to attempting to deactivated the Entity.

· Server

· CertificateRoot

· CertificateIssuer

Section 80 -  EntityCode
Section 81 -  Deactivation of an EntityCode record requires the simultaneous deactivation of all associated records in the following tables:

· EntityRole

· EntityCodeContact
· ServerEntityCode
· OASISServicePointTSP

· TagServicePointGPE

· TagServicePointLSE
Each of these tables may have further constraints or requirements for deactivation of associated records.

Section 82 -  EntityRole

Deactivation of an EntityRole associated with a given EntityCode is subject to the following constraints:

· If the EntityRole to be deactivated is EntityCodeType of RA or SC, there must be no active Zone records associated with the EntityCode

· If the EntityRole to be deactivated is EntityCodeType of BA or CA, there must be no active Area records associated with the EntityCode

· If the EntityRole to be deactivated is EntityCodeType of MO, there must be no active Market records associated with the EntityCode

Active records in the Zone, Area, and/or Market associated with the EntityCode serving as RA, BA or MO must first be deactivated or assigned to another EntityCode prior to deactivation the EntityRole record.

Section 83 -  Client – Initial Registration
Section 84 -  Submission of Client information is subject to uniqueness and validation checks.  Initial registration of an Entity always must result in insertion of an active Client record associated with the role of Entity Administrator.
Submission of Client information may be performed by Clients active, approved registered Entities where the Client has been assigned the role of UserAdministrator.  All information is subject to uniqueness and validation checks. 

Information required for registration of a Client includes designation of name and contact information.  Additional information may be submitted to define associated ClientIdentifiers, ClientCertificates, ClientRoles and EntityContact, EntityCodeContact and/or ServerContact associations.  Registration of clients is typically only required for those individuals that have a role as an Entity, EntityCode or Server contact.  Or, those clients of internal NERC systems which will not be automatically registered through the PKI certificate mining process.
Prior to insertion into the database, a unique Master Registry Identifier must be assigned to the Server being registered.

Section 85 -  Client – Updates
Section 86 -  ClientCertificate
Addition or deletion of ClientIdentifier information may occur at anytime without restriction.  Update to a ClientIdentifier is accomplished by deactivating the existing record and inserting a new ClientIdentifier record.  ClientCertificate information is typically inserted into the database by an automated procedure controlled by the Registry Administrator which mines all Authorized PKI Certification Authorities for newly issued x.509 certificates.

Section 87 -  ClientIdentifier
Section 88 -  Addition or deletion of ClientIdentifier information may occur at anytime without restriction.  Update to a ClientIdentifier is accomplished by deactivating the existing record and inserting a new ClientIdentifier record.

Section 89 -  ClientRole
Section 90 -  Association/disassociation of roles to an active Client may occur at anytime without restriction.
Section 91 -  Client – Deactivation
Section 92 -  Deactivation of a Client record is subject to the following constraints and/or requirements:
· All active ClientCertificate records associated with the Client to be deactivated must be deactivated simultaneously
· All active ClientIdentifier records associated with the Client to be deactivated must be deactivated simultaneously
· All active ClientRole records associated with the Client to be deactivated must be deactivated simultaneously
· All active EntityContact records associated with the Client to be deactivated must be deactivated simultaneously

· All active EntityCodeContact records associated with the Client to be deactivated must be deactivated simultaneously
· All active ServerContact records associated with the Client to be deactivated must be deactivated simultaneously

Section 93 -  Server – Initial Registration
Submission of Server information may be performed by Clients of an active, approved registered Entity with at least one EntityCode assigned the role of ASP.  All information is subject to uniqueness and validation checks. 
Information required for registration of a Server includes designation of ServerType, URI, and a description.  Additional information may be submitted to identify the ServerCertificate(s), if appropriate, that the Server will use for secured communication, and any ServerContact information (i.e., technical support, etc.).
Prior to insertion into the database, a unique Master Registry Identifier must be assigned to the Server being registered.
Section 94 -  Server – Updates
Section 95 -  Server
Authorized "ServerAdministrators" may update information associated with their Server registration.  These updates would be to Server URI or description.  Update operation is effected by deactivating the current record coincident with the ActivationDate for the new information and insertion of a new record with the updated information.
Section 96 -  ServerEntityCode
Section 97 -  Addition, update or deactivation of entries in the ServerEntityCode table are controlled by the Entity owning that EntityCode.  Activation of new records or deactivation of existing records may occur at any time without restriction. Update of existing records, i.e., changing Server association, must be accomplished by deactivating the current record coincident with the ActivationDate for the new information and insertion of a new record with the updated information.
Section 98 -  [ed. Would we want to institute some failsafe for certain registrations?  For instance cannot deactivate a TagAuthority Server for a BA?]

Section 99 -  ServerContact
Section 100 -  Contact information associating a Server with a Client may be added, updated or deactivated.  Updating a ServerContact record to reference a new Client will result in deactivation of the existing record and insertion of a new record.  Deactivation of a ServerContact record may occur at any time without restriction.  Insertion of new ServerContact records requires only that the associate Client record is currently active.
Section 101 -  ServerCertificate
Section 102 -  Certificate information associating with a Server may be added, updated or deactivated.  Updating a ServerCertificate record to reference a new Certificate will result in deactivation of the existing record and insertion of a new record.  Insertion of new or deactivation of existing ServerCertificate records may occur at any time without restriction assuming the Certificate is associated with an active CertificateIssuer.
Section 103 -  Server – Deactivation
Deactivation of a Server table record is subject to the following constraints and requirements:

· All ServerContact records associated with the Server to be deactivated must be deactivated simultaneously

· Any active ServerEntityCode records associated with the Server to be deactivated must block deactivation of the Server.

Section 104 -  Application – Initial Registration
Section 105 -  The only Application related table subject to registration from external entities is the ApplicationAttributeValue table.  This table allows industry participants to define application specific information associated with an application's enumerated data types as defined by the Registry Administrator in the ApplicationAttribute table.
Section 106 -  Submission of ApplicationAttributeValue information includes the name of the Application as defined in the Application table and the particular data element whose value is being registered as defined in the ApplicationAttribute Name field.

Section 107 -  Currently, submission of ApplicationAttributeValues are only allowed for the OASIS Application and may only be submitted by Clients whose parent Entity contains an active, approved EntityCode designated with the EntityRole of TSP. 
Section 108 -  The ApplicationAttribute table defines whether the ApplicationAttributeValue is subject to approval by another entity and which entity is granted approval rights.  If approval is not required, the Registry Administrator will be the approval entity and the registered value will be automatically approved on insertion into the database.
Section 109 -  If approval is required, an e-mail notification must be sent to the administrative contact(s) associated with the approval entity.  Once that entity updates the record to indicate approval (or disapproval), an e-mail notification will be sent to the registering entity's administrative contact.
Section 110 -  Application – Updates
Section 111 -  Once registered, OASIS application ApplicationAttributeValue records may only be deactivated by the entity that approved the registration.  The registering entity may update the value and associated description fields only prior to approval of the registration.  Once approved, no updates will be allowed except for deactivation by the approval entity.
Section 112 -  [ed. Might make some provision for those attributes that don't require approval, and allow updates at will.  Presently this is a very minor compliance issue for OASIS and does not warrant a complex registration process.]
Section 113 -  Application – Deactivation
Section 114 -  ApplicationAttributeValue records may be deactivated as described in the Update process at any time without restriction.
Section 115 -  Area – Initial Registration
Section 116 -  Definition of metered Areas may only be submitted by Clients of an Entity that has a valid, approved EntityCode assigned the role of BA (or CA?).  Information that must be submitted includes the acronym for the Area, description of the Area, the EntityCode assigned to act as Balancing Authority (EntityRole of BA), and the identification of one or more (Reliability) Regions under which the Area will operate.  Registered Area information must pass all uniqueness and validation requirements.  Prior to insertion into the database a unique Master Registry Identifier must be assigned for the Area.
Section 117 -  Initial registration of an Area may also include designation of one or more existing Areas that are adjacent to the Area being registered, and one or more existing Zones that participate in the Area (not typical).  See the Area Update section for descriptions of the registering AreaAdjacency and ZoneArea information.
Section 118 -  Area – Updates
Section 119 -  AreaAdjacency 

Section 120 -  AreaAdjacency table records may be added by Clients associated with the Entity acting in the role of BA (CA) to associate their active Area with another active Area.  AreaAdjacency records are updated by deactivating the existing record and inserting a new record.  Insertions, updates and deactivations may occur at any time without restriction.

Section 121 -  ZoneArea
ZoneArea table records may be added by Clients associated with the Entity acting in the role of BA (CA) to associate their active Area with an active Zone.  ZoneArea records are updated by deactivating the existing record and inserting a new record.  Insertions, updates and deactivations may occur at any time subject to the restriction that the ZoneArea table retains at least one active ZoneArea record associating that Zone with another active Area.

Section 122 -  Area – Deactivation
Section 123 -  Deactivation of an Area table record is subject to the following constraints and requirements:
· All AreaAdjacency records associated with the Area to be deactivated must be deactivated simultaneously
· Any Zones referenced in ZoneArea records associated with the Area to be deactivated must each include one or more ZoneArea records associating the Zone to an active Area, i.e., every Zone must always be associated with at least one active Area.
Section 124 -  In the event an attempt to deactivate an Area would leave a Zone unassociated with any active zone, the Area deactivation must be blocked until the Zone(s) is/are deactivated or associated with one or more other Areas.
Section 125 -  Market – Initial Registration
Section 126 -  Definition of Markets may only be submitted by Clients of an Entity that has a valid, approved EntityCode assigned the role of MO.  Information that must be submitted includes the acronym for the Market, description of the Market, the EntityCode assigned to act as Market Operator (EntityRole of MO) under which the market will operate.  Registered Market information must pass all uniqueness and validation requirements.  Prior to insertion into the database a unique Master Registry Identifier must be assigned for the Market.
Section 127 -  Market – Updates
127.1.1 MarketAdjacency 

MarketAdjacency table records may be added by Clients associated with the Entity acting in the role of MO to associate their active Market with another active Market.  MarketAdjacency records are updated by deactivating the existing record and inserting a new record.  Insertions, updates and deactivations may occur at any time without restriction.

127.1.2 ZoneMarket

ZoneMarket table records may be added by Clients associated with the Entity acting in the role of MO to associate their active Area with an active Zone.  ZoneMarket records are updated by deactivating the existing record and inserting a new record.  Insertions, updates and deactivations may occur at any time without restriction.

Section 128 -  Market – Deactivation
Deactivation of a Market table record is subject to the following constraints and requirements:

· All active MarketAdjacency records associated with the Market to be deactivated must be deactivated simultaneously

· All active ZoneMarket records associated with the Market to be deactivated must be deactivated simultaneously

Section 129 -  Registry User Interface

Appendix A - ???
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